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Abstract

Many hardware and compiler optimisations introduced to speed up single-threaded pro-
grams also introduce additional, sometimes surprising, behaviours for concurrent pro-
grams with shared mutable state. How many of these extra behaviours occur in practice
depends on the combination of the hardware, compiler, runtime, etc. that make up the
platform. A memory model, which prescribes what values each read of a concurrent
program can read, allows programmers to determine whether a program behaves as ex-
pected without having to worry about the details of the platform. However, capturing
these behaviours in a memory model without also including undesirable “out-of-thin-air”
behaviours that do not occur in practice has proved elusive. The memory model of C
and C++ allows out-of-thin-air behaviour, while the Java memory model fails to capture
some behaviours that are introduced in practice by compiler optimisations.

In this thesis, we propose a memory model that forbids out-of-thin-air behaviour, yet
allows the behaviours that do occur. Our memory model follows operational intuitions of
how the hardware and compilers operate. We illustrate that it behaves as desired on a
series of litmus tests. We show that it captures at least some of the expected behaviours,
that it forms an envelope around some common compiler optimisations, and that it is
implementable on common hardware using the expected compilation schemes. We also
show that it supports some established programming idioms.
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Notation

tt denotes the boolean “true”
ff denotes the boolean “false”
[] denotes the empty list
0y ++ ¢4 denotes the concatenation of the lists ¢; and ¢5
e # €' denotes conflict, see Page
e ~ ¢ denotes immediate conflict, see Page [54]
~~ denotes steps of the semantics
; is the statement separator, and also denotes concatenation of statements
{a = b} ={(a,0)}
flars b = {(0) | (@,0) € f Ad #a} U{(a,b)}
fst((a,b)) = a
snd((a,b)) =b
AW B = AU B, but is only defined when AN B =2

The syntax of the language we use for our examples is described on Page [21]
In a litmus test postcondition, x = v means that the last write to x in coherence order
is a write of v.

11
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Chapter 1

Introduction

1.1 Context

Multiprocessors appeared as early as 1962, with the Burroughs D-825 [30], but remained
rare for many years, as it was often simpler, cheaper, and more usable to increase CPU
clock frequency and exploit instruction-level parallelism. However, in the early 2000s,
hardware designers found themselves too constrained by the challenges of power dissipa-
tion to continue increasing frequency, and unable to extract any more instruction-level
parallelism. Instead, they had to resort to designing multiprocessors, in the form of mul-
ticore processors, that is, multiprocessors on a single piece of silicon [37]. However, as for
any multiprocessor, to actually take advantage of the joint computing power of the cores,
many tasks require the cores to communicate. In mainstream multicore processors, this
communication is done via a shared, mutable memory through which cores communicate
by writing and reading. This memory is implemented by a series of buffers and caches
on top of a flat memory that propagate writes and reads from one core to the others.
However, this mechanism is typically not transparent: a program executing on multi-
ple cores can observe that there is something interposed between its threads, and that
memory is not sequentially consistent [45], that is, an immediately updated map from
locations to values. This appeared as early as 1972 with the IBM 370/158MP [12], but
became widespread in the 2000s with multicore processors. Moreover, on many architec-
tures, cores have instruction pipelines that execute independent instructions, for example
writes to different memory locations, out of order, in a way that programs can observe.
This compounds with the effect of caches and buffers. This setting where memory is not
sequentially consistent is called relaxed, or weak.

As the exact extent of the relaxed behaviours depends on details of the hardware
configuration, programmers and hardware designers benefit from a memory model of the
hardware, that is, a description of the allowed behaviours. The memory model of the
hardware acts as a contract between the programmer and hardware designers. Program-
mers can work against the memory model rather than the details of the hardware, and
hardware designers can change the details of the hardware, as long as they follow the mem-
ory model. The design of the memory model is in tension between two goals. (1) The
memory model needs to allow enough behaviours to be implementable efficiently. (2) At
the same time, the memory model needs to forbid enough behaviours to be programmable
efficiently. Programmers should not need to introduce so many synchronisation instruc-
tions to ensure the outcome of their programs that they cancel the benefits of having
a relaxed memory in the first place. Moreover, the memory model benefits from being

13



abstract, so that programmers do not need to know about the details of the hardware,
and so that hardware designers can change those details.

Programming languages add their own challenge to relaxed memory. While a machine-
code program is meant to be taken at face value by the hardware, a program in a pro-
gramming language alludes to some machine-code program that — one hopes — executes
fast. Compilers are expected to deliver such a machine-code program. To do so, they are
allowed to take certain liberties with the program text concerning how the flow of the pro-
gram is expressed, the pattern of accesses to the memory, etc. The extent of these liberties
was not designed, but rather accumulated over time, from the early work of Allen [§] to
sparse conditional constant propagation [88] and beyond. These liberties allow a compiler
to optimise a single-threaded program, that is, replace it with a program the behaviours
of which are behaviours of the original, but is — one hopes — faster. However, when ap-
plied to a multi-threaded program, these ‘optimisations’ can introduce extra behaviours,
making the term misleading. By the time the extent of this interaction was realised, for
example by Boehm [19], programmers were unwilling to give up on established compiler
optimisations, and the effect of the state of the art in implemented compiler optimisations
was restricted enough for programming with the extra behaviours to still be possible in
practice. However, describing the extent of the extra behaviours, that is, designing a
memory model for a programming language, is an open problem. Batty et al. [12] note
that:

Disturbingly, 40+ years after the first relaxed-memory hardware was intro-
duced (the IBM 370/158MP), the field still does not have a credible proposal
for the concurrency semantics of any general-purpose high-level language that
includes high-performance shared-memory concurrency primitives. This is a
major open problem for programming language semantics.

Neither of the main previous attempts succeeds in this. The Java Memory Model [49]
is unsound with respect to standard compiler optimisations |26, [75]. The memory model
of C11 and C++11 (abbreviated C/C++11) |20} 18, 2] 15] is arguably the current state of
the art, and gives the “right” behaviours in many cases, but it permits too much in others.
At the heart of the problem are the “thin-air” examples for concurrent high-performance
accesses, recalled in Section , in which values appear out of nowhere [49, [75, 21), 12].
Those thin-air executions are not thought to occur in practice, with any combination
of current compiler and hardware optimisations, but excluding them without also ex-
cluding important optimisations has not previously been achieved. A further concern
for C/C+-+11, also highlighted by Batty et al. [12], is the interaction between undefined
behaviour and relaxed memory, which we recall in Section [I.2.4]

1.2 Recalling the problems

1.2.1 The thin-air problem

As acknowledged by the C++11 standard [I§], in trying to define an envelope around
all reasonable optimisations, the C/C-+-+11 memory model also admits undesirable exe-
cutions where values seem to appear out of thin air. In Section 23.9, paragraph 9, the
C+-+11 standard says (in C++11 syntax):

[Note: The requirements do allow rl == r2 == 42 in the following example,
with x and y initially zero:
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// Thread 1:
rl = x.load(memory_order_relaxed);

if (rl == 42) y.store(rl, memory_order_relaxed);
// Thread 2:

r2 = y.load(memory_order_relaxed);

if (r2 == 42) x.store(42, memory_order_relaxed);

However, implementations should not allow such behavior. — end note]

In this thesis, we use a more compact syntax, detailed in Section [2.1], in which this litmus
test is as follows:

LB+ctrldata+-ctrl-single
X =y =0
rl = load,,(x); || r2 = load,(y);
if (rl == 42) if (r2 == 42)
store,i(y,rl) store(x,42)
rl = r2 = 42 BAD

The program starts with two locations x and y, initially set to 0.
It has two threads:

1. The first thread reads from location x into rl with a relazed read. A relaxed read or
write in C/C++ is meant to be compiled to a plain load or store, without memory
barriers or other synchronisation. If this read reads 42, then the first thread writes
what it read (the contents of rl, which was checked by the test to be 42) to y with
a relaxed write.

2. The second thread almost does the symmetric of the first thread: it reads from y
into r2 with a relaxed read. If it read 42, then it writes 42 to x with a relaxed write.

We do not want this program to be allowed to end with r1 and r2 both being set to 42.
For this outcome to happen, the read of the first thread would have to read 42, which it
must read from the write of 42 of the second thread, as there are no other writes to x,
and x is initially 0. The write of 42 of the second thread is only executed if the read of
the second thread reads 42, which it must read from the write of the first thread (as there
are no other writes to y, and y is initially 0). For the write of the first thread to write
42, the first thread must have read 42. This means that for the read of the first thread
to read 42, it must read it from a write that itself depends on the read of the first thread
reading 42. The only way this could happen is if one of the reads read the value 42 “out
of thin air”.

Having such “out of thin air” outcomes would be highly undesirable: not being able
to constrain what values reads read breaks elementary programming and reasoning prin-
ciples [111, 21, [84].

There is however no precise definition of what thin-air behaviour is—if there were, it
could simply be forbidden by fiat, and the problem would be solved. Rather, there are a
few known litmus tests like the one above where certain outcomes are undesirable and do
not appear in practice as the result of hardware and compiler optimisations. The problem
is to draw a fine line between those undesirable outcomes and the outcomes of other very
similar litmus tests which important optimisations make observable and which therefore
must be admitted.
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Java Similar issues arose in the first Java Memory Model design, in a slightly different
form [49]. C/C++11 has nonatomic and relaxed accesses, both of which are intended to
be implementable without memory barriers or other synchronisation; concurrent relaxed
access to the same location is permitted, while concurrent nonatomic access gives wholly
undefined behaviour (to let optimisers assume the latter does not occur). Java plain
(non-volatile) accesses are similarly intended to be implementable with just the underlying
hardware plain loads and stores; programmers are not supposed to make non-synchronised
concurrent use of these; however, to provide safety guarantees even in the presence of
arbitrary code, the semantics must forbid the forging of pointers. However, if reads are
allowed to read values “out of thin air”, then such guarantees cannot be provided.

1.2.2 Per-candidate-execution semantics does not suffice

A common approach to relaxed-memory semantics, and that followed by C/C++11, is
to define what is called an aziomatic memory model. One defines a notion of candidate
execution, each consisting of a set of memory actions and basic relations over them (such
as program order, reads-from, coherence, etc., see below), and a consistency predicate
that picks out the candidate executions that are allowed by the semantics (e.g. including
a check that some happens-before relation, derived from the basic relations, is acyclic).
The semantics of a program is taken to be the set of all consistent executions that are
compatible with some control-flow unfolding of the program, or, in some semantics, that
set modulo the existence of data races.

However, as observed by Batty et al. [12], there are pairs of programs which share a
particular candidate execution where that execution should be allowed for one program
but not for the other. Consider the following:

LB+ctrldata-+ctrl-double
X =y =0
rl = load,,(x); || r2 = load,(y);
if (rl == 42) if (r2 == 42)
store,i(y,rl) store,(x,42)
else
store,(x,42)

As there is a write to x in both branches of the second thread of LB-+ctrldata+ctrl-
double, the conditional can be collapsed by compiler optimisation to yield

LB+-ctrldata+po

X =y =0
rl = loadqx(x); || r2 = loadn,(y);
if (rl == 42) store 1, (x,42)

Storerlx(yr rl)

in which both threads can read 42, because the read and the write of the second thread can
be reordered, either thread-locally (by the compiler or the hardware) or when propagating
between the threads (by the hardware). This happens in practice, and so should be allowed
by the semantics.

On the other hand, for LB+ctrldata+ctrl-single (the first example, from the C++
standard), this outcome does not appear in practice; that would, as discussed earlier, be
highly undesirable.
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In the C/C++11 semantics (detailed in Section [2.3)), the two share the candidate
execution below, where “sb” (“sequenced-before”) is program order, that is, the syntactic
order coming from the program text, “asw” indicates thread synchronisation (here from
the initial thread to spawned threads), and “rf” indicates where the reads read from. The
other edges indicate syntactic dependencies: “dd” stands for (syntactic) data dependency,
and “cd”, which is not part of C/C++11, stands for (syntactic) control dependency.

a:0:W,, x0

o]

b:0:W,,y0

s N

c:1:R,x x 42 d:2:R,y 42

o[ [

e:1:W,, y42 f:2:W, x 42

Dependencies As the example above shows, syntactic data and control dependencies
do not provide enough information to draw the distinction between desirable and unde-
sirable outcomes. In retrospect, this is not surprising: programmers expect to be able
to interchange control flow and dependencies without changing program outcome, and
compilers do that freely, sometimes removing syntactic dependencies.

For example, LB+-ctrl4+po below ought to behave the same as LB-+ctrldata+po, as
the data dependency in LB+ctrldata+po does not contribute any information that the
control dependency does not already contribute: the write to y can only be a write of 42,
and compilers will routinely transform LB+-ctrldata+po into LB+ctrl+po.

LB+ctrl+po

X =y =0
rl = load,,(x); || r2 = load,,(y);
if (rl == 42) storeq(x,42)

Storerlx(y;42)

Perspective Trying to draw a more general, informal conclusion, Batty et al. [12, §6|
argue that the problem with the C/C-++11 memory model is that it considers executions
individually, whereas what it is trying to model the effect of, the hardware and compiler
optimisations, effectively consider all executions simultaneously by operating on the code.
For example, executing the write in the second thread of LB-+ctrldata+po before the read
that is before it in program order is justified because the write occurs in all control-flow
paths. Similarly, optimising LB+ctrldata+-ctrl-double into LB+ctrldata+po is justified
because the write of the second thread occurs in all control-flow paths.

1.2.3 Further challenges

Merging Compiler optimisations can also merge memory actions. For example, for the
nonatomic version of the below, compiler passes like common subexpression elimination
can and do merge the reads of y. The same optimisation for relaxed atomics, turning it
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into the second thread of LB+ctrldata+ctrl-double, has been proposed [10]. This would
allow the outcome where r1 and r2 are set to 42.

JMM CSE trap
X =y =0

rl = load,,(x); || r2 = load, 1, (y);
if (rl == 42) if (r2 == 42) {
store i (y,rl) r3 = load,,(y);
storeq,(x,r3)
} else {
store 1, (x,42)
}

Memory models for programming languages need to account for these optimisations. How-
ever, the Java Memory Model fails to give this particular litmus test the right behaviour,
as noted by Sev¢ik and Petri [74] (we describe this in more detail in Section .

Value-range analysis The optimisations considered so far are thread-local, and inde-
pendent of the manipulated values, and of the wider program in which a thread executes.
However, their applicability can be greatly extended by analyses. For example, a compiler
pass could analyse the values that x and y can take during executions of the program be-
low, a variant of the Causality Test Case 1 of Pugh [68]. This analysis, the kind of which
we will refer to as “value-range analysis”, could determine that r2 will always contain a
nonnegative value. The compiler could then collapse the if, and turn this program into
LB-+ctrldata+po, and therefore allow the outcome where rl1 and r2 are set to 42.

Java causality test case 1 variant

X=y =0
rl = loadqx(x); || r2 = loadn(y);
if (rl == 42) if (r2 >= 0)
store i (y, rl) store,(x,42)

While we are not aware of this precise optimisation being done, counterparts on point-
ers are performed by alias analyses [22].

Moreover, analysis during just-in-time compilation can take advantage of information
about the current state of the program, for example that a write has propagated to a
thread, masking previous values and hence shrinking the set of possible values of a variable,
thereby enabling additional optimisations. For example, in the program below, after the
write of 1 to z by the third thread has propagated to the second thread, the conditional on
r3 in the second thread can be collapsed, yielding LB-+ctrldata+ctrl-double, and therefore
allowing the outcome where rl and r2 are set to 42. While C/C++11 is not typically
compiled just-in-time, the combination of inlining and special-casing has similar effects.

Guarded LB-+-ctrldata-tctrl-double
X = y = Z = 0

rl = loadx(x); || r3 = load, 1, (z); storeq,(z,1)
if (rl == 42) r2 = load 1, (y);
store i (y, rl) if (r2 == 42)
if (r3 == 1)
storeq(x,42)
else
storeq1(x,42)
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To prevent undesirable behaviour, and in particular thin-air reads, such analysis has
to be stable under the effect of the optimisations it enables. In the program below,
without optimisations taking advantage of value-range analysis, the read of the second
thread cannot read 42. However, if an optimisation takes advantage of that information
to reorder the write of the second thread, then the read of the second thread can read 42.
This violates the assumption it made earlier, and makes the program execute a write of
42 to x even though it should not execute any if the second thread reads 42.

Java causality test case 1 broken variant
X =y =0
rl = load,(x); || r2 = load, 1, (y);
if (rl == 42) if (r2 < 42)
storeqx(y,42) storex(x,42)

Importantly, this means that optimisations do not necessarily increase the behaviour
of threads. An optimisation based on value-range analysis can allow more the behaviour
for one thread, for example allowing it to execute a write early, which can allow less
behaviour of another thread, for example forbidding it from assuming that a certain read
cannot read a certain value, and therefore forbidding it from executing another write early,
because the early write now makes this reading this value possible. This also compounds
with the fact that merging can restrict the behaviour of a thread, for example preventing
it from reading two different values from the same location and therefore preventing it
from executing a write, which can allow another thread to assume that it cannot read a
certain value (the one written by the write that is now impossible), and therefore allow
that other thread more behaviour. This defeats the hope of identifying a maximally
optimised program.

1.2.4 The concurrent undefined behaviour problem

The C/C++11 memory model also has an issue with its treatment of undefined behaviour,
that is separate from, but interacts with, the “out-of-thin-air” problem. If a language
features undefined behaviour, as C and C++ do, then its memory model needs to be able
to express it, to determine whether it is triggered. As pointed out by Batty et al. [12]
§7], there is a mismatch in the C/C++ standard: the thread-local semantics, which is
described operationally, assumes that there is some form of execution order that makes it
possible to tell whether a point of the program has been reached, and therefore undefined
behaviour is triggered (though if undefined behaviour is triggered, it makes the whole
program undefined, not merely the execution from that point). However, the candidate
executions of the axiomatic memory model do not have such a notion, and because they
are candidate complete executions, rather than being built incrementally, it is far from
obvious how it could be included. We illustrate this problem and explain how our memory
model accounts for it in Section [6.7]

1.3 Thesis

Our thesis is that it is possible to address these problems:

It is possible to design memory models for programming languages, that are
weak enough to be sound with respect to hardware- and compiler-induced
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behaviour, but strong enough to be usable, by excluding out-of-thin-air be-
haviour. Moreover, it is also possible to handle undefined behaviour in con-
current contexts.

Plan We support this thesis by presenting a memory model (Chapters , and ,
arguing that it behaves well on a series of litmus tests (Section @, establishing that it can
be implemented using the expected compilation schemes (Chapter [7)) and that it forms an
envelope around some common compiler optimisations (Chapter , and showing that it
supports some common programming idioms (Chapter E[) We then discuss the remaining

challenges (Chapter [10).

Summary of our approach In our memory model, we represent the state of a thread
using an event structure, that is, a set of events equipped with some causal order and
a conflict relationship obeying certain sanity conditions. The event structure represents
all the possible future executions of the thread. The key idea of our memory model
is that a thread can take transitions that mutate its event structure that account for
mixed execution and thread-local and inter-thread optimisations. Threads interact by
synchronising through a storage subsystem.
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Chapter 2

Background

In this chapter, we first introduce the syntax of the calculus we will consider, and
discuss general features of memory models. We then describe the two most developed
programming language memory models, those of C/C++11 and Java, as they delineate
the problem well: the former allows too much behaviour, and the latter too little. Finally,
we describe the hardware memory models of Power, ARM, and x86, to provide context
and a counterpoint to the challenges of designing a memory model for a programming
language, and because our memory model reuses the storage subsystem of Power (as
described in Section [1.4.2). We leave discussion of other related work to Chapter [11]

2.1 Language

We consider a minimal calculus featuring the core concurrency primitives of C/C++11,
but (as explained below) abstracting over the subtleties of the thread-local semantics.
This calculus is inspired by that of the CppMem C/C++11 memory model exploration
tool [14]. It features relaxed-atomic, nonatomic, and sequentially consistent reads and
writes, acquire reads, release writes, read-modify-writes, locks, and a thread-local unde-
fined behaviour trigger. This covers all the C/C++11 memory orders except “consume”.

Definition 1. The syntax of our calculus is defined inductively by

p = program
| ss1 || ... || ssq parallel threads
S = statement
| r= 10adrmo(x) read
| Storewmo (Xr e) write

| rl, r2 = rMWacgret/acq(X,€,e") read-modify-write
| if (e, cmp e;) ss; else ss, conditional

|r=ce register assignment

| Lock ¢ lock

| unlock /¢ unlock

| undef undefined behaviour
ss = statements

| s1; .. 5 sn sequential composition

| { ss } block
e = pure expressions
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v constant
r

|
| register
|e; + e sum
le; - e difference

cmp = comparison operator
| == equality
| 1= inequality
| >= greater than

rmo ::= read memory orders
| rix relaxed
| acq acquire
| sc sequentially consistent
| na nonatomic

wmo 1= write memory orders
| rix relaxed
| rel release
| sc sequentially consistent
| na nonatomic

Variables x, vy, ..., are shared memory locations, and actions on them induce memory
actions, whereas rl, r2, ..., are registers, thread-local variables which have no effect on

memory, and £ is a lock location.

The registers in our calculus do not feature in usual programming languages, and are
unrelated to the C/C++11 “register” keyword. We introduce them in our calculus for
two purposes. First, they are used to explicitly represent data flow, which allows us to
have simple, well-separated constructs in our language, instead of the complex compound
constructs of real programming languages. For example, y = x++ in C/C++11 can be
expressed (if we focus on data flow and ignore the many important details, for example
as developed by Memarian et al. [57]) in our calculus as

ri load,; (x)
rl rl +1

store,, (x,rl)
store,,(y,rl)

Second, they can be used to elide irrelevant memory actions. For example, int y = x in
C/C++11, where y is purely thread-local, corresponds to

rl = load,,(x)
store,,(y, rl)

despite the fact that the store to y, or in fact the existence of vy, is irrelevant to concurrency,
and that the program could more simply be written as

ry = load,,(x)
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While most programming languages do not feature such register variables, inter-
mediate languages in compilers, for example registers in LLVM IR [4], or in semantics,
for example the CppMem C/C++411 memory model exploration tool [I4], or the Core
language in the Cerberus C semantics [57], do. Moreover, optimisations like scalar re-
placement of aggregates transform the program with the irrelevant variable y above into
the one where it has been replaced by a register. We return to this in Section in the
context of common subexpression elimination.

Undefined behaviour In C/C++11, in addition to memory errors, undefined be-
haviour can be induced by some operations, for example division by zero. In our calculus,
for clarity, we separate thread-local undefined behaviour from other operations, with an
undef statement that signals undefined behaviour.

Location typing As in the formalised C/C++ memory model, for simplicity, we assume
a location typing: each location can be used for either atomic locations, or nonatomic
locations, or locks. We return to this limitation in Section [I0.4]

Finite domain We restrict values (v above) to a finite domain V. Our calculus does
not feature pointers, or different types of values, as they are not directly relevant to out-
of-thin-air. While the out-of-thin-air problem is independent from pointers, it is especially
problematic in the presence of pointers, as it violates physical separation, as illustrated
by “ghostly linking of data structures” example of Boehm and Demsky [2I]. We return to
this limitation in Section [10.1]

Address dependencies Our language does not feature computed addresses, or address
dependencies. We return to this limitation in Section [10.3]

Loops Our language omits loops. This is not for any fundamental reason, but rather
to keep the semantics straightforwardly executable. We return to this limitation in Sec-
tion [10.21

Thread composition Our language features a top-level concurrent composition of
threads (the “parallel” operator ||) rather than the thread management mechanism of
C/C+-+11. This allows us to consider litmus tests without clutter, at the cost of limiting
us to a bounded number of threads.

RMWs Our language features a read-modify-write (abbreviated RMW, and also called
‘atomic update’) operation, rmw. Given a location, a value to be expected, and a replace-
ment value, it tries to atomically read the expected value from the location, and replace
it with the replacement value, returning a success/failure flag, and the value read. This
specific kind of RMW is also called ‘compare-and-swap’ or ‘compare and exchange’. The
RMW we model reads with the same strength as an acquire read, and writes with the
same strength as a release write. We return to this limitation in Section [10.5]

2.2 Basic memory model concepts
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thread thread

subsystem 1 | | subsystem n
=il 2
B2

storage subsystem

Figure 2.1: Schema of a memory model split into a storage subsystem and thread subsys-
tems

Styles There are several styles of memory models: the operational style, where the
memory model is defined by the steps of an abstract machine, as in our case; the ax-
iomatic styld'} where a complex, global predicate is used to filter a coarse set of potential
executions of a program (the C/C++11 memory model, sketched in Section , is an
example of this style); the denotational style, where the description of a program is built
inductively. Because of the problem they try to address, many memory models are made
from a combination of different styles.

Thread subsystem and storage subsystem To simplify presentation, and to reflect
the architecture of the underlying hardware, memory models, in particular operational
memory models, are often split into two parts, as sketched in Figure 2.1} a storage subsys-
tem, through which threads communicate, that describes the propagation effects between
threads, and thread subsystems, that describe the out-of-order execution of instructions
by the threads.

Coherence An important feature of most memory models (C/C++11, Power, ARM,
x86, but not Java, see Causality Test 16 on Page is coherence. Coherence is the
existence, for each location, of a total order on the writes at that location that respects
program order, and that reads respect. C/C-+-+11 expresses coherence using a “modifica-
tion order” relation on writes. The following litmus test illustrates one aspect of coherence,
“read-read coherence”:

CoRR

X =0
storeq,(x,1); || rl = load,(X);
store 1, (x,2) r2 = load,4(x)

ri =2Ar2=1BAD

Coherence respects program order, so the write of 1 is before the write of 2 in coherence
order. Reads from the same thread respect coherence, so if the first read reads from the
write of 2, the second read cannot read from the write of 1. This is not enforced if the
locations are different, as illustrated by the MP litmus test on Page [86]

The following litmus illustrates that what is respected is coherence, not merely program
order of writes: if the third thread observes that the write of 1 is before the write of 2 in
coherence order, by reading 1, then 2, then the fourth thread cannot read 2, then 1, as
that would violate the coherence order we know from the third thread.

IThis is different from the usual meaning of “axiomatic semantics”, where the semantics of a program-
ming language is given by a program logic.
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CoRR2

0

= load, 1, (x); || r3 = loadx(x);
= load, 1, (x) r4 = load,1,(x)
rh=2Ar2=1Ar3=1Ar4 =2BAD

storeq(x,1) || storex(x,2) || rl
r2

Non-multi-copy-atomicity Writes at different locations propagate to each thread in-
dividually. This important feature of many relaxed memory models (in particular Power
and ARMvT) is called non-multi-copy-atomicity in the terminology of Collier [28]. The
following litmus test, IRIW (“independent reads of independent writes”), illustrates it: the
write to x can propagate to third thread before the write to y does, while the write to y
propagates to the fourth thread before the write to x doeg?;

IRIW
X =y =0
storex(x,1) || storex(y,1) || r1l = load,q(X); || r3 = load,q(y);
r2 = load 1, (y) rd = load 4 (x)

rt=1ArM”=0Ar3 =0Ar4d =10K

2.3 The C/C++11 memory model

The memory model of C++11 [18, 20] and C11 [2], which was formalised, concurrently
with its development, by Batty et al. [15], [16], was the state of the art for production
languages at the start of the work described in this thesis. Despite the focus of this
document on its shortcomings regarding out-of-thin-air behaviour, the C/C-++11 memory
model achieved several of its objectives:

e [t seems to almost form an envelope around hardware and compiler optimisations,
and many of its shortcomings to do so seem fixable |83 [44].

e It is implementable on top of x86-T'SO [15], Power [71], 13] (with a few fixes, see [44]
47]), and ARM [33], with simple and efficient compilation schemes (which we apply
to our memory model in Chapter [7)).

e Programs written in the fragment with only nonatomic and SC accesses and locks
and free of races do not exhibit relaxed behaviour [12], §3] (this property is sometimes
called “DRF-SC” or “DRF0” [3]).

e It has a usable release/acquire fragment, for which program logics have been devel-
oped [84, 82]. Moreover, the release/acquire fragment can be made optimal with
respect to the standard compilation scheme with relatively minor modifications [43)]
(as we show for our memory model in Section [9.2).

Our remarks also apply to the memory model of OpenCL [89] [I7], as it is an extension
of the C/C++11 memory model, and suffers from the same issues.

2The first read of each thread is an acquire read to prevent it from executing out of order with the
other read by the same thread, which would also allow this outcome, even without multi-copy-atomicity.
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2.3.1 Description

The C/C++11 memory model is an axiomatic memory model. It is defined in phases:

e Each program is first mapped to the set of its “pre-executions”. A pre-execution is a
graph that represents the memory actions of a putative execution of the program, if
we just consider the flow of values from reads to writes, but do not constrain what
values reads can read, or where from.

For example, a program where a thread reads from x, and then writes what it read
to y is going to have (among others) a pre-execution where that thread reads 0 from
x, and writes 0 to y, and a pre-execution where it reads 42 from x, and writes 42 to
y, but no pre-execution where it reads 0 from x, and writes 42 to y.

The set of pre-executions is defined by induction on the syntax, without interaction
between the threads.

e Each pre-execution is then associated with the set of its “execution witnesses”. An
execution witness is a graph that proposes an interaction between the threads of a
pre-execution that would make the pre-execution possible, in particular by provid-
ing, for each read, a write it proposes it reads from, and a coherence order.

e The set of pairs of a pre-execution and an execution witness (called a “candidate
execution”) is then filtered by a “consistency” predicate. The consistency predicate
determines whether the execution witness justifies that the pre-execution should be
considered a possible behaviour. In that case, the candidate execution is called an
“execution”, or a “consistent execution”. This is the main part of the definition.

e In addition, the consistent executions are checked for data races and other such
errors. This is done in a problematic way, as we describe in Section [9.4.1]

Because of the simple language we use (as defined in Section [2.1)), we can make a few
simplifications in our presentation. Memarian et al. [57] and Nienhuis et al. [62] show how
to generate pre-executions for the (almost) entire C11 language.

Pre-executions

The definition of pre-executions is straightforward, but usually elided; we spell it out for
clarity and completeness.

A pre-execution is a directed graph with two kinds of edges: sb (“sequence-before”),
which represents program order, and dd, which represents data dependencies’, and where
nodes are labelled with memory actions (the set of which we will denote A), like Ry xv, a
read of value v from location x, W, xv, a write of value v to location x, etc. (we describe
memory actions for our memory model, which are very close to that of C/C++11, in

Section .

Definition 2. X is a per-thread pre-execution when it is of the form (F, sb, data, \),
where

e Fis asetof event&ﬂ;

3We do not consider address dependencies; we discuss this limitation in Section
4Batty et al. [I5] call these “action identifiers”. We call them events to make the relation to event
structures more apparent.
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o sh C E x E;
e dd C E x E;

e \: F — A

Register state Pre-executions constrain the flow of values from reads to writes (but not
the values or the writes reads read), and record data dependencies (‘dd’). To keep track
of that information, when computing pre-executions, we keep it in a register state, where
each register is associated to the last value it was set to, and to the events it depends on:

Definition 3. A C/C++11 register state (denoted p) is a map from registers to values
and sets of events.

For simplicity, we assume the registers of each thread are initialised to zero:
Definition 4. The initial C/C++11 register state g is such that for all r, po(r) = (0, 9).
A register state induces a value for expressions, and thus tests:

Definition 5. The value of an expression e in a register state p, c[[e]]z, is defined induc-
tively by

C[[v]]i =v
[x]; = fst(u(x))
“Tel + e2]]2 = C[[el]]'; + C[[e2]]z

Definition 6. The interpretation of a comparison operator cmp, [cmp], is the associated
mathematical operator.

Definition 7. The interpretation of a comparison is defined by:
“les cmp e2];, = “[es]}, [cmp] “[e2];,
Register use induces data dependencies, which we then have to track:

Definition 8. Occurrence of a register r in an expression e, r € e, is defined inductively
by

reér
rcelte2 ifreelVree2

The dependencies of an expression is the union of the dependencies of the registers oc-
curring in that expression:

Definition 9. The dependencies of an expression e given a register state p are

“Lel;, = (Jsnd (1 (r))

rce
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The C/C++11 semantics of a thread ss is given as the set of per-thread pre-executions
inductively defined on ss. We use induction on the size of ss, rather than structural
induction:

Definition 10. The size of a list of statements ss, |ss|, is defined inductively by:

=0
|t = loady, (x);ss| = |ss| + 1
|storey, (x,e);ss| =|ss|+ 1

|lock ¢;ss| = |ss|+ 1
lunlock ¢;ss| = |ss|+ 1

|if (e4 cmp ey) ss; else ssy;ss| = [ssy| + [ssy| + [ss] + 1
|lr =e;ss| =|ss|+1

Definition 11. The set of per-thread pre-executions of a list of statements ss given a
C/C++11 register state i, “[ss]},, is defined inductively on [ss| by:

e The set of pre-executions for the empty thread is just the empty pre-execution:
‘I, ={{e,2,9,2)}

e The set of pre-executions for a read contains, for each value v, and for each pre-
execution X of the continuation of the read (where p has been updated so that r
maps to v, to reflect that the read has read v), the pre-execution with an event
corresponding to reading v, sb-before X:

[ = loady, (x); ss];, =
( E U {n}, )
sbU ({n} x E),

U dd. né¢ EN
AUA{n — Ryoxv}

veV

\ <E7 Sba dd? )‘> € C[[SS]]EL[rb—)(v,{n})] 7

e The set of pre-executions for a write contains, for each pre-execution X of the
continuation of the write, a pre-execution with an event corresponding to writing
the value of e in u, sb-before X, and dd-after its dependencies:

c[[storemo(x,e); ss]]la —

(| Eu{n}, )
sbU ({n} x E),

}\ ddU ((Uree snd(p(r))) x {n})

AU{n = Wpox[e],}

né¢ EN

([ (E,sb, dd, \) € “[ss]],

Vs

e The set of pre-executions for a lock contains, for each pre-execution X of the contin-
uation of the lock, a pre-execution with an event corresponding to locking, sb-before
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X, plus a pre-execution with the lock failing:

“[lock ¢;ss];, =
(

E U {n},
ZZU ({n} x B), né B {@n}’
? U Y
AU{nw— LT} g,
{n— L ¢}
L (E, sb, dd, \) € “[ss],

Ve

e The set of pre-executions for an unlock contains, for each pre-execution X of the
continuation of the unlock, a pre-execution with an event corresponding to unlock-
ing, sb-before X:

“[unlock /;ss], =

4 )

EuU{n},

sbU ({n} x E),
dd,

AU {n— UG}

n¢ EAN

(| (E,sb,dd,\) € C[[ss]]z

7

e The set of pre-executions of a conditional is the set of pre-executions of the appro-
priate continuation:

°[if (es cmp e5) s else ssy;ss]), =

if “[e; cmp e5]f, “[ssy;ss]),
else “[ss2; s8],

e The set of pre-executions of a register assignment is the set the pre-executions of its
continuation, where p has been updated:

“Tr = e;ssl, = Tssly o (o cpely )]

Undef This definition does not cover undef, because the memory model of C/C+-+11
does not cover thread-local sources of undefined behaviour, as discussed in Section [1.2.4]

RMWs For brevity, this definition does not cover RMWs, which follow the same pattern
as the rest of the construction.

This definition generates many graph-isomorphic pre-executions corresponding to the
“same” pre-execution, but with different event names (and other definitions for C/C++11
suffer from the same defect). This does not matter for our purposes.

Definition 12. The per-thread pre-executions of a thread are its per-thread pre-executions
in the initial register state:

°[ss]' = C[[ss]]im
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Whole-program pre-executions A whole-program pre-execution is like a per-thread
pre-execution, but where each event is labelled with both a memory action and a thread
identifier (a natural number), and where there can be synchronisation edges between
threads (asw, “additional synchronises with”):

Definition 13. X is a whole-program pre-execution when it is of the form (F, sb, dd, asw, ),
where

e F is a set;

e sh C Fx E;

e di C E X E;
e asw C F x E;
e \: F— AxN.

In the figures, the events are labelled with the event name and the event label.

To obtain the whole-program pre-executions, C/C++11 takes the product of the per-
thread pre-executions:

Definition 14. Annotating a per-thread pre-execution (respectively a set of per-thread
pre-executions) with a thread identifier t (and no synchronisation):

1 (B, sb, dd, \) = (E, sb,dd, @, {(e, (a,t)) | (e,a) € \})
X ={1X|Xex}

Definition 15. The occurrence of a variable x in a statement s (respectively in a list of
statements ss), x € s (respectively x € ss), is defined inductively by:

X € store,, (x,e)
x € load,, (x)

x € (r1,r2 = rMWacgret/acq (X, €,€"))

x € (if (e; cmp ey) ss; else ss,) if x € ss; VxE€ss,
X € Sq;...;8n ifxes;V---VxeEs,
Definition 16. The pre-ezecutions of a program ss, || ... || ss, are

(

EU{n, |z e Xs},

sbU sb,

dd,

{(nz,n) |z € Xs An e E},
“Tssy || - || ssa]? = AU{n, = (Wp,x0,0) | z € Xs}

(E,sb,dd, &, \) € X A

Ve, y € Xs.x #y = ng # ny A

Ve € Xs.n, ¢ EN

 total order({n, | x € Xs}, sb’) )
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where

(| E,U...UE,, )
sby U. ..U sb,,
ddy, U.. Udd,,
,
X = MU UM,

<E1,8b1,dd17@,/\1>7
< ey > € (1 “Iss4]") x -+ x (T “[s8a]") A
(En, sby, dd,, @, \p)

and

Xs={x|x€ss;V---VxEssy}.

For example, LB-ctrldata+ctrl-double and LB-ctrldata+ctrl-single share the pre-
execution below (among others):

a:0:W,, x0

5|

b:0:W,,y0

asw/ \asw

c:1:Rx42 d:2:Ry, y 42

sbudd sbl

e:1:W,, y42 f:2:W,, x42

Execution witnesses

An execution witness is a proposal of a justification of “write-to-read” constraints, and
of coherence. By mapping each read to a write of the same value to the same location,
the rf relation ensures that if a program reads a value from a location, then a thread
must write that value to that location at some point. The mo (‘modification order’)
relation embodies coherence. The [o relation imposes a total, alternating order on locks
and unlocks at each lock location. The sc relation imposes, for each location, a total order
on SC accesses at that location.

For example, the diagram below superimposes an execution witness on top of the pre-
execution above that justifies each each read of 42 from a location by a thread with a write
of 42 to that location by the other thread. lo and sc are empty because there are no locks
or SC accesses. mo is empty because it does not involve the initial, non-atomic writes.
This example will be considered to be a consistent execution witness in the following.
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a:0:W,, x0

5|

b:0:W,,y0

aSW/ &s‘w

c:l:Ry, x42 d:2:R,, y 42

N

e:1:W,, y42 £:2:W, i x 42

The diagram below superimposes a different execution witness on top of the same pre-
execution, that justifies the read of 42 from y by the initial write of 0 to y. This example
will not be considered to be a consistent execution witness.

a:0:W,, x0

Sbl rf

b:0:W,,y0

asw/ \asw

c:1:Rx42 d:2:R,x y 42

sbudd K sbl

e:1:W,, y42 f:2:W,, x42

Definition 17. W is an execution witness when it is of the form (rf, mo, lo, sc).

Consistency

Definition 18. A candidate execution is the pair of a (whole-program) pre-execution and
an execution witness.

See the example diagram on Page [I7]

The set of candidate executions is filtered by a “consistency” predicate. We sketch the
overall structure of the predicate, and some of the details, but refer to Batty et al. [15]
and Batty [16] for a more thorough description.

1. The consistency predicate first ensures well-formedness of the execution witness.
For example, it checks the following:

e ‘rf’is a mapﬂ from the reads of the pre-execution to the writes of the pre-
execution. Formally, this is expressed as follows, using auxiliary definitions we

5A backwards map, with domain and range interchanged.
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do not detail:

V(a,b) € rf.
a€ EN
be EN
loc_of (a) = loc_of (b) A
is_write(a) A
is_read(b) A
value_read_by(b) = value written_by(a) A
Va' € E.(d/,b) e rf = a=1d

e ‘mo’ is the union of, for each non-atomic location, a total order on the writes
of the pre-execution at that location;

(V(a,b) € mo.a € EANbE E)A
transitive(mo) A
irreflexive(mo) A
Va € E.Vbe E.
((a,b) € mo V (b,a) € mo) <
a#bA
is_write(a) A
is_write(b) A
loc_of (a) = loc_of (b) A

e ‘/o’ is the union of, for each lock location, a total order on the locks and unlocks
of the pre-execution at that location that alternates between lock and unlock;
and

e ‘sc’ is a total order on SC accesses.
2. The consistency predicate then defines several derived relations. The main ones are:

e ‘sw’ (synchronises-with) represents direct synchronisation, as it arises from a
release write to an acquire read that reads from it, from an unlock to the next
lock, etc., and including ‘asw’; and

e ‘hb’ (happens-before), represents inherited synchronisation; without consume
reads, it is the transitive closure of the union of ‘sb” and ‘sw’.

3. The consistency predicate finally checks that the execution witness justifies the pre-
execution. For example:

e it checks coherence by checking for the absence of certain shapes (subgraphs)
in the candidate execution, for example

a:szl%c:szl
mo hb

bWx=2———dRx=2
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e it checks that nonatomic reads read from the latest write at that location in
‘hb’ (we return to the consequences of this for race detection in Section [9.4.1)).

It is sometimes simpler to work with immediate adjacency in mo, which we denote
mo1, than mo itself:

Definition 19.
(a,b) € moy < ((a,b) € moAPe.(c£aAc#bA(a,c) € moA (c,b) € mo))
For consistent executions, mo and mo; are interdefinable.

Definition 20. The executions of a program p are

el = {(X, W) | X € “[p]®, consistent(X, W)}

Data races

Finally, C/C-++11 checks for the presence of data races, mainly by looking, in consistent
executions, for non-atomic accesses that are not totally ordered by hb.

2.3.2 Limitations of C/C++11

Out-of-thin-air As described in Section [1.2.2] Batty et al. [12] show that there are
two programs, LB+ctrldata+ctrl-double and LB+-ctrldata+ctrl-single, that share a pre-
execution (see Page for which the corresponding behaviour should be allowed for the
first, and forbidden for the second. Because these two program share a pre-execution, the
C/C++11 memory model cannot be modified to differentiate them just by changing the
consistency predicate. Moreover, Batty et al. show that enriching pre-executions with
“control dependencies”, that is, edges from reads to memory actions inside a control block
(like an if) the condition of which syntactically depends on the read (as in Section[I.2.2)),
is not sufficient either, as the two programs above have the same control dependencies.

Thread-local undefined behaviour As discussed in Section[1.2.4] the C/C++11 lan-
guage definition fails to integrate the treatment of undefined behaviour and the memory
model. This is illustrated by the litmus test in Section [6.7]

2.4 The Java Memory Model

2.4.1 Description of the JMM

The Java Memory Model of Manson et al. [49] (abbreviated JMM) was the second relaxed
memory model for a production programming languageﬂ In the JMM, an execution is
justified by a sequence of partial executions of the program, where the writes of a partial
execution are used to justify the reads of the next partial execution, but where the two
partial executions do not have to agree on exactly which control-flow path of the program
was taken. This allows the JMM to relax a partial execution by finding another partial

5The first was the original JMM [35, §17|, about which one of its authors, Guy Steele, states that
while it “broke new ground [...] in the art of programming language specification”, it was “broken” and
had “certain obvious technical and practical flaws, and certain other very subtle flaws” [79].
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execution that, by relying on reading the same values, can write additional values, thus
making taking different branches of the program possible.

For example, Java (roughly) justifies the outcome of LB+ctrldata+po (Page[1€]), where
both reads read 42, as follows (see Figure[2.2): in the first partial execution (Figure[2.2al),
both reads have to read from the initial writes. However, this allows Thread 2 (on the
bottom right) to write 42 to x. This write is then visible in the second partial execution
(Figure by the read of x, which can read 42, which allows Thread 1 (bottom left) to
write 42 to y. This write is then visible in the third partial execution (Figure by the
read of y. The actions highlighted in blue are the “committed” actions that are available
to justify the next execution of the sequence.

The aim of this approach was to incrementally determine causality by exploring under
what conditions an action can safely be executed early. Their solution was to consider this
was when data races could be somehow resolved: “early execution of an action does not
result in an undesirable causal cycle if its occurrence is not dependent on a read returning
a value from a data race” [49, §4.2|.

2.4.2 Limitations of the JMM

One of the design goals of the JMM was to avoid out-of-thin-air behaviour. Based on
a series of litmus tests, in particular the Java Causality Tests of Pugh [68] (which we
describe in Section [6.3)), it seemed to achieve this goal. However, Cenciarelli et al. [26]
and Seveik and Aspinall [75] showed that some common compiler optimisations, like
common subexpression elimination, are not sound in the JMM. For example, the JMM
forbids the outcome of JMM CSE trap of Sevéik and Petri (on Page where all reads
read 42, but allows it for LB+ctrldata+ctrl-double (on Page , despite the fact that
common subexpression elimination turns the former to the latter.

Java compilers perform these optimisations nonetheless, as shown for example by
Seveik and Aspinall for the reference “HotSpot” Java compiler [75], because compiler
writers deem these optimisations more important than respecting the JMM. As a con-
sequence, the JMM is not used as the memory model of Java. Instead, programmers
have to rely on their knowledge of the compilers and hardware, as illustrated by the
concurrency-interest mailing list [1].

Trying again to draw more general intuitive conclusions, the fact that the JMM only
requires the existence of a sequence of partial executions is surprising, given that hardware
and compilers do not consider how an individual execution arises, but rather — by looking
at the program as a syntactic object — how all executions arise. There have been attempts
to revisit the JMM approach by changing the justification mechanism, for example the
work of Jeffrey and Riely, which we discuss in Section [11.1}

2.5 Hardware memory models
Memory models for hardware have different design constraints from programming lan-

guage memory models. As the hardware executes the machine code as it finds [’} hard-
ware memory models hinge on syntactic program constructs.

“or works hard to maintain the illusion that it does for sequential contexts.
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(c) Final execution: both reads read 42

Figure 2.2: Sketch of the justification of the outcome of LB+-ctrldata+po where both
reads read 42 in the Java memory model. Memory actions that are committed after the
partial execution are highlighted in blue. ‘po’ is program order, ‘rf’ is reads-from, and
‘sw’ is thread synchronisation.
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Dependencies In the program below, because there is an artificial dependency between
the read and the write in the first thread, hardware forbids the outcome where both reads
read 42. An artificial dependency (also known as a “fake” dependency) is a syntactic
dependency that does not change the values produced. In the example below, while there
is an occurence of rl in the expression determining the value written to y, the expression
always evaluates to 42, independently of the value of ri:

LB-+po-dep+data

X =y =20
rl = load 4 (x); r2 = load,(y);
storex(y,42 + rl - rl) || storeqx(x,r2)

OK for a programming language
BAD for hardware

rl = r2 = 42

However, a seemingly benign peephole optimisation that removes this seemingly useless
computation turns it into the following program, for which both reads reading 42 is allowed
by the Power and ARM architectures, and observed on ARMv7 hardware, because of out-
of-order execution:

LB+po+data

X =y =0
rl = load,,(x); || r2 = loadx(y);
store,(y,42) store, (X, r2)

rl = r2 = 42 OK

Branching Similarly, hardware memory models ascribe more restricted behaviour to
LB-+ctrldata+ctrl-double than to LB-ctrldata+po (see Page , operationally on the
basis that the former features more branches, and architecturally because they respect
control dependencies from reads to writes (as far as other threads can observe).

This situation is not completely clear-cut. Some programmers are surprised that peep-
hole optimisations such as removing artificial data dependencies can change behaviour.
Hardware architects feel a pressure to move to hardware memory models where these
optimisations are sound.

One important principle of these hardware memory models is that they do not feature
observable value speculation (except for branch targets, but they do not leak into values for
reads and writes): values are constructed by the threads from values they have obtained
from “previous” operations (immediate values in the program source, and reads from
memory), with respect to a total order (execution order in operational models).

2.5.1 The Power memory model

Reference, operational model Sarkar et al. developed an operational model of Power
[72] [71], 13| with the aim of faithfully capturing the architectural intent of Power, through
extensive discussion with Power architects, and extensive testing against hardware [6].
This model was further refined and interfaced with the Power instruction set architecture
by Gray et al. [36]. This is the model we consider in the rest of this section.
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Alternative, axiomatic models Alglave et al. [7] developed an alternative, axiomatic
model of Power. This model has been validated by testing against Power hardware. How-
ever, it is not known whether it is equivalent to the reference, operational model. Mador-
Haim et al. [46] developed another alternative, axiomatic model of Power. However, while
it has been validated by testing against Power hardware, it differs from the reference, op-
erational model, for example on MP+lwsync+addr-bigdetour-addr (http://diy.inria.
fr/cats/cav-model/A-neg-MP+lwsync+addr-bigdetour-addr.html), which is allowed by
the operational model, but forbidden by the model of Mador-Haim et al.

Thread 1

~

Wl:R

Memory 1

Figure 2.3: A schematic representation of the Power storage subsystem, from Maranget
et al. [50].

Subsystems The operational Power memory model is split into a storage subsystem,
and one thread subsystem per thread. The thread subsystems deal with thread-local
effects such as out-of-order issuing of instructions, and the storage subsystem deals with
IRIW-like propagation effects (illustrated in Section between threads. Figure lists
the steps of the memory model, which we briefly describe below.

Definition 21 (Power assembly). The Power instructions are (for our purposes) reads
(1d) and writes (st) from/to memory, register operations, tests (cmp), conditionals (bc),
lwsync (“lightweight synchronisation”) and sync (sometimes called “heavyweight sync”)
memory barriers, the isync thread-local barrier, and load-reserve (lwarx) and store-
conditional (stwcx).

Gray et al. [36] show how actual Power assembly instructions integrate with the Power
memory model.
Thread subsystem

Each thread subsystem maintains a tree of instruction instances that can be in-flight
or committed, as illustrated in Figure 2.5 An instruction instance can be added to the
tree if the tree already contains an instance of the predecessor instruction. An in-flight
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thread message storage subsystem

commit in-flight write write request accept write request
satisfy in-flight read read request /response | send a read response
commit in-flight barrier | barrier request accept barrier request
accept sync barrier ack | barrier ack acknowledge sync barrier

fetch instruction
(make it in-flight)
forward write
register operation
commit read

propagate write
propagate barrier
coherence commitment

Figure 2.4: Thread subsystem and storage subsystem steps of Power (adapted from Fig-
ure 1 from Sarkar et al. [72])

branching instruction instance can have multiple instruction instance successors in the tree
(for example i5 and iy in Figure . An instruction instance can then be committed,
provided some preconditions are met. In particular, instruction instances on which there
is a dependency, for example because they determine the address or the value written,
have to be committed. However, commitment does not have to be in program order,
as illustrated in Figure 2.5 Instructions that follow an uncommitted branch cannot be
committed. When a branch is committed, all alternative paths are removed from the
tree. Moreover, before being committed, a read has to be satisfied, either by a write
provided by the storage subsystem, or by an in-flight write forwarded by the thread
subsystem. Control, data, and address dependencies, accessing the same location, and
barriers (including lwsync and sync) constrain the execution order.

Definition 22. A Power instruction instance is a tuple containing a Power instruction,
together with its address, and some other components.

The address of the instruction instance makes it possible to obtain the next instruction.

Definition 23. A Power program is a partial function from addresses (program counter)
to instructions.

Definition 24. A Power thread subsystem state is a tuple (thread, inital_register state,
committed_instructions, in_ flight_instructions, unacknowledged_syncs), where

e thread is a thread identifier;

e inital register state is a map from registers to values;

e committed_instructions is a set of instruction instances;

e in_flight instructions is a set of instruction instances; and

e unacknowledged_syncs is a set of barriers.
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Figure 2.5: Tree of committed (in boxes) and in-flight (plain) instructions (adapted from
Sarkar et al. [72]).

Storage subsystem

The storage subsystem maintains a list of the writes and barriers that have propagated
to each thread. This list represents the order in which the thread has seen these events
propagate. The storage subsystem also maintains a partial order on writes at each location
that represents how much of coherence has been established, with a waterline of which
reads have reached coherence point, on which the partial order is total, and in which
no writes will be interposed. Finally, it maintains a set of syncs to be acknowledged.
The storage subsystem accepts write and barrier requests from any thread that is not
waiting for its sync to be acknowledged. Writes at different locations can be propagated
to other threads independently, as illustrated by Figure [2.3] but respect coherence: the
write has to be coherence-after all writes that were propagated to the thread to which it
is propagating; however, coherence-before writes can be skipped. To determine coherence
order, the storage subsystem features coherence commitment steps, which update the
partial coherence order. The storage subsystem can also extend the coherence point
waterline. All previous writes and barriers must be propagated to a thread before a barrier
can be propagated to that thread. A thread that issued a sync barrier can only perform
register operations until the sync has been acknowledged. To be acknowledged, the sync
has to have been propagated to all threads. Reads are satisfied with the most recent write
the thread has seen at that location. The lwsync barrier constrains propagation order,
enforcing in particular that writes before it in program order are propagated before it can
be propagated.

Definition 25. A Power storage subsystem state is a tuple (threads, writes_seen, coherence,
writes_past_coherence_point, events propagated_to, unacknowledged_sync_request),
where

e threads is a finite set of thread identifiers;
e writes seen is a finite set of writes;

e coherence is the union of, for each location, a strict partial order on the writes of
writes_seen to that location;

e writes past_coherence point is a subset of writes seen such that for each location,
coherence, restricted to the writes of that set to that location, is a total order;

e cvents propagated_to is a function from threads to lists of barriers and writes; and

e unacknowledged_sync_requests is finite a set of barriers.
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Definition 26. A Power system state is a tuple (thread_states, storage_subsystem), where
e thread_states is a map from thread identifiers to Power thread states; and
e storage subsystem is a Power storage subsystem state;

The program itself is threaded through in the step relation. In a more concrete model,
it would be part of the storage subsystem.

2.5.2 The ARMvV7 memory model

Extensionally, the ARMv7 (and the original ARMv8.0) and the Power memory models
are quite close, and differ only on a few litmus tests, as discussed in Section [10.15] More-
over, ARMv7 implementations do not exploit all of the behaviour allowed by the ARM
architecture, (for example, to the best of our knowledge [6], all are multiple-copy-atomic),
making the two architectures even closer in practice. However, implementations differ sig-
nificantly in microarchitectural flavour. Flur et al. [32] have developed a specific memory
model for ARM that tries to reflect its architectural flavour, in order to gain assurance
from ARM architects and communicate to programmers the desired intuitions.

The thread subsystem is very similar to the Power thread subsystem. Flur et al. [32]
describe two storage subsystems, Flowing and POP.

Flowing has a more micro-architectural flavour: threads communicate by issuing mem-
ory actions that flow down through a tree of queues to a main memory that is just a map
from location to values (as illustrated in Figure 2.6). Memory actions can overtake each
other in the queues. Unlike in Power, reads are first-class objects in the storage subsys-
tem: they propagate in the queues, and find their value to be satisfied either by reaching
main memory, or by meeting a write at the same location in a queue.

POP (‘partial order propagation’) has a more abstract flavour: the storage subsystem
is a partial order on the memory actions of the different threads. Flur et al. show that
all the behaviours of Flowing are behaviours of POP.

2.5.3 The (revised) ARMv8 model

ARM revised the memory model of the whole ARMvS8 architecture, making it multiple-
copy-atomic, and confirming that artificial dependencies should be treated in the same
way as non-artificial dependencies (thereby avoiding issues related to the out-of-thin-air
problem for hardware). The resulting architecture, as described by Pulte et al. [69], is
very close to the composition of the thread subsystem of ARMv7 with a “flat” storage
subsystem (a simple map from locations to values).

2.5.4 The x86-TSO memory model

The memory model of x86, x86-T'SO (“total store ordering”), as formalised by Owens et
al. [63], is much stronger than that of Power and ARM, and similar to that of SPARC [39].
Threads execute in order, and the storage subsystem is rather simple (as illustrated in
Figure . Each thread is equipped with an in-order, first-in first-out, buffer of writes
that can individually flush, in order, to the main memory, which is just a map from location
to values. Flushes can happen non-deterministically. A read reads the most recent write
at that location from that thread in the thread’s buffer, if there is one; otherwise, it reads
from main memory. An mfence can only be executed when the thread’s buffer is empty.
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Thread 1 Thread 2 Thread 3

| |

!

Main memory

Figure 2.6: A schematic representation of one possible configuration of the Flowing ARM
storage subsystem.

A compare-exchange can also only be executed when the thread’s buffer is empty; if the
value of the location in the main memory is the expected one, the compare-exchange
changes the value to the replacement one, and succeeds; otherwise, the compare-exchange
fails.

Definition 27. For our purposes, TSO assembly is defined inductively by

Thread 1 Thread 2 Thread n

| | |

Main memory

Figure 2.7: TSO main memory and thread buffers
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p = program

|'ssy || -.. || ssq parallel threads

s = statement
| r = mov x read
| mov x e write
| if (e, cmp e;) ss; else ss, conditional
|r=ce register assignment
| mfence memory fence

| r1, r2 = lock cmpxch x e, e, compare-and-exchange
| repeat ss until (e; cmp e;) s loop

SS = statements
| s1; -« 5 sn sequential composition

Locations x, registers r, expressions e, and comparisons cmp are as in Definition

Notation We use { ss } to denote (ss). We also use ; to denote concatenation.

Definition 28. bis a T'SO buffer when it is a list of pairs of a location and a value, which
are written W x v, where x is the location, and v the value.

Definition 29. A register state (denoted ) is a map from registers to values.
Unlike in C/C++11 (see Section [2.3), we do not track syntactic dependencies.
Definition 30. The initial register state i is such that for all r, po(r) = 0.
A register induces a value for an expression:

Definition 31. The wvalue of an expression e given a register state p, [e],, is defined
inductively by

IIV]]M =V

[=] = u(x)

[er + eall, = [es] + [e2],

This can be lifted to comparisons (similarly to Definition [7)), using Definition [6}

Definition 32. The value of a comparison is defined by:

[e1 cmp es]l, = [e], [cmp] [e2],

Definition 33. A T'SO thread state is the triple of a list of statements ss, a register state
1, and a buffer b.

Definition 34. A TSO system state is the pair of a map from a finite set of thread
identifiers to TSO thread states, and of a TSO memory, that is, a map from locations to
values.

Definition 35. The initial TSO state of a program ss; || ... || ss, is
<{1 = <5517 Mo, [])7 N (A <SSH7M07 H>}7 Loc x {O}>
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Definition 36. The T'SO transition system — is defined inductively by

(TW{t — (55, 11, Wxv] ++ by}, M) — (T W {t s (ss, 1, b)}, M[x — v])

(T'W{t — (mfence; ss,u,[])}, M) = (T'W{t— (ss,u[)}, M)

(T'y {t— (mov x e; ss,pu,b)}, M) = (T'W{t— (ss,u,b++ [Wx[e],])}, M)

M(x)=v Py, v,by.by ++ [Wxv] ++by =b
(TW{t— (r =mov x; ss,u,b)}, M) = (T'W{t— (ss,ulr—v],b)}, M)

ﬂbg,v/,b4. b3 ++ [WXV'] ++ b4 = b1
(TW{t— (r = mov x; ss,u,by ++ [Wxv|++ b))}, M)
= (TW{t— (ss,ul[r—=v],by ++ [Wxv)] ++ bo)}, M)

(TwW{t~ (rl, r2 = lock cmpxch x el e2,u,l[])}, M)
= (TW{t— (ss,pu[rl—0,r2—0],[])}, M)

M(r) = [[el]]u
(TW{t~ (rl, r2 = lock cmpxch x el e2,u,l[])}, M)
= (TW{t— (ss,pu[rl— 1,r2— M(z)],[))}, Mz — [e2],])

[el cmp e2], =tt
(T'W{t— (if (el cmp e2) ssl else ss2; ss,u,b)}, M) — (T'W{t— (ssl; ss,u,b)}, M)

el cmp e2], = ff
(T'W {t — (if (el cmp e2) ssl else ss2; ss,u,b)}, M) = (T'W{t— (ss2; ss,u,b)}, M)

(Tw{t—(r =-e; ss,pu,b)}, M) = (T'w{t— (ss,u[r—[e],],b)}, M)

(T'W{t — (repeat ssl until (el cmp e2); ss2,u,b)}, M)
— (T'W{t— ((ssl; if (el cmp e2) { } else repeat s until (el cmp e2)); ss2,u,b)}, M)

44



Chapter 3

Our model, informally

3.1 Thread state

As we have seen, candidate executions, taken individually, fail to capture the difference be-
tween LB+ ctrldata-+ctrl-single (Page and LB+ctrldata+ctrl-double (Page . Look-
ing at the compiler optimisation that collapses the conditional on the second thread of
LB-+ctrldata+ctrl-double, we can see that it is important for the compiler to know that
the write of 42 to x occurs in both control-flow paths of the conditional, or, more accu-
rately, that it occurs irrespective of the value of the preceding read of y. This is not a
per-candidate-execution property. However, the set of candidate executions almost con-
tain the relevant information, that is, whether certain actions have a semantic dependency
upon others. The missing ingredient is a way to indicate how the different candidate ex-
ecutions relate to each other, and the points at which they diverge into incompatible
actions.

This structure, of a set of “events” equipped with some causal order and a conflict
relationship, obeying certain sanity conditions, is called an event structure [61]. Event
structures were introduced in 1979 as a foundational framework for “true concurrency”
(that is, non-interleaving concurrency), with a single event structure describing all execu-
tions, and the conflict-free subsets of the event structure corresponding to global states
of a concurrent program. We use event structures in a different way, to describe “true”
concurrency, in the sense of that found in mainstream relaxed-shared-memory program-
ming languages. Here, the current state and potential future executions of each individual
thread will be represented by an event structure, the thread can take transitions that mu-
tate that, and the whole system has a state and transitions that are the composition of
those for each thread with a storage subsystem.

For example, the event structure of the second thread of LB+ctrldata+po (see Page ,
below, has one read event for each value that the read of y might read, and all these read
events are in conflict with each other (represented by the wavy red lines), as only one of
them can happen. Below each of these read events, there is the subsequent write event of
42 to y (program order is represented by black arrows):

erxyo - Rr|xy1 ANANA~ e AAAN erxy42 PP

| J

erx x 42 V\/,«|X x 42 te erx x 42
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Intuitively, it is the presence of the W, x42 in all the branches of the read of y (more
precisely: in the descendants of every member of the set of incompatible read events) that
means that the W, x42 is semantically independent of the value read, and thus that it
can be reordered before the read of y.

By moving to an event structure representation, we abstract over the details of how the
control flow is expressed. The event structure of the second thread of LB-+ctrldata+ctrl-
double is the same as that of LB+ctrldata+po above, and therefore LB-+ctrldata+ctrl-
double has the same behaviour as LB+ctrldata+po, as desired.

Looking at the event structure of the second thread of LB+ctrldata+ctrl-single (below),
the difference with LB+-ctrldata+ctrl-double, namely that the write occurs only when 42
is read, is immediate:

erxyo MV erxy]- TIANANS s AN erxy42 AN e

|

erx x 42

The difference with the second thread of LB+-ctrldata+ctrl-double (below), namely that
the value to write semantically depends on the value read, is also immediate.

erxyo s erxy]- AAAN~ - AN erxy42 AAAA b s

| J

erx x0 erx x1 ce VVHX x 42

The similarity with JMM CSE trap’s litmus test below is also clear: we have to coalesce
the two reads of 42, and discard the greyed out events, to make them the same:

erxyOWerxy]-W"’ erxy42

| ~

W x42 W, x42 oo Ry 0 - Ry y 42 s -
V\/r|>< x 0 co erx x 42

By using event structures to represent the states of the threads, we make the relevant
differences manifest in a way the dynamic semantics can easily exploit.

3.2 Dynamics

The goal of the memory model is to define an envelope around all “reasonable” optimi-
sations, taking those done by current compilers to be a de facto lower bound on what
should be deemed reasonable.

However, compiler optimisations as they are normally considered are highly complex
syntactic transformations, typically over some intermediate representations, relying on
various static analyses, and changing over time, and there are hundreds of optimisation
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passes in current compilers. A semantics should not (and cannot) describe all that ex-
plicitly. Instead, we define an envelope based on steps (denoted ~+) that account for the
elementary changes of memory actions that syntactic optimisation passes induce, broadly
following Sevéik [86]: reordering (in fact, here, deordering) and merging pairs of read and
write memory actions.

Deordering Optimisations that involve code motion rely on the fact that although the
source program has a syntactic order, this order is in these cases semantically irrelevant.
To account for this, we include deordering steps. For example, as there is a write of 42 in
each “branch” of the read in the event structure of LB-+ctrldata+-ctrl-double above, there
is no semantic dependency between the read and the write. The event structure makes
this immediate, while in the syntax it can be obscured by control flow. Because the write
does not depend on the read, and the two are at different locations, the order between the
two can be removed to yield a new event structure, in a thread-local transition as below:

RexY 0~ Ry 1~ oo anne Ry y 42 v o

| J

erx x 42 erx x 42 te VVr|X x 42

¢

W, x 42 RixY0 ~ Ry 1~ oo~ Ry y 42 A -

The reasoning underpinning this deordering is a semantic counterpart of what a compiler
has to approximate by abstract interpretation on the syntax.

Merging Optimisations that involve removing memory instructions, like common subex-
pression elimination, rely on determining that the effect of one instruction can be sub-
sumed by that of another. For example, in the JMM CSE trap litmus test, the effect of
the second read of y is subsumed by that of the first, so the second can be eliminated and
replaced by r3 = r2.

To account for this, the memory model includes merging steps (adapting Seveik [86]
from traces to event structures), in which a single event is merged into subsuming events.
For example, the event structure of the second thread of the JMM CSE trap litmus test,
can be turned into that of the second thread of LB-+ctrldata+ctrl-double, by merging the
second Ry, y42 into the first:

erxyOWerxy]-W"' erxy4'2

| ~

erxX42 V\/rIxX42 erxyom"'Merxy42W"'
VVHXXO cee Wr|XX42

¢
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erxyo SV erxy]- IANANS s AN erxy42 V% I

| J

erx x 42 erx x 42 ce VV,|X x42

We refer to mergings by the type of memory actions involved, following Sevéik [86]:
Read after Read (RaR), Write after Read (WaR), Read after Write (RaW), Write af-
ter Write (WaW), and Overwritten Write Elimination (OWE). As we detail later, the
conditions of WaR and OWE are different.

Execution Steps The event structure for a thread can be mutated by optimisation
steps, but it can also take execution steps, to actually perform memory actions, for any of
its events that are not program-order-after any other events (the possible read values will
be constrained further by the overall state, as we describe in Section but for now we
speak of the thread in isolation). For example, in the initial state of the second thread of
LB+ctrldata+ctrl-double or LB-+ctrldata+po, any of the reads can be executed, e.g. with
transitions like that below:

R,—|Xy0w erxy]_ AAAA~ - e AAAA erxy42W

| J

V\/,,|X x 42 W,.|X x 42 s erx x 42

i erx y 7
erx x 42

SC accesses In sequential consistency, all threads have the same view of memory.
To enforce this, the execution of an SC atomic access starts with the thread sending a
request for confirmation that all other threads have received its updates. It then suspends
itself until it receives an acknowledgement. Only after resuming by receiving such an
acknowledgement can it execute the memory action itself.

Value-range speculation steps Optimisations are complemented by analyses which
extend their applicability. For example, if analysis shows that in the program below, the
read of x always reads a value different from 42, then the conditional can be collapsed to
just storepx(y,42).

rl = loadqx(Xx);
if (rl !'= 42)
storenx(y,42)

This allows more behaviour, as the write to y can then execute out of order with the
read. However, the collapse of the conditional is only valid if that extra behaviour does
not invalidate the result of the analysis. For example, if the rest of the program were the
second thread of LB+-ctrldata-+ctrl-single, this speculation would be incorrect.

To account for the effect of these analyses in the most general form we can, without
fixing on any specific analyses, the memory model includes value-range speculation steps.
In a value-range speculation step, a read of a certain value is speculated to be impossible,

48



and marked by a . The other steps of the memory model ignore reads that have been
speculated to be impossible. This speculation can be done only if the program then cannot
actually execute the read of that value (this depends on the behaviour of the program
as a whole, as defined below, not just the thread-local transition system that we have
focussed on so far).

For the example program above, speculating that the read cannot read 42 allows
deordering the write.

Rr|xy0 AN erxyl ANNAN~ o 0 0 ANANAN erxy42 ANAAA e

l l
W,.|X x 42 erx x 42

¢

Rr|xy0 ANAN erxy]_ AAAA~ ¢ o AN Terxy42 A - e

|

V\/,.|X x 42 erx x 42

¢

erxX42 erxyowerxylm"'WTerxy42W"'

This mechanism allows the memory model to account for the extra optimisations en-
abled by inter-thread analyses, like alias analysis. This includes relational value analyses:
speculation can take advantage not only of knowledge about the values for an individual
location, but also about the values for several locations, and how they relate to each other.
But it does come at a combinatorial price, creating a large number of potential executions
even for small programs; it would be desirable to limit it if possible.

Interleaving of optimisation and execution Some optimisations only become pos-
sible when particular values become known or constrained: if a read event (recalling that
this is a dynamic occurrence of a read, not a source-language syntactic occurrence) is
guaranteed not to read certain values, the corresponding branches of the program do not
need to be considered, and this can enable more deordering or merging steps.

This means that we cannot separate an initial optimisation phase from program ex-
ecution, so instead we allow arbitrary interleaving of execution and optimisation steps.
This also accommodates implementations that actually do that in practice, for example
JIT compilation steps that are aware of the current value environment.

We also cannot eagerly normalise threads to “fully optimised” forms. For example,
the JMM CSE trap litmus test can have two radically different executions: either the two
reads are merged, which allows the write can be reordered and executed before the read,
or the two reads can read different values; doing the merging optimisation eagerly would
exclude the latter.

Relaxed atomics and nonatomics Relaxed atomics and nonatomic accesses are de-
ordered in the same way. However, nonatomic accesses are treated more aggressively
by mergings than relaxed atomic accesses. For example, if the accesses in the program
below were atomic, it would be unsound with respect to the expected behaviour of locks
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to remove the first write. Indeed, the write of 1 could be hiding a previous write, and
removing it would make that previous write visible. However, as there is a nonatomic
access to the same location outside of the critical section ended by unlock 1, no race-free
program can observe the write of 1 happening. Therefore, this transformation is sound
for nonatomic accesses (and allowed in our memory model).

storey;(x,1);
unlock 1;
store,; (x,2)

Some steps are accounted for implicitly Not all the computation and optimisation
steps that runtimes and compilers perform need to be accounted for explicitly. Some do
not change the event structure of a thread at all, e.g. replacing 2 + 2 by 4. Others may
radically change its memory accesses, e.g. simplifying a thread-local computation, but,
if this involves only variables that (during this part of the computation) are private to
the thread, it should not affect whether other optimisations across that computation are
permitted.

Undefined behaviour Undefined behaviour represents partiality of the language spec-
ification. When a program point exhibits undefined behaviour, which we represent with
a event labelled with x (to look like a wildcard), the semantics of the language does not
have to consider what happens at that point. For example, when deordering the write in

rl = load, 1, (X);

if (rl == 0)
undef

else
store i (y,42)

the branch that contains undefined behaviour does not have to be considered (in the
same way that a compiler can assume that the program being compiled does not exhibit
undefined behaviour):

erxy0 MV erxy]- TIANANS s AN erxy42 AN e

_— |

* VV,|XX42 s Wr|XX42
V\/rlxle'2 erxyOWerxylw"'Werxy42W"'
\*

When a x-labelled event is executed, it means that the undefined behaviour can be
triggered, so the whole program has undefined behaviour.
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Storage subsystem Communication between threads in the model is mediated by a
storage subsystem that takes care of propagation effects. The storage subsystem interacts
with threads by synchronising on execution steps. The storage subsystem is based on
the operational Power storage subsystem of Sarkar et al. [72] (described in Section [2.5.1]),
providing a non-multi-copy-atomic memory that guarantees coherence, but little more.
When a thread requests a read from the storage subsystem, the read is satisfied by the
writes that have propagated to the thread but are not hidden by other writes. This is the
point where read values are constrained in our memory model.

While we chose to use the Power storage subsystem, our memory model could use
other storage subsystems; we discuss this possibility in Section [10.15|
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Chapter 4

Our model, in detail

The memory model is formalised in the executable fragment of Lem [60], a lightweight
specification language based on the pure fragment of ML (see Section . In this chapter,
we describe the rules in conventional non-mechanised mathematics, manually transcribed
from the Lem definition]

4.1 Memory actions

The memory actions of our language, used to label events in the threadwise event struc-
tures and for synchronisation with the storage subsystem, are as expected from the syntax,
with the addition of “dead reads”, marked with a ‘’, which are explained in Section [4.4.10],
and read-modify-writes that can either succeed or fail:

a = memory action
| Rimo XV read
| Wivmo XV write
| RMWT xv—v' read-modify-write success
| RMW™ xv—v' (V") read-modify-write failure
| LT ¢ successful lock
| L™ ¢ unsuccessful lock
| U’ unlock
| % undefined behaviour
| TRmo XV dead read

The v and v’ in RMW™ xv — v’ and RMW™ xv — v'(v"’) represent the value to replace
and the value to replace with, respectively. The v'' in RMW™ xv — v'(v"") represents the
value read while failing.

We conflate an elementary statement that gives rise to a memory action and the said
memory action.

We adopt the terminology of Sevéik [86], and of Vafeiadis et al. [83]:

Definition 37. An action is a release action when it is of the form: store.i(x,e),
storesc(x,e), rl, r2 = rMWacgret/acq(X,€1,e2), or unlock ¢ when talking of programs,

! Available at http://www.cl.cam.ac.uk/~jp622/bubbly-lem/.

93


http://www.cl.cam.ac.uk/~jp622/bubbly-lem/

and W,e xv, Wee xv, RMWT xv—v', RMW™ xv—v' (v"), or U/ when talking of event struc-
tures.

Definition 38. An action is an acquire action when it is of the form: r = load,q(X), r
= loadsc(X), rl, r2 = rMWscqretacq(X,€1,€2), or lock ¢ when talking of programs, and
Racqg XV, Reexv, RMWT xv—v', RMW™ xv—v' (v'), LT ¢, or L™ ¢ when talking of event
structures.

Definition 39. An action is synchronising when it is a release action or an acquire action.

Definition 40. The strength relation © on memory orders is the least reflexive and
transitive relation containing rix C acq C sc and rlx C rel C sc.

4.2 State

4.2.1 Event structures

As described informally in Section [3.I} the main component of the state of a thread is
a confusion-free prime labelled event structure [61]. Because our event structures are
confusion-free, we use a simplified definition based on immediate conflict:

Definition 41. £ is a confusion-free prime labelled event structure on an alphabet (a set)
A when it is of the form (E, <, ~, \), where

e F is the underlying set, of “events”.
e ) is a labelling function from F to the alphabet A.

e < is a partial order on E that represents program order, possibly after some trans-
formations, such that Ve € E.{¢/’ € E | ¢ < e} is finite, which expresses that
threads have finite histories.

e ~ is an immediate conflict binary relation between events. It is irreflexive and
symmetric. At most one of a set of events in immediate conflict will be executed.

— Immediate conflict is “almost transitive’
Ve,e',e" e E.e~e Nel ~e = e~e' Ve=r¢"

— Immediate conflict is the first point of divergence:
Vej,ea € Eiey~veyg=—={e€E|le<eNe#e}={ecEle<eNe#es}.

— Immediate conflict respects program order: Vej,es,e3 € E.eq ~ ey A ey <
€3 — _|<€1 S 63).

In our case, the alphabet A is the set of all memory actions, as defined in Section [4.1]

Drawing convention We do not show transitively induced < edges. We elide some of
the branches of the event structures in some pictures.
It is also sometimes useful to refer to (usual, not-only-immediate) conflict:

Definition 42. Conflict, # is the smallest superset of ~ such that
Ve, € E.e# e Ne' <&'= e# €’

o4



4.2.2 Construction of the initial event structure

The construction of the initial event structure of a thread is a straightforward compo-
sitional function, the natural adaptation of the calculation of the set of C/C++11 pre-
executions of a thread to the event structure setting.

Node names Instead of constructing a single event structure with concrete node names
by renaming events structure nodes when we compose event structures, we construct an
equivalence class of event structures, which differ only in their node names. Our memory
model is not sensitive to node names.

Auxiliary definitions A register state p is defined as in Definition [29] and the initial
register state o as in Definition (Page. The value of an expression and a comparison
in a register state are defined in Definitions [31| and |32/ (Pages |43| and .

Definition 43. Given a current register state i, the equivalence class of event structures
of the memory actions of a list of statements ss, [ss],, is defined by induction on |ss|:

e case [|: the empty event structure, {(&,d, &, ) }.

’

e case store,,(x,e); ss':
’ .
[ss']u:

an event labelled Wymo X [e],, before all the events of

Wiymo X V

J

[ss’],

formally, that is:

{ <EU{n},(§)U({n} X E),N,/\U{nr—>meox[[e]]u}>‘ }
(B, <,~, A\ €[ss]l,An¢E

e case r = load,(x); ss’: for each v in V', an event labelled R, xv, before all the
events of [ss’],[rsv, With all these read events in conflict:

Rrmo X0 Rimo x 1
[ss’Duirso) [ss'Tuir)

formally, that is:

;

(UUEV EU) U {nv | v e V}7
(UveV Sv) U (Uvev({nv} X Ev)) )
User ~o) UL, nu) | 0,0 €V Aw #£ 0},
UvGV AU) U {nv = meoXU ‘ NS V}
Vo eV. <Ev7 SMNU7/\U> € [[SS]],u[r»—)v]
Yo, o' € Vin, ¢ Ey
Yo, o' € Viu £ v = ny # Ny
(| Vo, o' eViv#£dr = FE,NE, =9 )
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® case rl, r2 = rMWacqreljacq(X,€,€"); ss’: for each v” in the domain of x, an event
labelled RMW™ xv — v'(V"), and an event labelled RMW™ xv — V', with all these
events in conflict, where e evaluates to v in u, and e’ evaluates to v’ in u, each
before its own copy of the events of [ss’],:

RMW T xv—v' RMW™ xv—v' (0) ~ RMW™ xv—v' (1) ~rrnnnnn -

J | |

HSS'HNUL+1¢L+A HSSIHMUL+OWL+M HSS'HuUha0¢mau

e case (if (e; cmp ey) ss; else ssy); ss’:if [e1], [cmp] [e2],, then [ss; ++ ss'],;
otherwise, [sss ++ s5'],;

e case r = e; ss':

[ss ' utres el )

e case lock /; ss’: two events in conflict, labelled L™ ¢ and L™ ¢, the former before
all the events of [ss’],:

(I

J

[ss'],

L™ ¢

’

e case unlock ¢; ss’: an event labelled U/, before all the events of [[ss’],:

U/

J

[ss'],

’

: an event labelled *:

{({n}, 2,9, {n—})}

e case undef; ss

Fences We can also define SC fences as syntactic sugar: sc_fence stands for an SC
write of a constant to a distinguished location we ignore. See Section

The definition above defines an equivalence class of event structures. In the rest of the

semantics, we pick one representative. The behaviour does not depend on the represen-
tative.
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4.2.3 Thread and program state
Definition 44. A thread state is a pair (£, s) such that

e & is a confusion-free prime labelled event structure over memory actions where all
events in immediate conflict are labelled with reads of different values at the same
location; and

e s is a flag indicating whether the thread is suspended.

The flag is for sequentially consistent accesses, whose behaviour is defined in Sec-
tion 4.4.2

Definition 45. A program state is a tuple (T, S) such that

e T is a finite map from thread identifiers to thread states; and

e S is a storage subsystem state.

4.3 Induced configurations

In this section, we show the way in which an execution of our memory model induces, for
each thread, a unique configuration [61] in its initial event structure, which represents its
execution in the sense of what has been executed, as opposed to how, or in what order.
The union of these thread-local configurations is a configuration in the disjoint union
of the initial event structures of the threads, and represents the execution of the whole
program.

Definition 46. A configuration C of a confusion-free event structure (E,<,~ \) is a
“downwards-closed” (Ve € C,¢’ € E.¢/ < e = ¢ € (), conflict-free (Ve,e' € C.e ¢ )
subset of FE.

Downwards in < is upwards in our pictures.

For example, if we consider the program below

X=y =0
rl = loadqx(x); || r3 = loadnk(y);
r2 = loadx(x); || storex(x,r3)
if (rl == r2)
store i (y,1)

and an execution where the second read is merged into the first (one step per branch),
and where the write is deordered, executed, and read, then the corresponding induced
configuration (the inside of the boxes) is:

erx x0

/

Ree x 0 ~~ Ry x 1 Ry x0

|

erx y 1




where actions that have been executed are in blue, actions that have been merged into
actions that are executed, and have hence been implicitly executed, are in green, actions
that have not been executed are in black, and actions that have been merged into actions
that have not been not executed are in grey.

As events can be merged into other events that can themselves be merged into other
events which can themselves be executed or not, what events are indirectly executed
because they form part of another event is obscured. We capture this as follows:

Definition 47. The set of events that form an event e in an execution is the smallest set
X that contains the event e itself, the events that are deordered into an event in X, and
the events that are merged into an event in X.

The definitions of these steps are given in Sections [4.4.7] and [4.4.8]

In the example below, if ¢ is merged into a, then a is merged into e, then a,c, and e
form e:

aW, x1 -

N
R \
\ \
\ \
1 \
I \

b:R,,x0 ~ c:Ryy x 1 :.

L

d:W,,x1 eW,,x0

Lemma 1. Given an execution, there is a unique mazximal configuration of the initial
event structure of a thread (respectively program) such that all its events form executed
events.

Proof. This maximal configuration is unique because only one read of a set of reads (or
RMW of a set of RMWs) in immediate conflict can be executed, or merged into an-
other read (the others are discarded), and the reads (and RMWs) determine the maximal
configuration. O

Definition 48. The induced configuration of the initial event structure of a thread (re-
spectively program) associated with an execution is the unique maximal configuration
such that all its events form executed events.

Reads can be executed, yet not appear in the induced configuration, when they are
speculated; in that case, they are not taken into account for races (see Definition 4.4.4)).

4.4 Transitions

The transitions of the program state arise from internal or combined transitions of the
thread subsystems and the storage subsystem. In the description of combined steps, we
distinguish the steps of the storage subsystem with a ‘¢’ instead of a ‘e’.

Definition 49. A thread step is silent when it does not interact with the storage sub-
system (when it does not have a ¢ clause).
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thread ¢ step whole system step | storage subsystem step
normal execution step e | t:e t:e

execution of undef undef

execution of dead read | cancel execution

internal step 7 ... toT ...

T ... internal step 7 ...
SC step t: sync t: sync
resumption step t: sync-ack t: sync-ack
VRA t:te

All thread steps require the thread to not be suspended, except the resumption step. All
thread steps keep (or make, for the resumption step) the thread non-suspended, except
the SC step.

4.4.1 Outcome

Definition 50. A trace is an alternating sequence of state and transition label, starting
and ending with a state.

Definition 51. An outcome is either a set of traces, or undefined behaviour.

Definition 52. The outcome of a program P is undefined behaviour if one of its traces
features a data race or executes thread-local undefined behaviour, and is the set of its
traces otherwise.

4.4.2 Storage subsystem

The storage subsystem is a non-multiple-copy-atomic storage subsystem that preserves
coherence, based on the Power storage subsystem of Sarkar et al. [72], as presented in
Section [2.5.1] While this might seem arbitrary, this storage subsystem model is relatively
simple, and is broadly the “minimal” non-multiple-copy-atomic storage subsystem that
enforces coherence. Moreover, we want to expose as much of the strength of Power
as possible, as C/C++11 did, and Power is the weakest target to which C/C+-+11 is
supposed to be mapped without barriers for relaxed atomics. We discuss the consequences
of this choice of storage subsystem for the implementability on ARM in Section [10.15]

Locks Our storage subsystem extends the Power storage subsystem with lock and un-
lock steps. They are composed of primitive Power storage subsystem steps. A lock is
composed of a read immediately followed by a successful write conditional, and an unlock
is composed of a write immediately followed by a lwsync. This matches the standard
Power lock implementation [38] as analysed by Sarkar et al. [71], §5.1]. Because the mem-
ory model works directly on the storage subsystem state, there is no need to surround
the lock with a loop: the test of whether the right value can be read can be done in the
memory model, and the lock action is performed only if the right value is available. The
L™ event corresponds to spurious failures of the lock, which we discuss in Section m

Synchronising accesses Our storage subsystem modelling of accesses that do impose
some additional order follows the compilation scheme of C/C-++11 to Power of McKenney
and Silvera [56], which we describe in Section (7.2}
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e Release writes: Release writes are modelled as an lwsync followed by the write. As
the thread does not need to wait for any acknowledgement of the Iwsync, these two
steps can be executed atomically (their propagation is not, though).

e Acquire reads: From the point of view of the storage subsystem, acquire reads are
just plain reads.

e Sequentially consistent accesses: Sequentially consistent accesses are modelled as a
sync (heavyweight barrier) followed by the memory access itself. In order for the
sync to take its effect, the sync needs to be acknowledged by the storage subsystem
before further memory actions are issued, so the thread has to be suspended. Note
that on Power, a thread that has issued a sync can still do register operations; as the
event structure construction erases register operations, we can completely suspend
the thread.

Read-modify-writes Read-modify-writes are modelled similarly to locks.

Races The storage subsystem keeps a trace of the executed actions to be able to detect
races during execution steps, that is, the execution of two non-atomic memory accesses,
at the same location, by two different threads, at least one of which is a write, and both
form events of the induced configuration (otherwise, speculative reads that are simply
executed early, but do not have an impact on the execution, would induce races).

This definition is kept simple by our assumption about location typing, which we discuss
in Section [10.4] Without location typing, only one of the accesses needs be non-atomic,
and RMWs can also be involved.

Locking issues The storage subsystem also keeps track of which thread is holding which
lock, to detect locking errors: a thread locking a thread it already holds, or unlocking a
thread it does not hold.

Initial writes Every location is initialised with a fully-propagated write of 0 that has
reached coherence point.

4.4.3 Relativisation

Many of the steps of the semantics are expressed using a transformation on event struc-
tures, relativisation, that, given an event of an event structure, returns the event structure
where all events in conflict with that event, and the event itself, have been removed.

The exclusion of an event e, —e, is “what e excludes by itself”, that is, events in
immediate conflict with e, and their descendants:

Definition 53. If (F, <, ~, ) is a confusion-free event structure, and e an event of F,
then the exclusion of e, —e, is {¢/ € E' | 3" € E;e ~ " Ne” < €'}

Definition 54. If (£, <, ~, ) is a confusion-free event structure, and e is an event of
E, then the relativisation of E with respect to e, relativise(e, (E,<,~,\)), is (E', <N
E? ~NE? {(v,y) €X|z€FE}), where ' ={c' € E | ¢ —e Ne #¢'}.
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For example, the relativisation of the event structure on the left with respect to eq is the
event structure on the right. The event ¢, itself is removed, but the events below ¢y are
kept; the events in immediate conflict with ey, and the events below them, are removed.

o B ~ B

AN 4‘

®

Omelmeg
€ n

These operations rely on the event structure being confusion-free to be well-defined.

4.4.4 Execution

A thread and the storage subsystem can synchronise to execute a memory action if the
event that it is labelled with is ready to be executed, that is, if it is not program-order-
after any other event. The storage subsystem constrains reads by only synchronising on
values that can be read at the location of the read, and locks by only synchronising if the
location is currently unlocked.

In the following step definitions, the event structure £ of the thread taking the step is
<E7 S? N’ A> *

Definition 55 (Step number 1, Execution step).

A non-suspended thread can ezecute the event e when:

eeFk;

e ¢ is minimal with respect to <;

e is not an SC access; and

<

the storage subsystem accepts the action labelling e.
Action:

e replace £ by relativise(e,é’)ﬂ;

e if the action labelling e is x, then the program has undefined behaviour;

e if the last transition was also an execution transition from a different thread, where
at least one of these two transitions is a write, they are both reads or writes, and

they are at a nonatomic location, then there is a data race, and the program has
undefined behaviour.

2Pichon-Pharabod and Sewell [65] §5.4] erroneously simplified this definition.
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For example, if the storage subsystem accepts a request to read 0 for x in the current
state (where «, §, and 7 are just placeholders to make the transformation clearer), the
thread below has the following execution transition:

r|x x0 ~ rlx x42 rIx Yy 42 Y erx Yy 42
/ |

Execution of dead reads If the action labelling e is a dead read, TR, x v, this has spe-
cial consequences (not in the execution step itself) which are described in Section [4.4.10]

4.4.5 SC accesses

The execution of SC accesses takes place in two steps: the thread synchronises, and then
executes the access as a plain relaxed access.

Definition 56. The demotion of We. xv (respectively Rg.xv), demote(Wy.x V) (respec-
tively demote(Rg.xV)) is Wy, x v (respectively Ry xv).

Definition 57. The demotion of a set of events X in an event structure (F, <, ~, ) is

E
<

—

)

~Y
Y

{(z,y) e X |x € E\ X} U{(z, demote(y)) | (z,y) € AN (E x X)}

Definition 58 (Step number 2, SC step).
A non-suspended thread can issue a sync for the set of events X when:
e X is non-empty;
e X CF;

all distinct elements of X are in minimal conflict: Ve, e’ € X.e=¢€' Ve~ ¢';

e all elements of X are SC memory actions;
e the elements of X are minimal with respect to <; and

o the storage subsystem accepts the sync.

Action: demote X, and suspend the thread.

For example, we have the following transition

Ree x0 ~~ Ree x 42 Rux X0 ~ Ry x 42
I N
o B o B

if the storage subsystem accepts the request for a sync (where o and f3 are just placeholders
to make the transformation clearer).
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4.4.6 Resumption
Definition 59 (Step number 3, Resumption step).

A suspended thread can resume when
¢ the storage subsystem acknowledged the sync.

Action: un-suspend the thread.

4.4.7 Deordering

We want our semantics to abstract over syntactic ordering and dependencies, and respect
only semantic order and dependencies. To do so, we allow threads to remove order when
this order does not matter, i.e., where the same action occurs in all the branches. The
fact that the same action occurs in all the branches is represented by a set of events B
below a set of events in immediate conflict above, A, or a single event above, a.

Definition 60. b is a strict descendant of a, a < b, when a < b A a # b.

Definition 61. b is a child of a, a <1 b, when a < bA(=Jc.a <cAc<bAcH#aNcF#Db).
Definition 62. a is an ancestor of b when b is a descendant of a.

Definition 63 (Step number 4, Non-read deordering step).

A non-suspended thread can take a non-read deordering step of B with respect to A
when there exists a memory action a such that:

e ¢ is not a read;

e Ais a (non-empty) maximal set of events of £ in immediate conflict;

each event a; of A either

— has exactly one child b; in B labelled a,
— or, if a is not «, has a child labelled , not in B,

— or is dead;

the memory actions of a; and b; are not at the same location;

e the memory action of b; is not a release action;

the memory action of a; is not an acquire action; and

all events of B are children of events of A.

Action:
e remove all but of one the b;, which we refer to as b below;
e remove order from A to b;

e add order from b to the descendants of the b;;
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e add order from the ancestors of the b;, except A, to b (we discuss this side condition

in Section ; and

e restrict <, ~, and A to the updated FE.

For example,

o

PN

rIxX0 r|xX42 |

/\ / N\

can transition to
/ «
rIx y 42 rIx X O rIx X 4‘2

\7\\/\

Deordering of non-reads also applies with respect to non-reads (where A is a singleton),

for example:
o
5 / \

A erx XV rlx XV rlx y V

N/

B [ Wiy ']

B

Definition 64 (Step number 5, Read deordering step).

A non-suspended thread can take a read deordering step of a set of events B with
respect to a when:

e B is a maximal set of reads of F in immediate conflict;
e a is a single event of F;

e ¢ is not an acquire action;
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e the reads of B are not SC reads; and
e ¢ and events of B are not labelled with actions at the same location.

Action: remove order from a to B.
For example,

a Rr|XXO - Rr|XX42

/N

| erxyo N~ erxy42 |"Y

|

o B

can transition to

rlxyO e erxyzl'2 rIxXO e erxX4'2

A,

Roach motel deordering The rules for deordering allow “roach motel” deordering [48],
that is, extending critical sections by moving locks up and unlocks down.

4.4.8 Merging

Merging steps can merge an event into one or several others, when the effect of the latter
can subsume the effect of the former. This is expressed on the event structure by doing
a “partial commitment” to the subsumed event, where its alternatives are removed to
express that they cannot be executed any more (as in Example 4 in §3.1).

Forwards merging An event can be merged forward (in program order) into a previous
event (in the event structure) when they are at the same location and have the same value.
This merging can take place at a distance, as long as there is not “too much” interposing
synchronisation: for an atomic location, an interposing lock restricts the execution of the
merged event; for a nonatomic location, an interposing unlock followed by a lock allows for
actions from other threads to be executed in between the two events. Moreover, merging
a Write into a Read is problematic [83], §7.1], so it is only allowed for nonatomic locations.

Definition 65 (Step number 6, Forward merging).
A non-suspended thread can take a forward merging step of e; into eg when:

e ¢ and e; are two events of E of value v at location x;

e1 is not synchronising;

® ¢y <€y,

on the path between ey and e;
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— there are no actions at location x;

— if x has an atomic type, there is no acquire action, and it is not the case that
eo is a write and e; a read;

— otherwise, there is no release action followed by an acquire action, SC action,
or RMW.

Action: replace £ by relativise(eq, E).
These steps are referred to by the types of actions of e; and ey: Read after Read, Read
after Write, Write after Read, or Write after Write.

For example, the second read of 42 in the initial event structure of the second thread of
the JMM CSE trap litmus test (in Section can be merged into the first, transforming
it into the second thread of LB+ctrldata+po.

Backward merging While the previous step is about an action being subsumed by
a previous action, a write can be subsumed by a subsequent write that exists in all
executions. This presence of an action in all executions is captured by checking for its
presence in all configurations.

In the example below, the write of 1 to x can be merged into the writes of 2 and 3 to
X, because there is an overwriting write in both configurations (in blue and green):

erx y 1

/

erx z1 erx x3

Definition 66. The sub event structure from e of an event structure (E, <, ~, A}, restrict((E, <
~,A),e), is
? ) ? )

(', (S)NE? (~)NE? {(z,y) € M|z € E'})
where £/ = {¢’ € E'| e < €'}.
Definition 67 (Step number 7, Backward merging).

A non-suspended thread can take a backwards merging step of w into W when:

o w¢W;

w is not synchronising;

{w} U W is a set of write events of E at location x;

e cach configuration of the sub-event structure rooted at w contains exactly one write
in W, or a %, or a dead read;

e all writes in W are in a configuration of the sub-event structure rooted at w; and
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e on the path from w to any write in W:

— there is no action at location x;
— if x has an atomic type, there is no release action; and

— if x has a non-atomic type, there is no release action followed by an acquire
action, SC action, or RMW.

Action: replace £ by relativise(w, E).
This step corresponds to overwritten write elimination.

4.4.9 Undefined behaviour

* as a deordering joker Intuitively, if a branch triggers undefined behaviour, then
behaviour is unrestricted in that branch. More formally, our memory model does not
need to consider what happens in a branch that would raise undefined behaviour. A non-
read deordering step does not check the branches with a x-labelled child for the presence
of the deordered memory action. For example, we have the following transition:

erxy0 MV erxyl TIANANS s AN erxy42 AN e

R,

* VVr|X x 42 erx x 42

¢

erxyo TV erxy]- IS

|

*

erxX42 WRr|Xy42W‘-'

* as a backward merging joker In the same way, a * acts as a joker for backward
merging. For example, we have the following transition:

rix X 37

_
]

* erx x 42

erxyo MV erxyl IO

N

o Ry 42 o o

|

W,.|X x 42

¢

_—

* erx x 42

erxyo T erxy]- el

AN~ erxy42 AN b e

|

erx x 42

67



* single child Given the above, there is no need to keep the siblings of a x-labelled
event, so when deordering a *-labelled event, its (new) siblings and their descendants are
removed.

4.4.10 Value-range speculation

Definition 68 (Step number 8, Value-range speculation step).
A non-suspended thread can speculate that e is impossible when:
e ¢ is an event of F;
e ¢ is labelled with a non-dead relaxed or non-atomic read; and

e ¢ is never executed in any execution starting from the resulting state (with the label
updated as below).

Action:
e replace the label of e by the corresponding dead read label; and

e remove the sub-event structure from e from the event structure.

Dead reads as deordering jokers Dead reads are not supposed to be executed, so
what takes place after them should not matter. To reflect this, the condition for the
non-read deordering step (see Definition with respect to a set of reads in minimal
conflict does not consider dead reads in A.

Merging Similarly, for overwritten write merging, configurations that contain a dead
read are ignored.

As a dead read is ignored by the steps of the memory model, there is no need to keep
the sub-event-structure from the read.
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Chapter 5

Discussion

In this chapter, we motivate our design choices, and make some observations about our
semantics.

5.1 Design choices

Style Looking with the benefit of hindsight at the C/C++11 memory model, basing
it on self-consistency of individual executions, without means of keeping track of depen-
dencies (as Power and ARM do for syntactic dependencies), seems to open the door to
circular /coinductive justifications, whereas we want incremental /inductive justifications,
to avoid the out-of-thin-air examples that exploit exactly that failure.

To match the intuitions of how the hardware and compiler optimisations give rise
to relaxed behaviour, we define our memory model as an operational semantics that
constructs the execution — and therefore the values — incrementally. A read has to read
a value that was previously (in execution order) written to memory by a write, and a
write needs to appear in all branches of a read (that are not dead) to be deordered with
respect to the read.

This is to contrast with the approach of the JMM which, while it is incremental, is
incremental in a way that does not seems to relate to operational intuitions. We discuss
this point further, and how the work of Jeffrey and Riely adapt the approach of the Java
memory model to address this, in Section [I1.1]

Storage subsystem Because we are taking an operational approach, it is easy to di-
vide the problem in two by separating thread-local aspects from inter-thread propagation
aspects. This is justified, because the issue with C/C++11 does not seem to stem from
propagation problems, and the difference between hardware and programming language
memory models does not seem to be changes in propagation, but changes in thread-local
effects. We use the Power storage subsystem of Sarkar et al. [72] to deal with propagation
effects, and can focus on the thread-local effects. When we started this work, Power was
believed to have the most relaxed reasonable storage subsystem; the situation has become
significantly more complicated since, as we discuss in Section

Event structures Event structures have historically been used to make denotational
models of programming languages. This is not the case here: we use event structures as
data structures to encode some (but not all — the storage subsystem is crucial) of the
internal state of an abstract machine.
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Deordering We cannot simply execute the program in order, or we would miss the
relaxed behaviour introduced by thread-local effects (as detailed by Nienhuis et al. [62]).
C/C++11 expressed this by not imposing happens-before edges between relaxed accesses.
However, this fails to identify when there are dependencies between these accesses. The
JMM expressed this by allowing a read to read from a write that occurs in another branch
in another execution. However, these two approaches do not reflect how hardware or
compilers operate: breaking the sequential order imposed by program order is motivated
by having the memory action happen in all branches/completions of the execution. This
is what we capture with our deordering steps.

Merging Another phenomenon we have to account for is the removal of redundant
memory actions by the compiler (for example common subexpression elimination) and
the hardware (for example write forwarding on Power). This is the phenomenon that the
JMM failed to account for (as discussed in Section [1.2.3)), even though the JMM does not
aim to ensure coherence. We include steps in our semantics to account precisely for this
kind of optimisation. In the event structure of memory actions, we can account for fine
merging of individual memory actions. For example, a single Read after Read merging
step corresponds to the following transformation on the source program:

rl = load,(X);
if (rl == v) {

ril

load, 1, (x); r2 =rl;

r2 load, 1, (X); } else {

r2 = loadq«(x);

}

This approach straightforwardly accounts for many compiler optimisations, as we show
for example in Sections and [8.5] Nonetheless, this aspect of the semantics is very ad
hoc, as it bakes in the side conditions of the mergings, which are rather arbitrary set of
rules, and has limitations, as discussed in Section [8.1]

Interestingly, the axiomatic approach of C/C+-+11 seems to be enough to abstract
over those without taking special measures.

Value-range analysis Compiler optimisations are supplemented by various analyses
that extend their applicability by determining certain dynamic properties of the program
being compiled, for example that certain parts of the program are not executed, that
certain pointers do not alias, that certain variables are constants, etc. Compiler optimisa-
tions can use this information to discard some parts of the program, to remove conditional
branches, to substitute a constant for a read, etc. In our setting, this can be expressed by
marking a read of a particular value as dead, and thereafter ignoring it when considering
the transformations of the program. To determine whether this step can be taken, its side
condition directly appeals to the whole-program semantics itself to determine whether the
read is actually dead. This makes it as precise as any possible analysis, and does not put
an arbitrary bound on analyses.
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Where to stop? While we justify including all the steps of the semantics above, it is
not clear whether they are enough to account for all the behaviours that are (or should
be) introduced by compilers. We return to this question in Section [8.1]

5.2 Technical remarks

5.2.1 Deordering side condition

The side conditions of deordering enforce the following invariants, which ensure that
deordering respects the aim of release/acquire pairs and SC accesses (as illustrated by the
examples of Section[6.6): a memory action program-order-before a release action remains
before it in the event structure, and a memory action program-order-after an acquire
action remains after it in the event structure:

Lemma 2.

o [If, in a thread event structure, a < b, A(b) is a release action, a forms a’, and b
forms V', then o’ <V'; and

e if, in a thread event structure, a < b, X a) is an acquire action, a forms a', and b
forms V', then o' < V.

Proof. By inspecting the side conditions of the deordering rules. O

The side conditions of deordering also ensure coherence: a memory action at given
location program-order-before another action at the same location remains before it in
the event structure (they are therefore issued in the same order, and so are in the same
coherence order):

Lemma 3. If, in a thread event structure, a < b, A(a) and A(b) are memory actions at
the same location, a forms a’, and b forms V', then a’ <V'.

Proof. By inspecting the side conditions of the deordering rules. O

5.2.2 Deordering graph transformation
The deordering step has the following component:

add order from the ancestors of the b;, except A, to b;

This was mistakenly omitted by Pichon-Pharabod and Sewell [65]. This ensures that, for
example, in the following program, the write to y can be executed before the read of x
only if a read of 42 for z and w can occur:

rl = loada(x);

if (rl1 == 0)
r2 = loadqx(2z);
if (r2 == 42)
store i (y,42)
else
r3 = loadpx(w);
if (r3 == 42)

storenx(y,42)
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r|x X O rlx X 42
rlx z0 ~~ rlx z42 erx w0~ rlx w42
erx y 42 erx Yy 42

The reads of z and w can be deordered with respect to the read of x, so the store to y
can be deordered with respect to the read of x, but it has to remain after the reads of 42
for z and w.

erx X0~ R,.|X x 42 erx z0 ~ erx z42 rlx w0 ~~ RH>< w42

\/

rlx y 42

This deordering shows that deordering does not always make the event structure more
relaxed, as it requires reading 42 for both z and w.

5.2.3 SC accesses and merging

SC accesses interact with merging: before it is downgraded to relaxed, an SC access cannot
be merged. Once it has been downgraded, all previous accesses have been executed, so
the only merging that can occur is an overwritten write merging with a write before which
there is no release action, so there is no extra behaviour: the would-be-merged write can
be delayed, and only propagated together with the other write. Moreover, interposing SC
accesses prevent merging, see Definitions [65| and

5.2.4 No value-range speculation for synchronising reads

The only reads that can be deordered are relaxed and non-atomic reads, so speculation,
which only affects execution by enabling deordering, is only useful for relaxed and non-
atomic reads.

5.3 The power of value-range speculation

We introduced value-range speculation steps to express the effect of optimisations based
on value-range analysis, including on-the-fly, whole-program analysis.

Value-range speculation for non-atomics For nonatomics, the effect is even more
striking: at the start of a sequence of nonatomic accesses (in fact, even before), the whole
nonatomic “prefix” of the event structure can be collapsed to a single line. For example,
if in the following program, the nonatomic sequence starts being executed with the value
of x current being 1, and that of y being 0 (as they are non-atomic locations, ignoring
races, we can consider they have a current value):
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ri load,; (X);

r2 = loadp,(y);

if (rl + r2 > 0)
storen,(z,rl+r2)

then the event structure can evolve as follows, discarding all but the only possible branches
for non-atomic reads:

RnaXO RnaX]_

/N /N

nayo/\f\’LRnay1 RnayOWRnayl

L

WnaZ]- WnaZ]- Wnazz

Lol

TRnaXO RnaX]_

/N

nayO ~ TRnayl

l

W,.z1

|

Whether such a powerful mechanism is necessary is unclear. While no current compiler
performs such an analysis in general, analyses like alias analysis or value-range propagation
passes approximate this in particular casesE], and it is not clear whether there is a middle
ground.

Value-range speculation in C/C++11 The C/C++11 memory model already im-
plicitly features an even more powerful mechanism: the per-thread component of a pre-
execution is like an event structure where it has been speculated that only one path is
possible, but without checking. Because there is no checking, the dangling dead reads do
not need to appear in the pre-execution.

1See for example the interprocedural points-to analysis of GCC [87], as activated by the -fipa-pta
flag.
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5.4 Races

Our semantics only allows speculating that a read is dead if the read cannot be executed,
even if there is a data race after the speculation step. This is the correct behaviour:
for example, the program below is correctly identified as not being racy, even if wrongly
speculating that values other than 1 cannot be read from x would enable a data race on

y:

X=y =0
rl = loadx(x); || r2 = load, 1, (Xx);
if (rl == 1) if (r2 == 1)
store,,(y,1) store,,(y,2)
not racy
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Chapter 6

Examples

The point of our semantics is to avoid out-of-thin-air behaviour. However, this cannot be
proved, as there is no a priori general definition of what thin-air behaviour is. Instead, we
check our semantics gives the desired behaviour on a series of examples, including those
of Batty et al. [12], the Java Causality Test Cases of Pugh [68], and the JMM-breaking
tests of Sevéik [74]. Because we have different aims, this can mean the desired outcomes
can be different from those in that previous work.

6.1 Tool

The semantics is formalised in the executable fragment of Lem [60], and is exported
to OCaml to form part of a tool which allows interactively exploring small examples,
including those of this chapter. The semantics is implemented as a function that, given
a state, computes the set of possible transitions from that state. The exploration tool
displays the state of the semantics by displaying the event structures of the threads using
Graphviz [34], and the storage subsystem state by reusing the storage subsystem state
display of PPCMem [73].

The syntax of the language is suitably restricted (as discussed in Section to make
the semantics straightforwardly executable. However, the value speculation rule means
that running it exhaustively is too computationally expensive except for the smallest tests.
We can still explore the examples in this section with the tool by mentally excluding some
steps, and restricting the value domains to the representative values (so the domains used
for exploration are those represented in the figures).

6.2 No classic out-of-thin-air

Batty et al. [I2] present a series of litmus tests that explain why the C/C+-+11 memory
model exhibits out-of-thin-air, and why it is inherent to its approach. They relate a
litmus test for which a specific outcome is clearly out-of-thin-air to another for which this
outcome is clearly not out-of-thin-air through a series of small modifications, but where
C/C++11 cannot see the point where the change occurs (as discussed in Section [1.2.2)).

LB+ctrldata+ctrl-double (Page In our semantics, from the initial state, the
second thread of LB-+ctrldata+ctrl-double can deorder the write of 42 to x with respect
to the read of y, as the write occurs in all branches, and then execute it. The write can
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then propagate to the first thread, and be read. The write of 42 to x can now be executed,
propagated to the second thread, and read.
The key deordering step is:

Rixx0 Ryix x 42 Rixy0 Rixy 42
l | l
Wiy 42 W,y x 42 W x 42
i deordering
Ry x 0 Ry x 42 W x 42 Rixy 0 ~~ Ry 42
|
Wiy 42

LB-+ctrldata+ctrl-single (Page On the other hand, the second thread of the
LB+ctrldata+ctrl-single litmus test cannot deorder the write, because it does not occur
in all branches of the read in the initial event structure (it occurs in only one):

erx x0 erx x42 erx y 0 erx y 42
erx y 42 erx x 42

The only possible steps for both reads are to read 0, and to speculate that certain values
other than 0 (which can obviously be read) cannot be read. However, as the 0 branch
does not contain any write, taking speculation steps will not enable more deordering, so
the reads can only read 0.

LB+ctrldata+po (Page The event structure of LB+ctrldata+po is the same as
that of LB+ctrldata+ctrl-double, so both reads can read 42.

LB-+ctrl4+po (Page The event structure of LB+ctrl4+po is the same as that of
LB-+ctrldata+po, and thus of LB-+ctrldata-+ctrl-double, so both reads can read 42.

LB If there are unconditional writes of 42 by both threads, then either of the threads
can deorder its write with respect to its read, and execute the write, enabling both reads
to read 42.

X =y =20
rl = loadqx(x); || r2 = loadnk(y);
store i (y,42) store,(x,42)

rl = r2 = 42 OK
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erx x0 erx x42 erx Yy 0 erx y 42
W,.|X Yy 42 erx Yy 42 W,.|X x 42 erx x 42

i* deordering

Wiy 42 || Wiex42  Ruxy0 ~~ Ry 42

erx X0 ~~ erx x 42

LB+datas If there are (actual) data dependencies from the read of each thread to its
write, then the writes are of different values in some of the different branches of the read;
moreover, speculation cannot mark the reads of 0 as dead, so no deordering is possible.
Therefore, the first memory action to be executed has to be one of the reads, and it thus

reads 0.
LB-+datas
X =y =0
rl = loadqx(x); || r2 = loadn(y);
store,(y,rl) storeq(x, r2)

rl = r2 = 42 BAD
erx X 0 erx x 42 erx Yy 0 erx Yy 42
Wi,y 0 Wy, y 42 Wiixx 0 Wiy x 42

LB-+ctrls This is similar to the previous example. If there are (actual) control depen-
dencies from the read of each thread to its write, then there is a write only in the branch
where the read read the appropriate value. Speculation cannot mark the reads of 0 as
dead, so no deordering is possible. Therefore, the first memory action to be executed has
to be one of the reads, and it thus reads 0.

X =y =0
rl = loadx(x); || r2 = loadn,(y);
if (rl == 42) if (r2 == 42)
store,x(y,42) storeqx(x,42)
rl = r2 = 42 BAD
R x0 R x 42 RixyO0 Rixy 42
erx Yy 42 erx X 42

LB-+po-+data (Page If the write in the first thread is unconditional, but there is
a data dependency from the read of the second thread to its write, then the writes are of
the same value in the different branches of the read of the first thread, so the write by
the first thread can be deordered, making the outcome possible.
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erx x0 erx x42 erx Yy 0 erx y 42

l l l l

VVrIX Yy 42 erx y 42 erx x0 erx x42

LB+po-dep+data (Page The construction of the event structure resolves the value
of the expressions, and erases the dependency of the write to y on the read of x, so the
event structure is the same as that of LB+po-+data.

6.3 Java Causality Test Cases

Pugh presents a series of 20 “causality test cases” collected during the JSR-133 Java
Memory Model development [68]. Leaving aside the two tests that involve loops and
volatile, and with caveats for the two tests that involve join, the outcomes given by
our memory model are the same as those desired for the JMM, except for causality test
16. This test exposes the (intentional) lack of coherence for non-volatile accesses in the
Java memory model, in contrast to C/++11 relaxed atomics, which feature coherence.
This series of tests exercise the power of value-range speculation in our memory model.

Causality test 1 Pugh justifies this behaviour by “interthread compiler analysis” de-
termining that x and y cannot be negative, so r1 >= 0 is always true.

X =y =0
rl = loadx(x); || r2 = load 1, (y);
if (rl1 >= 0) storeq(x, r2)
store i (y,1)

rl =r2 =10K

In our semantics, value-range speculation allows marking the branches where negative
values are read as dead, which enables a deordering of the write of 1 to y.
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RHXX -1~ RHXXO - RHXX].

L

erx y 1 erx y 1

erxy -1~ erxyo e erxyl

Lo

W,.|X x -1 erx x0 erx x1

j* value-range speculation

TRHXX -1~ erxXO T erxX]-

L

erx y 1 erx y 1

erxy -1~ erxyo T erxy]-

.

erx x -1 erx x0 erx x1

i deordering

erxy]- TerxX -1 ~~ erxXO oV RrIxX]- erxy -1~ erxyo I erxy]-

Lo

V\/,.|X x -1 erx X 0 erx x1

Causality tests 2 and 3 Pugh justifies this behaviour by “redundant read elimination”.

X =y =0
rl = loadqx(x); = load,ik(y);
r2 = loadx(x); || storeqx(x,r3)
if (rl == r2)
store,(y,1)

rl =r2 =r3=10K
In our semantics, Read-after-Read merging of the second read of x into the first enables

deordering the write of 1 to y. Causality test 3 is causality test 2 with an additional
thread executing storeq(x,2).

rlx

/\

rlx x0 ~ erx x1 erx

l

erx y 42

erxXO bbb

l

erx y 42

rlx x 42

/\

x0 ~ Ry x1

|

erx y 42

erx x 42

erx y 42
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Causality test 4 This is the same as LB+datas, which is discussed in Section [6.2]

Causality test 5 For a multiple-executions model like the JMM, there is the worry
that the write of 1 to x by the fourth thread in an execution could somehow leak to
the execution where the fourth thread writes 0, making the first two threads exhibit
out-of-thin-air behaviour.

X = y = Z = 0
rl = load, 1, (x); || r2 = loadx(y); || z = 1| r3 = load,(2);
store i (y, rl) store (X, r2) store (%, r3)

rit=r2=1Ar3=0BAD

However, in our semantics, there is no danger of writes from executions leaking into other
executions.

If the third and the fourth threads are replaced by a thread the code of which is the
sequencing of that of the fourth thread after the third thread, then this behaviour becomes
allowed. Causality tests 19 and 20, discussed below, explore this sequencing. We return
to sequencing of threads in Section [10.9}

Causality test 6 Pugh justifies this by “intrathread analysis”.

X=y =0
rl = loadqx(x); || r2 = loadq(y);
if (rl == 1) if (r2 == 1)
store i (y,1) store,(x,1)
if (r2 == 0)
storeq,(x,1)

rl =r2 =10K

In our semantics, as in causality test 1, all reads of y except those of 0 and 1 can be
speculated to be dead, and the write of 1 to x can be deordered.

erxx -1~ erxxo T erxX]- erxy -1~ erxyo I erxy1
erxy]- erxX]- erxX]-

Causality test 7 Pugh justifies this as follows:

“Intrathread transformations could move r1 = z to after the last statement in
thread 1, and x = 1 to before the first statement in thread 2.”

X=y=2z=20
rl = loadqx(z); || r3 = loadn(y);
r2 = load,x(x); || storeqx(z,r3);
store i (y, r2) store,(x,1)
ri =r2=r3=10K
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rleO rle]- erxyo MV erxyl

/N /N |

rlx x 0~ erx x1 erx xQ ~ erx x1 erx z0 erx z1
erx Yy 0 erx y 1 erx y 0 erx y 1 erx x1 erx x1

The store of 1 to x can be deordered (as below) and executed, and the reads from x
can be deordered (as below) and read 1, which allows the write of 1 to y to be deordered
and executed, which allows the read of y to read 1, which allows the write to z to write
1, which allows the read of z to read 1.

erx Yy 0~ erx y 1 erx x1

|

erx z0 erx z1

erxXOWerxX]- rleO rIxZ]- rlxXOWerxX]-

AN [

rlx y 0 rlx y 1 erx y 0 rlx y 1

Causality test 8 Again, Pugh justifies allowing this test by intrathread analysis.

X=y =0
rl = loadnx(x); r3 = loadnx(y);
r2 =1+ rlxrl - rl; || storeqx(x,r3);

storeq i, (y, r2)
rl =r2 =10K

Value-range speculation allows marking all the reads of values other than 0 and 1 as dead,
which allows deordering the write to y, which is a write of 1 for both the read of 0 and
the read of 1.

Causality test 9 Pugh justifies allowing this test, when the read of x by the first thread
is assumed to not be able read from the write of 2 to x by the third thread.

X=y=2z=20
rl = load«(X); r3 = load 4 (y); || storeqx(x,2) // after rl
r2 1 + rlxrl - rl; || storex(x,r3);
storeqx(y,r2)

rl =r2 =10K

If we know that the read of x by the first thread cannot read any value other than 0 and
1, then the reasoning of causality test 8 applies.
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Causality test 10 Pugh considers this test in the same way as test case 5, and so do
we.

X=y=2z2=0
rl = load,,(x); || r2 = loadx(y); || storeqx(z,1) || r3 = loadx(z)
if (rl == 1) if (r2 == 1) if (r3 = 1)
store i, (y,1) store,(x,1) store,(x,1)
ri=r2=1Ar3=0BAD

Causality test 11 Pugh considers this test in the same way as test case 7, and so do
we.

X=y=z=0

rl = loadx(z); || r4 = load,(w);
storep(w,rl); r3 = load,,(y);
r2 = load,(x); || storeqx(z,r3);
store(y,r2); store,(x,1);
store i (y,1) store,(x,1)

rit=r2=r3=r4=10K

Causality test 12 This causality test uses arrays. To discuss it, we consider an exten-
sion of our memory model with arrays of integers in the “straightforward” way, that is
array cells are treated like usual locations.

x=y=0Aal0] =1Aall] =2
rl = load 4 (x); r3 = load,,(y);
store(alrl],0); store (X, r3)
r2 = loadnx(al0]);
store(y,r2)
rl =r2=r3=1BAD

The read of a[0] can read 1 in the branch where the read of x reads 1, but this cannot
happen in the branch where the read of x reads 0, so the write to y cannot be deordered,
so the reads of x and y have to read 0. This execution has two reads from a[0]: the
one in the branch where the read of x reads 0, and one in the branch where it reads 1.
The first reads 0, while the second reads 1. However, only the first is really part of the
execution, the other one is speculative (see Section , so the read of a[0] reads 0.

Causality test 13 This is the same as LB+ctrls, with 1 instead of 42 (see Section .

Causality tests 14 and 15 These causality tests use Java’s volatile, which has no
direct equivalent in our memory model, although it is related to sequentially consistent
accesses; it also uses loops, which we do not support in our formal development, but
could consider adding, as discussed in Section [I0.2] We consider their behaviour in such
an extension:
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a=b=y=20

rl = load,(a); || do
if (rl == 0) r2 = loads.(y);
store,.(y,1) r3 = load,,(b)
else while (r2 + r3 == 0);
storeq,(b,1) storeq,(a,1)
ri=r3=1Ar2=0BAD

For r2 to be 0 when the loop exits, r3 must have been non-zero, and thus read from the
store of 1 to y, so rl must have read 0, so the outcome is forbidden.

ro = loads.(x); do storeg.(x,1)
if (r@ == 1) r2 = loads.(y);
rl = load,.(a) r3 = loadx(b)
else while (r2 + r3 == 0);
ri =20 store4(a,1)
if (rl1 == 0)
stores.(y,1)
else
store (b, 1)

rO=rl=r3=1Ar2=0BAD

If ro is 1, the program becomes the same as Causality test 14.

Causality test 16 The JMM intentionally does not guarantee coherence, and so Pugh
allows this outcome.

x =0
r2 = loadq(x);

store 1, (x,2)
A r2 = 1BAD

rl = load.,(x
storeq,(x,1)
riL =2

)

In our semantics, which aims to enforce coherence (following C/C-+-+11), none of the
writes can be deordered with respect to the reads, as they are at the same location, so at
least one of the writes has to read 0.

Causality test 17

X=y =20
r3 = loadqx(x); || r2 = loadn(y);
if (r3 !'= 42) store (%, r2)

store 4 (x,42)
rl = load 4 (x);
storep(y,rl)

rl = r2 = r3 = 42 OK

In our memory model, Read-after-Write merging of the events corresponding to the rl
= load,,(x) into those corresponding to storeq,(x,42) in the non-42 branches, and
Read-after-Read merging into the one corresponding to r3 = load,,(x) in the 42 branch
enables deordering the write of 42 to y.
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Causality test 18

X =y =0
r3 = load,,(x); || r2 = load.,(y);
if (r3 == 0) storeq(x, r2)
store 1 (x,42)
rl = load.x(x);
store i (y, rl)
ri = r2 =r3 =42 0K

Value-range speculation allows marking all reads of values different from 0 and 42 as dead,
and thus this causality test behaves as causality test 17.

Causality test 19 This causality test and the next rely on a “join” construct (not in
our syntax) that has the effect of sequencing the threads, but not of introducing synchro-
nisation, so that writes from the later thread can be executed before the end of the earlier
thread. This is a somewhat surprising notion of join, and is related to the issue discussed

in Section [10.9l

X =y =0
r2 = loadrx(y);
store 4 (x,r2)

join thread 3
rl = loadx(x)
sto rerix (Y. rl)

r3 = load.x(x);
if (r3 !'= 42)
store,(x,42)

rl = r2 = r3 = 42 OK

We could model such a construct by adding a very ad-hoc “sequencing” transition that
forces the execution of the joined thread to finish before the execution of the joining
thread to resume. This litmus test would then behave like causality test 17, making this
outcome allowed.

Causality test 20 Pugh allows this test, as, given the semantics of join above, it ought
to behave like causality test 18.

X=y =0

join thread 3
rl = loadq(x);
storeq,(y,rl)

r2 = loadq,(y);
store (%, r2)

r3 = load,(X);
if (r3 == 0)
storeqx(x,42)

rl = r2 = r3 = 42 OK

Again, by extending our memory model with such a “sequencing” transition, we could
obtain the same outcome.

6.4 Sevéik’s litmus tests

Seveik [74] describes a series of litmus tests that expose unsoundness of certain common
optimisations in the Java memory model. They are mostly designed to highlight internal
problems of the JMM; we discuss those that are still instructive.

Redundant Read after Read Elimination This is the JMM CSE trap litmus test on
Page . The JMM does not allow this outcome, but Java compilers/JVMs still perform
this optimisation. This shortcoming is one of the reasons the JMM was abandoned.
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Irrelevant read introduction This litmus test tests whether introducing irrelevant
(non-racy) reads changes the behaviour. In the JMM, this outcome is (mistakenly) for-
bidden, even though it becomes allowed if we introduce irrelevant read by uncommenting
rd = load,4(X).

X=y=2=0
rl = load,,(z); storeq1x(x,1);
if (rl == 0) r2 = load, 1, (y)
r3 = loadx(x); storeqx(z,r2)
if (r3 == 1)
storenx(y,1)
else
// r4 = load4(x)
rg =1
storeq(y, rl)
ri = r2 = 10K

In our semantics, however, this outcome is possible in both cases: value-range speculation
means reads need only consider values 0 and 1. The write of 1 to x by the second thread
can be executed, and read from by the first thread, in both branches in the uncommented
version. The program is then LB+po-+data.

6.5 Miscellaneous tests of relaxed atomics

Coherence tests The “Co” family of litmus tests (CoRR0, CoRR1, CoRR2, CoWW,
CoRW1, CoWR, CoRW, ... [50, §8]) tests for coherence (see Section [2.2). The side-
conditions of deordering ensure coherence is enforced in the thread subsystem; the storage
subsystem, following that of Power, also enforces coherence. For example, deordering of
reads at the same location is forbidden, so the following litmus tests behaves as expected:

CoRR1

X =0
store,ix(x,1) || rl = load. 4 (X);
r2 = load,, (x)
ri=1A r2 =0 BAD

Random number generator This litmus test from folklore, a variation on LB-+datas,
is a trap litmus test for memory models based on sequences of executions, like the JMM.
The straightforward execution where the first thread reads 0 from x, then writes 0 to
y, and the second thread reads 0 from y, then writes 1 to x, could mistakenly be used
to justify another execution where the first thread reads 1 from x from the previous
execution, then writes 1 to y, so the second thread reads 1 from y, and thus writes 2 to
x, and so on, allowing any value to be readable:

X =y =0
rl = load, 1 (x); || r2 = load«(y);
store i (y,rl) storeq(x,r2 + 1)
rl = 42 A r2 = 43 BAD

In our semantics, though, one of the two threads has to start by reading, and thus has to
read the initial value, 0.
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6.6 Synchronising accesses

Maranget et al. [50] describe a few common synchronisation patterns. We consider versions
with various C/C-++11 memory orders.

MP The MP+rlx-rel+acq-rlx litmus test illustrates that the release and acquire memory
orders implement message passing. A thread reading the flag y as set with an acquire
read has to see the data written to x when the flag has been set with a release write, and
cannot see stale data:

X =y =20
storenx(x,1); || rl = load,q(y);
storepe(y,1) r2 load 4 (X)

ri =1Ar2=0BAD

As the write of the flag is a release write, the thread subsystem forbids deordering, and
thus enforces it is executed after the first; the barrier in the storage subsystem enforces it
is propagated after the write of the data. As the read of the flag is an acquire read, the
thread subsystem forbids deordering, and thus enforces it is executed before the read of
the data; if it reads 1, then the write of the data has to have propagated, so the read of
the data reads 1.

erx x1 acq Yy 0 acq y 1
Wrel y 1 erx x0 ~ rIx x1 erx 0~ erx x1

If the write to the flag y is changed to be relaxed, then the write to the data x is not
forced to propagate to the second thread before the write to the flag, and the outcome is
allowed.

WRC For the message passing idiom to be truly usable, it needs to work when iterated:
a first thread writes the data, and flags it as ready, a second thread sees the flag, and
passes this information through another flag, and so on; the final thread reading the final
flag should then the see the data. This is called Write-to-Read Causality by Boehm and
Adve [20], and illustrated by the following litmus test:

WRC+rlx-rel+acqg-rel+acq-rlx

X =y =0
storeqx(x,1); || rl = loadaq(y); || r2 = loadyq(2);
storei(y,1) store(z,rl) r3 = loadqx(x)

r2 =1Ar3=0BAD

The acquire read and the release write of the middle thread cannot be reordered (that is
the point of acquire reads and release writes), and lwsync barriers are “cumulative” [72],
enforcing the desired behaviour in the storage subsystem.
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Release sequences Again to ensure the message passing idiom is truly usable, reading
from a coherence-successor of a release write should have the same effect as reading from
the release write itself. C/C-++11 formalises this with “release sequences”. For example,
in the program below, if the relaxed write of 2 to y is after the release write of 1 to y
in coherence (enforced by y = 2), then reading 2 from y with an acquire read ensures we
will read 1 for x.

X =y =0
storenyx(x,1); || r1l = load,q(y);
storepe1(y,1); || r2 load, 1 (X)
store i, (y,2)

ri =2 A r2 =0 BAD

In our case, this follows from the treatment of release writes and coherence by the storage
subsystem.

SB Some synchronisation patterns, like Dekker’s algorithm, rely on sequential consis-
tency for the accesses used to implement them, and in particular on the fact that the
propagation of stores is not delayed by buffers. A litmus test that illustrates store buffer-
ing is SB:

SB+rlx-sc+rlx-sc

X =y =0
store.x(x,1); | storeqx(y,1);
rl = -l.oadsc( r2 = loadSC(X)

y)
rl = r2 = 0 BAD

The sync that forms the first part of each read ensures that the thread’s write has prop-
agated before the read is executed, so that at least one of the threads has to read 1.

This behaviour of SC accesses is stricter than in C/C++11, and prevents us from
using the same compilation scheme to TSO.

IRIW SC reads ensure that independent reads of independent writes are seen in the
same order:

IRIW +rlx+rlx+rlx-sc+rlx-sc

X =y =0
storeqx(x,1) || storeq.(y,1) || rl = load.i«(x); || r3 = loadq,(y);
r2 = loads.(y) r4 = loads.(x)

rit=1Ar2=0Ar3=0Ar4 =1BAD

If the accesses are relaxed, as in the examples in Section [2.2] the relaxed behaviour is
allowed by the storage subsystem, in the same way it is allowed in Power: the write to x
can propagate to the third thread but not to the fourth, and the write to y to the fourth
but no the third at the time the reads are executed. Moreover, deordering of reads is also
enough to expose this outcome (as in the Power thread subsystem).

RWC Moving one of the writes of SB out to another thread yields the RWC litmus test
of Boehm and Adve [20)]:
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RWCHrlx-+rlx-sc+rlx-sc

X =y =0
store,,(x,1); || rl = load4x(x); | storeqx(y,1);
r2 = loads.(y) r3 = loads.(x)
ri=r2=1A r3=0BAD

S This variant of the S litmus test tests the effect of control dependencies from reads to
writes.

S-+rlx-sctctrl

X =y =0
storeix(x,2); || rl = loadx(y);
storegs.(y,1) if (rl == 1)

store 1, (x,1)

x =2 A rl=1BAD

Relaxing the SC store, or removing the control dependency allows the relaxed outcome.

R This litmus test checks whether the union of coherence at different locations forces a
write by one thread to be visible by another. It is similar to MP, with coherence replacing
the reading of the flag.

R4rlx-sc+rlx-sc

X =y =0
store.x(x,1); || storeqx(y,2);
stores.(y,1) rl = loads.(x)

y =2 A rl =0BAD

If the accesses are relaxed, the writes of the first thread can be deordered, and so can the
read and the write of the second thread.

2+2W This litmus test checks whether release writes are enough to prevent cycles in
the union of coherence at different locations.
2-+2W +rlx-rel+rlx-rel
X=y =0
(x,1); || storenx(y,1);
(y,2) store 1 (x,2)
x =y =1BAD

Making the second write of each thread release prevents the writes from being deordered
(in the thread semantics) and propagated out of order (in the storage subsystem), which
prevents the program from executing “backwards”.

storep i«
store e

Mutual exclusion This litmus test checks whether RMWs actually implement mutual
exclusion, by checking whether two RMWs can both succeed (setting the first register
argument to 1) even though they are both trying to read the same value (0; the second
register argument is set to the value read), and both make it unavailable:

mutual exclusion
X=y =0
rl, r2 = rMwWacgretsacq(X,0,1) H r3, r4 = rMwWacgret/acq(X,0,2)
r1:r3:1/\r2:r4:OBAD
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6.7 Undefined behaviour

6.7.1 LB and undefined behaviour

The undefined-behaviour example of Batty et al. [12], §7] can be expressed in our setting
as the program below, where a represents the array in the original example:

Undefined behaviour (Batty et al.)
X=y=a=20
rl = loadq(x); || r2 = loadnx(y);

if (rl == 0) store 4 (x,r2)
r3 = loadx(a)

else
undef

Storerlx(Y; 1)

undef OK

In this example, the order of the conditional and the write to y should not matter, because
they concern different locations. Therefore, this program should behave the same as

Undefined behaviour, reordered (Batty et al.)
X=y=a==0

storeqix(y,1) r2 = load,,(y);
= load, 1« (x); store 4 (x,r2)
if (rl == 0)
r3 = load,x(a)
else
undef

By executing this program in a sequentially consistent way, we can show that the undefined
behaviour can be triggered. The first thread writes 1 to y, the second thread reads it, and
writes 1 to x, which the first thread reads into r1. Therefore, the undefined behaviour is
possible.

In our memory model, the initial event structure of the first thread of the first example
is the following:

rlxXo e erxX]-

/N s

Rixa0 ~~ Rycal

|

erx y 1 erx y 1

It can be deordered to

rIxXO T erxX]-

— /N

erX y ]- rlx O i RF|X a ]. *

89



which can itself be deordered to:

erx Yy 1 rIx xQ ~ rIx x1

/N

rIanW erxa]- *

as the x acts as a joker for deordering.
The write of 1 to y can then be executed (and propagated) for the second thread to read
it, and write 1 to x, which can then be read, which allows executing .

The order of the conditional and the write in the source does not matter, as desired.

6.7.2 Undefined behaviour does not trigger itself

On the other hand, if the write to y is removed, as in the example below, the presence
of a source of undefined behaviour in the program should not be enough for it to trigger
itself.

X=y=a=~0

= loadx(x); | r2 = loadqx(y);
if (rl == 0) storepix(x,r2)
r3 = load,x(a)
else
undef
undef BAD

If we remove the write to y, in our memory model, the initial event structure of the
first thread is now

rIxXO TV erxX]-

/N s

erx a0~ erx al

The write of 1 to y cannot be deordered anymore, so the undefined behaviour cannot be
triggered any more, as desired.
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Chapter 7

Implementability

We show that our memory model is implementable on x86-TSO and Power. Following
Batty et al. [I3], rather than showing the correctness of any specific, entire compiler,
we instead show the correctness of the expected compilation schemes, which propose a
sequence of instructions to implement each kind of memory access (assuming that the rest
of the compilation preserves memory accesses).

Our correctness criterion is the preservation of final values of locations that are syn-
tactically accessed only by a single thread. This notion is easy to define not only for our
memory model, but also for Power and x86-TSO.

Definition 69. A behaviour is a map from locations to values.

Definition 70. The behaviours of a program P is the set of such maps, the domains of
which is the set of locations that are syntactically accessed only by a single thread, and
such that

e there exists an execution such that for each such location, the associated value is

— in x86-TSO, after all threads have finished, and all buffers are flushed, the

value in the main memory;

— in Power, after all threads have finished, and the storage subsystem has finished,
the coherence-final value; and

— in our memory model, after all threads have finished, and the storage subsystem
has finished, the coherence-final value;

e or the program exhibits undefined behaviour.

The definition for our memory model is the same as for Power, except that in our memory
model, some program-order-final writes might be merged, but then they are of the same
value.
The undefined behaviour can come from a race, or from a thread-local trigger of undefined
behaviour.

We can extend the notion of behaviour to include registers, by adding a write of each
register to a distinguished location at the end of each thread.

Divergence In the hardware memory models, locks are implemented by a loop around
an RMW/ which can fail by diverging. In our semantics, this is represented by the
unsuccessful locking events. This causes a mismatch in style that we circumvent; we
discuss this mismatch in Section [[0.6]
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7.1 Implementability on x86-TSO

The compilation scheme on x86-TSO of Terekhov [80] is as follows:

operation x86-TSO implementation
non-sc load | mov

sc load mfence; mov

non-sc store | mov

sc store mov; mfence

lock lock cmpxch; test; jnz
unlock mov

RMW lock cmpxch

The test; jnz represents (in our setting) a repeat around the cmpxch.

For C/C++11, where the behaviour of SC accesses is weaker, it is possible to use an
amended compilation scheme where an SC load is implemented without an mfence [77].

Theorem 1 (x86-TSO compilation scheme soundness). All the behaviours of the compi-
lation to x86-TSO of a program according to the compilation scheme are behaviours of the
original.

Proof. We show a tighter, more intensional correspondence by establishing a simulation
between TSO executions and executions in our memory model. To do this, we need to
know the sources of instructions, for example whether a read in the TSO execution comes
from a load or an RMW in our source program. This can be done by instrumenting the
TSO model and the compilation scheme with ghost state.

We can then establish a simulation by encoding the TSSO state in our memory model.
The state of the thread itself, without the buffer, is simulated by the corresponding event
structure according to Definition {3 As TSO executes threads in order, there is no
deordering. The TSSO buffer of a thread is simulated by a storage subsystem such that,
for each non-SC write in the TSO buffer of that thread, there is a write from that thread
that has not propagated to the other threads, and no other unpropagated writes from
that thread; moreover, if a write is in a buffer before another write at the same location,
then they are coherence-committed in that order, and all non-propagated writes from
that thread are coherence-committed after all propagated writes. Because of the trailing
mfence, there can only be one SC write in the TSO buffer of a thread, in which case it is
the last write of the buffer. The TSO main memory is simulated by a storage subsystem
such that all propagated writes at a given location are totally ordered by coherence, and
such that the value of the last such write is the value associated to that location by the
TSO main memory. The storage subsystem needs to simulate all the TSO buffers, and
the TSO main memory.

Then, each step of the execution (which takes place in program order) of the compiled
program on TSO can be simulated by a series of steps of the original program in our
memory model:

e a read mov is matched by a read being executed; for an SC read, this requires exe-
cuting the leading sync, which requires all writes by that thread to be propagated,
which is ensured by the leading mfence; because of the mfence after an SC write,
no thread ever reads from an SC write in its buffer, always from main memory, so
the right value can be read;
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a write mov for a non-SC write is matched by the write being issued to the storage

subsystem;

e a write flushing is matched by propagating the write to all the threads, and coherence
commitments to make it the latest write past coherence point at that location;
moreover, for an SC write, this is matched by first executing the write, which requires
executing the leading sync, which requires all previous writes by that thread to be
propagated, which is ensured by the first-in first-out nature of TSO buffers;

e an mfence: nothing, but it requires all writes by that thread to be propagated; see
the read and write cases;

e an unlock mov is matched by the unlock, that is, an lwsync and a write, being issued
to the storage subsystem;

a lock cmpxch: depending on its source:

— from a RMW: an RMW (which might fail);

— from a lock:

*

*

*

if the lock succeeds now: a successful locking;
if the lock succeeds later: nothing;

if the lock never succeeds (and the TSO execution diverges): an unsuc-
cessful locking. O

7.2 Implementability on Power

One of the design goals of the memory model is to be cheaply implementable on Power,
by mapping relaxed and nonatomic reads and writes to plain assembly loads and stores,
without memory barriers or any other synchronisation. We show that the (amended, as
given by Sewell [77]) Power compilation scheme for C/C-++ of McKenney and Silvera [56,
13] can be used for our memory model:

operation Power implementation

nonatomic load
load relaxed
load acquire
load seq cst
nonatomic store
store relaxed
store release
store seq cst

lock

unlock
RMW

1d
1d
1d; cmp; bc; isync
sync; ld; cmp; bc; isync
st

st

lwsync; st

sync; st

lwarx; cmp; bc;
stwcx; bc; isync
lwsync; st

lwsync; lwarx; cmp; bc;
stwcx; bc; isync
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7.2.1 Overview

We first argue informally why the different features of the Power memory model are
accounted for in our memory model.

Dependencies Power allows arbitrary thread-local reordering of accesses to different
locations (without dependencies or barriers), which is what makes the basic two-thread
two-location two-event litmus tests (MP, SB, LB, R, S, 24+2W, see Section @ of Sarkar
et al. [72] all permitted there. Our semantics allows all those reorderings, using the first
and second rules of Section [4.4.7 for R,W—W and R,W—R respectively.

Our semantics has to ensure that semantic dependencies (data, address, and control)
from a read to a write are respected, otherwise the thin-air examples become permitted.
The syntactic dependencies that Power respects over-approximate these. For example,
take the first thread of LB+datas, on Page [77] This will be mapped, by the compilation
scheme for relaxed atomics, to a Power load and store instruction

1d r1,0(rx) // load doubleword from [rx] to rl
std rl1,0(ry) // store doubleword in rl to [ry]

where rx and ry are registers holding the addresses of x and y. In the Power semantics,
that store cannot become visible to other threads until its address and data are known
(ultimately, because the architecture does not permit observable value speculation), vali-
dating the fact that our semantics does not allow deordering of the write w.r.t. the read.
In contrast, Power does not respect control dependencies from a read to a read (from
a different location), as the hardware can and does speculate conditional branches. For
example,
rl = load.«(X);
if (rl = 1)
r2 = load 1, (y)
will be mapped to

1d r1,0(rx) // load doubleword from [rx] to rl

cmpdi rl,1 // compare rl with 1

bne .label // branch if nonequal, to label

1d r2,0(ry) // load doubleword from [ry] to r2
.label

In Power, the second load can be satisfied before the first, and this is accommodated
in our semantics by permitting the second read (r2 = load,«(y)) to be deordered with
respect to the first.

Non-multi-copy-atomicity Power also has non-multi-copy-atomic write propagation,
allowing a write to propagating to other threads one-by-one. Our semantics accommodates
that with a storage subsystem model that does exactly the same.

Write forwarding Power allows reads to read from program-order-before writes thread-
locally, without going through the storage subsystem, as the PPOCA litmus test illus-
trates [72]:
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PPOCA

X =y =0
store(z,1); || r1 = load(y); // 1
sync; if (rl == 1)
store(y,1) store(x,1);

r2 = load(x); // 1
r3 = load(z+r2-r2) // O
rit=r2=1A r3 =00K

erx z1 erx y 1

rf

erx y 1 erx x1

po lrf

erx x1

*Ii addr
erx z0

Test PPOCA: Allowed

This is just an instance of Read after Write, and is covered by merging in our semantics.

Registers An important source of relaxed behaviour in Power has to do with the fact
that operations on registers do not enforce program order, because of register shad-
owing, as illustrated by litmus tests MP-+sync-+rs (also called MP+dmb/sync+rs) and
LB+rs [72]:

MP+sync+rs

X =y =0
store(x,1); || rl = load(y); // 1
sync; rl = r3;
store(y,1) r3 = load(x) // ©

rt=1A r3 =00K

LB+rs

X =y =0
rl = load(x); // 2| r3 = load(y); // 1
r2=rl; // 2 r3s=r3+1; // 2
rl =1; store(x,r3)
store(y,rl)

ri=1Arn”=2Ar3=2Ay=1Ax=20K

In our semantics, registers are resolved to concrete values when building the event
structure, so the program order of register accesses does not impose any order on execu-
tion.
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Locks The crucial property of locks is that they enforce order between actions before
an unlock, and actions after the next lock. In our memory model, this is enforced by
preventing reordering with respect to locks, and deordering of unlocks with respect to
other actions. In the standard Power lock implementation [38], as analysed by Sarkar et
al. [T}, §], (1) the lwsync preceding the write signalling the unlocking enforces the order
between the actions programs-before the unlock and the unlock itself; (2) the branching
on the result of the store-conditional, followed by an isync in the implementation of lock,
enforces the order between the lock itself and the actions program-order-after it; and (3)
the load-reserve/store-conditional pair enforces the order between the unlock and the lock.

Acquire An acquire read is implemented by a load followed by an artificial branching
followed by an isync. This sequence of instructions prevents the execution of instructions
that are after the acquire read (in program order) before the acquire read itself (in exe-
cution order), which matches the constraint in our model that memory actions cannot be
deordered with respect to acquires.

Release A release write is implemented by an lwsync followed by a store. The lwsync
can only be committed once all previous memory accesses are committed, which matches
the constraint that release writes cannot be deordered. The effect of the lwsync in the
storage subsystem is the same, by construction.

SC An SC read is implemented by a sync followed by a load, and an SC write by a
sync followed by a store. The sync can only be committed once all previous memory
accesses are committed, and memory actions after the sync can only be committed once
the sync has been acknowledged, which matches the constraint that SC accesses cannot
be deordered, and memory actions cannot be deordered with respect to SC accesses, and
that the thread is suspended until the sync is acknowledged. The effect of the sync in
the storage subsystem is the same, by construction.

RMW An RMW is implemented by an initial lwsync, to have the strength of a release,
followed by a load-reserve, a store-conditional, and a final artificial cmp; bc; isync, to
have the strength of an acquire. It is similar to how locks are implemented, but without
the loop that ensures the success of the store-conditional of the lock.

Undef By definition, executing undef counts as having any behaviour, so there is noth-
ing to show.

7.2.2 Details

To show the implementability of our memory model on Power more precisely, we rely
on a few properties of the Power memory model:

Property 1 (Restarting can be removed). For each Power execution (with restarts), there
1s subsequence of that execution that does not have any restarts and is also an execution
with the same behaviours.

Property 2 (Speculative writes can be removed). For each Power execution, there is a
subsequence of that execution that does not have any initiated but non-committed writes,
and 1s also an execution with the same behaviours.
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Property 3 (Speculative reads can be removed). For each Power execution, there is a
subsequence of that execution that does not have any satisfied but non-committed reads,
and 1s also an execution with the same behaviours.

We assume that these properties hold. Restarted instructions, non-committed writes,
and writes depending on non-committed reads do not affect the storage subsystem. To
prove they hold, it would thus suffice to show that instructions that are actually executed
by the thread subsystem do not depend on the partial execution of other instructions, by
careful inspection of the thread subsystem semantics.

In Power, some events that correspond to memory actions (for example read satisfac-
tions or write initiations, as opposed to register operations) can appear in the execution
even though they do not correspond to an event of the event structure. For example, in
the following program sketch, the write of 1 to y and the read of z can be initiated and
satisfied, respectively, even though neither appear in the event structure, because they
are inside an impossible if:

rl = x;
if (false)

However, neither can be committed, so they can be removed.

To make this notion precise, we could (but will not do explicitly so here, as this would
be lengthy, but routine) instrument the computation of the event structure of a program
to annotate each event with the instruction it came from.

Definition 71. A Power event is orphaned when there is no event in the annotated event
structure of the program that is annotated with its instruction instance.

Lemma 4 (Power orphaned events can be removed). For each Power execution, there is
a subsequence of that execution that does not have any orphaned events, and is also an
execution with the same behaviours.

Proof. If an event does not appear in the event structure, then it depends on instructions
(branches, etc.) that cannot be committed no matter what values are read, so the event
cannot be committed, so it cannot affect the execution (see Properties [3| and [2)). ]

Theorem 2 (Power compilation scheme soundness). All the behaviours of the compilation
to Power of a program according to the compilation scheme are behaviours of the original.

Proof sketch. As for TSO, we establish a simulation. Again, we instrument the model
and the compilation scheme to know the source of instructions. We now also need to look
ahead in the trace to know whether some operations are restarted.

The state of the storage subsystem in our memory model is the same as that of Power,
so we do not have to consider internal storage subsystem transitions of Power, only tran-
sitions involving the thread subsystem.

Moreover, we can rely on Properties and [3] and Lemma [ to simplify the Power
execution.

— fetch instruction: nothing. All non-orphaned instructions are, in a sense, already
fetched; and, by Lemma [4] orphaned instructions do not have to be considered.
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— commit in-flight instruction:

— for thread-local instructions:
— for register operations: nothing: these operations are resolved in the con-
struction of the event structure.
— for a cmp or a be (from an if, an acquire read, a lock, or an RMW): nothing:
these operations are resolved in the construction of the event structure.
— for a read: nothing (see satisfaction).

— for a write:

— from a store (plain): deorder and execute the write. As the write is com-
mitted, previous barriers and instructions at the same location have been
committed, so this deordering can be performed. If this write is a release
write, the lwsync is also issued to the storage subsystem in our memory
model.

— from an unlock: nothing; it is done with the Iwsync.
— write-exclusive:
— coming from a lock:

— if the lock succeeds now: successfully execute the lock, which is
possible, as the state of the storage subsystem is the same.

— if the lock succeeds later: nothing: only the successful loop iteration
will be mirrored.

— if the lock never succeeds: execute an unsuccessful lock.
— coming from an RMW:

— if it succeeds: execute the RMW; the result will be the same, as the
state of the storage subsystem is the same.

— if it fails: nothing: it was already done when reading.
— for a sync: issue the sync.
— for an lwsync:

— from a plain write: it is from a release write; nothing: it is done with the
release write.

— from an RMW: nothing: it is done with the write.
— from an unlock: execute the unlock (which contains an lwsync and a write).

— for an isync:

— from a plain load: it is from an acquire load: nothing: it is implicit in a
read acquire.

— from a lock/RMW: nothing: it is implicit.
— accept sync barrier acknowledgement: resume thread.
— satisfy memory read from storage subsystem:

— if the read does not appear in the event structure: nothing (see Lemma [4)).
— if the read appears in the event structure:

— for a read from a (plain) load:
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— if the read will be restarted: nothing (see Property .

— if the read will not be restarted:
First, we know that all program-order-previous syncs are committed
and acknowledged, and all program-order-previous isyncs are commit-
ted.
Second, the read is not program-order-after another non-committed
read at the same location that reads from a different write, as, if it
were the case, this read would be restarted.
Third, the read is not program-order-after a non-committed write at
the same location, as, if it were the case, this read would be restarted:
it would only be kept if a write were forwarded to it (see that case).
Now, if this read can read from the same write as the non-committed
program-order-before reads, then this read, and the non-committed
program-order-before reads, can be deordered and executed now. As
the state of the storage subsystem is the same, the same value can be
read.

— for a read from a load reserve from a lock/RMW:
— if the store exclusive succeeds: nothing: it will be done at time of
write-exclusive.
— if the store exclusive fails: execute the (failed) RMW now; the state of
the storage subsystem is the same, so the same value can be read.

— satisfy memory read by forwarding an in-flight write directly to reading instruction:

— if the read does not appear in the event structure: nothing (see Lemma .
— if the read appears in the event structure:

— for a read from a (plain) load: As there is no program-order-intervening
memory write that might be to the same address, then there is no in-
tervening memory write to the same address in the event structure. As
all program-order-previous syncs are committed and acknowledged and all
program-order-previous isyncs are committed, then there is no intervening
acquire action. Therefore, a Read-after-Write backward merging step can
be taken.

— for a read from a lock/RMW: see the corresponding case from “satisfy
memory read from storage subsystem”.

— register read from previous write: nothing: this is resolved in the construction of
the event structure.

— register read from initial register state: nothing: this is resolved in the construction
of the event structure.

— internal computation step: nothing: this is resolved in the construction of the event
structure. OJ

7.3 Remarks

As expected, because these are hardware memory models, we do not need to use specu-
lation steps, which were introduced to model compiler optimisations.
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7.4 Related work

Batty et al. [15] show that C/C++11 is implementable on x86-T'SO using the (amended)
mapping of Terekhov. Sarkar et al. [7TI] and Batty et al. [I3], as amended by Lahav et
al. [44], show that C/C++11 is implementable on Power using the (corrected) mapping of
McKenney and Silvera. Flur et al. [32] show that C/C++11 is implementable on ARMv8.

Because of the axiomatic style of C/C++11, the style of these proofs is quite different:
they build C/C++11 candidate executions based on the traces of the hardware memory
models, and show that they fulfil the consistency predicate.
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Chapter 8

Soundness of optimisations

To illustrate that our memory model forms an envelope around reasonable compiler op-
timisations, we show that some syntactic compiler optimisations, that is, changes of the
text of the program, are indeed accounted for, in terms of behaviour, by our memory
model.

Conventionally, a compiler optimisation is a function from some text to text (or in-
termediate language to intermediate language, in practice). Here, we just focus on single
points of such a function. We take advantage of the fact that our programs do not feature
divergence to simplify our definitions.

Definition 72. A program optimisation (respectively thread optimisation) is a pair of pro-
grams (threads), called the initial program (thread), and the resulting program (thread).

Given such an optimisation, we can then ask whether it actually is an optimisation
according to our memory model:

Definition 73. A program optimisation is sound when the behaviours of the resulting
program are behaviours of the initial program.

Definition 74. A thread optimisation (T,T") is sound when, for all list of threads Ts, the
behaviours of T’ running concurrently with Ts are behaviours of T running concurrently
with Ts.

In most of the examples below, we will focus on thread optimisations.

8.1 The interaction of value-range analysis and merging

The usual method to show the correctness of a thread optimisation is to show that the
resulting thread can simulate the original thread. However, value-range analysis makes
this kind of reasoning unsound, as value-range analysis allows the other threads to take
advantage of the fact that the resulting thread cannot simulate some of the behaviour of
the original to deorder more aggressively.

An example of value-range speculation taking advantage of the fact that a thread
cannot do something is the following program: if the first write to x of the second thread,
which writes 1, is optimised away, then value-range analysis can determine that the read
of x by the first thread cannot read 1, and the first thread can therefore reorder the store
of 1 to y with its read from x.
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XxX=y =20

rl = load,(x); || storeqax(x,1); || r2 = load,(y);
if (rl !'=1) store 1, (x,2) if (r2 == 1)
store i, (y,1) store (X%, 3)
rl = 3 OK

This is accounted for by our memory model by merging: if the first write to x is merged
into the second, then the write to y can be executed before the read of x, which means
the write of 3 to x can be executed before the read of x, which can therefore read from it.

However, this is made possible by the merging steps of the semantics, which only
allow merging of non-synchronising accesses. Replacing the two RMWs by a single one

in the following program is unsound: without the optimisation, the second thread cannot
speculate that it will not read 1 for y.

Merging of RMWs

X=y =0
rl = load,(X); r2 = load 1, (y);
r3, r4 = rMWacqretsacq(Y,0,1); || if (r2 !'=1)
r5, ré = rMWacqret/acq(y,1,2) store 1, (x,2)

rl = r2 = 2 BAD

With the optimisation, it can, and this enables the r1 = r2 = 2 outcome:

Merging of RMWs (merged)

X =y =0
rl = load i, (X); r2 = loadq(y);
r5, ré = rMWacgretjacq(y,0,2) || if (r2 = 1)
r3 = r5; store 1, (x,2)
rd = r5

rl = r2 = 2 OK

This example can be adapted to release writes: in the program below, the write of 1
makes it impossible for the second thread to exclude the possibility it can read 1, and so
it cannot deorder the write to x and execute it early (the read of x is an acquire read to
prevent reordering in the first thread, and the writes to y are release writes to prevent
merging). However, if the write of 1 is optimised away, then the behaviour is allowed.

OWE-on-release

X =y =0
rl = load,q(x); || r2 = load.(y);
storepe(y,1); if (r2 '=1)
storepe(y,?2 storeq,(x,1)

)
rl = 1A r2 = 2 forbidden

This shows that value-range analysis makes seemingly benign optimisations on syn-
chronising accesses unsound. We return to this in Section [10.10], The optimisations we
consider in this chapter are optimisations of non-synchronising accesses.
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8.2 Auxiliary definitions for syntactic program manip-
ulation

Definition 75. Contexts, and list of statements contexts, are defined mutually inductively
by

C == statement context
| [1 hole
| if (e, cmp e,) Cs else ss left conditional
| if (e; cmp e;) ss else Cs right conditional

Cs ::= list of statements context
| s1; «..3 Smi C; Sme1s -..5 Sn sequential composition

context
| { Cs } block context
We denote concatenation with *;’, and identify C and Cs when interchangeable.

Definition 76. Plugging statements ss in a context C (respectively Cs), C[ss] (respec-
tively Cs[ss]), is defined recursively on the context:

e case []: ss;

e case if (e; cmp e,) Cs else ss’:
if (e; cmp e;) Cs[ss] else ss’

[ ]

® case S1; ...; Sm; C; Spe1; -+ Snt
S1; «.+; Sm; CI[ssl; sma; -..; Sn

° ...

Definition 77. The left of a context C (respectively Cs), left(Cs) (respectively left(Cs)),
is defined recursively on the context:

case []: empty list of statements

case if (e, cmp e,) Cs else ss: left(Cs);

® Sy ; ...; Su; C; Spe1; ... Sp o
S1 5 ...; Spi left(C);

Definition 78. A statement accesses a location x when it is of the form C[r = load, (x) 1,
Clstoreym(x,e)], or C[rl, r2 = rmwWycqret/acq(X,€1,€2)].

Definition 79. A statement writes to register r when it is of the form C[r = load, (x)1,
Clr = el,orC[rl, r2 = r‘m\"lacqrel/acq(Xpelrez) 1.
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8.3 Register operations

Because the operational semantics works with the event structures, and not the source
program, any optimisation that preserves event structures is sound:

Lemma 5. If [ss;],, = [sS2]u,, where pg is the initial register state, then changing ss;
to ss, 1s a sound optimisation.

Proof. The semantics only considers the code of the threads through their event structures.
O

This abstracts the part of the work (and the complexity) of a compiler that has to
do with rearranging register operations, and selecting the right instructions to implement
them. For example, a compiler can perform strength reduction, changing 2 * e to the
faster e << 1 (assuming our language is extended with C/C-+-+11-like multiplication and
bitwise operators). This does not change the event structures, so it behaves the same in
our memory model.

This works more generally if the first event structure can transition to the second:

Lemma 6. If [ss;],, can transition to [ss;],, with silent, non-VRS transitions, then
changing ss; to ss, is a sound optimisation.

Proof. If the former can transition to the latter with silent, non-VRS transitions, then
the behaviour of the latter is behaviour of the former, as witnessed by the concatenation
of the traces. O]

For example, the event structures for LB-+ctrldata+po (Page are the same as those
for LB+ctrldata+-ctrl-double (Page , so they have the same behaviour.

8.4 Common subexpression elimination

Our memory model captures common subexpression elimination with merging steps. In
a language like C/C++11, common subexpression elimination would change the following
expression, which reads x and y twice, and computes their sum twice:

rs=(x+y)+ (x+y)
into the following expression, that does that only once:

re = x +vy;
r5 rée + ré

(where r6 is not used by the rest of the program). In our setting, which, like compiler
intermediate languages, makes memory accesses explicit, the former expression would
have to be split up into the following statements (where r1 through r4 are not used by
the rest of the program):

rl = load,,(x);
r2 = loadn(y);
r3 = load,;(x);
r4é = loadn,(y);
r5 = (rl + r2) + (r3 + r4)
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This separates the memory aspect from the thread-local, register aspect (as discussed in
Section [2.1)). As we show below, optimising as follows, by replacing memory accesses by
register operations, is sound:

rl = load,,(x);

r2 = loadn,(y);

r3 = ril;

rd = r2;

r5=(rl + r2) + (r3 + r4)

Now that we have exposed that r3 and rl contain the same value, and similarly r4
and r2, optimising the register operations follows from Lemma [5] and the result of the
optimisation corresponds to the optimised version above:

rl = loadq(Xx);
r2 = loadrx(y);
re = rl + r2;
r5=r6 + rb6

We can now express the effect of common subexpression elimination on memory ac-
cesses:

Theorem 3. If left(Csy) does not access x nor write to r1, does not contain any SC
accesses, and

e cither mol = mo2 = na, and there is no release action followed by an acquire action
in left(Csz);

e ormol € {rlx,acq,sc}, mo2 = rlx, and there is no acquire action in left(Css);
then changing
Csi[rl = load,,;(x); Cso[r2 = load,,,(x)]]
to
Csi[rl = load,:(x); Csa[r2 = ri]]
18 a sound optimisation.

Proof sketch. We will keep the invariant that the event structure is a tree. By Lemma [0}
it suffices to show that for all p,

[Csilrl = loadne(x); Cs2[r2 = loadne (x)11],
can transition to
[Csi[rl = loadne(x); Csalr2 = rill],

just through Read after Read merging steps, which preserve the invariant that the event
structure is a tree. This can be proved by induction on Csy. If the RaR merging steps
can be done from each read corresponding to the read to r2 into a read corresponding
to the read to rl with given Cs, interposed, then they can be done even with a larger
Csq, as the syntactic restrictions enforce the side conditions on the event structure of the
mergings. O
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8.5 Constant propagation

As for common subexpression elimination, the aspect of constant propagation dealing
with registers is a consequence of Lemma [5l The aspect dealing with memory accesses
can be expressed as follows:

Theorem 4. If left(Csy) does not access x, does not contain any SC access, and

e cither mol = mo2 = na and there is no release action followed by an acquire action
m left(CSQ),'

e ormol € {rlx,acq,sc}, mo2 = rlx, and there is no acquire action in left(Css);
and v is a constant, then changing
Csi[storey;(x,v); Csa[r2 = loady(x)]]
to
Csi[storey(x,v); Cso[r2 = v]]
1s a sound optimisation.

Proof sketch. Similar, with Read after Write merging steps. O

8.6 Dead code elimination (restricted)

As explained in Section [B.1] removing atomic writes is unsound. Moreover, because we
use final values as observations, even removing nonatomic writes is not sound in general,
as it can change the final values of locations. This means that only a restricted version
of dead code elimination is sound in our setting. The aspects relating to registers are,
again, sound by Lemma . Reads whose value is ignored can be removed (irrelevant read
elimination, in the terminology of Sevéik):

Theorem 5. If Cs and ss do not access r1, and mo € {na, rix}, then changing Cs[rl =
load,,(x); ss] to Cs[ss] is a sound optimisation.

Proof sketch. Unless the irrelevant read triggers a race in the original program, in which
case the optimisation is vacuously sound, it has no effect on the storage subsystem. Be-
cause it is irrelevant and not synchronising, it has no effect, apart from itself, on the
issuing of memory actions to the storage subsystem by the thread subsystem either. [J

Moreover, if a write is guaranteed to be overwritten, then it can be removed. This is
the case, for example, if there is syntactically no branching in between two writes:

Definition 80. A context C (respectively Cs) contains branching on the path to the hole
when it is of the form C’[if (el cmp e2) Cs else ss] or C'[if (el cmp e2) ss else
Cs] (respectively Cs'[...]).

Theorem 6. If Csy does not contain any branching on the path to the hole, left(Css) does
not access x, does not contain any SC access,
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e cither mol = mo2 = na and there is no release action followed by an acquire action
in left(Css);

e ormol = rlx, mo2 € {rlx, rel,sc}, and there is no release action in left(Css);
then changing
Csi[storen(x,e); Csa[storen;(x,e’)]]
to
Csi[Csy[storeys(x,e’)]]
18 a sound optimisation.

Proof sketch. Similar to Read after Read, with Overwritten Write Elimination steps. [

8.7 Reordering

Reordering can result either from instruction scheduling, or as a side effect of larger syn-
tactic optimisations. Once again, Lemma [5| accounts for reordering of register operations.
For memory accesses, reordering in syntactic optimisations is accounted for by deordering
in the memory model, and can be expressed as follows for writes:

Theorem 7. If x and y are two distinct locations, and {moy,mo,} C {rix,na}, then
changing

Cs[storen, (Xx,ex); store, (y,e,)]
to

Cs[storen, (y,ey); storem, (X,ex)]
18 a sound optimisation.

Proof sketch. While the event structures of the two threads are different, the two threads
are weakly bisimilar, where visible actions are those issuing memory actions to the storage
subsystem. In particular, in both cases, the later event can be deordered with respect
to the earlier event, to lead to the same event structure. Given the memory orders of
the writes, they do not obstruct merging, and the conditions on the shape of the event
structure of the merging steps do not constrain the order of the writes, so merging steps
are not affected. O

The same holds for reordering a read with respect to a write, or a write with respect
to a read or a write, for the same reason. For reordering a read with respect to a read,
up to one instance of the second read per value the first read can read (see the event
structure of the second thread of MP in Section , but with a non-acquire first read)
can be executed; however, only the one corresponding to the value read by the first read
matters in the execution.
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8.8 Irrelevant read introduction

The memory model also accounts for introducing reads in contexts restricted enough for
them to be irrelevant to the execution of the program (irrelevant read introduction, in
the terminology of Sevéik):

Theorem 8. If Csy does not contain any branching on the path to the hole, there is no
acquire action, no SC access, and no access to x in left(Csy), r1 occurs neither in Csy nor
in Csy, and mo € {na, rix} then changing

Cs1[Csy[r2 = load,,(x)]]
to
Csi[rl = load,,(x); Cso[r2 = load,,(x)]]
18 a sound optimisation.

Proof sketch. Because there is no branching, the second read appears in the event struc-
ture if and only if the first does too. Because there is no acquire action, no SC access, and
no access to its location, the second write can be deordered up to the first, and executed
with it. Therefore, adding the first read does not add any race, and any value the first
read can read, the second read can read too. O

8.9 Whole-program optimisations

Having global information about a program enables more aggressive optimisations, as
illustrated by the Java Causality Test 1 of Pugh [68] (see Page [78): Pugh justifies this
outcome:

“interthread compiler analysis could determine that x and y are always non-
negative, allowing simplification of r1 >= 0 to true, and allowing writey = 1
to be moved early.”

We can show that this kind of optimisation based on global value-range analysis is sound
in our memory model. For example, we can define a very coarse over-approximation of
the values that can arise in a program without arithmetic:

Definition 81. A program is arithmetic-free when all expressions are of the form v or r
(but not e + e’).

Definition 82. A value is ground when it is syntactically present in the source program,
or the initial value.

Theorem 9. If the whole program does not contain any arithmetic, for all value v2, and
for all ground value v1, v1 [cmp] v2, then changing C[if (el cmp v2) ssl else ss2] to
C[ss1] is a sound optimisation.

Proof sketch. The constraint ensures that the else branch only occurs below reads that

can be marked as dead by value-range speculation steps. The proof is along the lines of
that of Theorem 10 O

This works as a sanity check that the memory model abstracts enough over condi-
tionals. While it might seem self-evident, it is not true of hardware memory models (see
Section [2.5)), and the attempt of C/C++11 at abstracting over conditionals is part of the
reason it exhibits out-of-thin-air (as discussed Section [2.3.2).
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8.10 Testing: per-execution translation validation

The ultimate point of our relaxed semantics is to accommodate syntactic compiler opti-
misations: given a source program, it will be compiled using a range of syntactic compiler
optimisations, and the result executed in a relaxed hardware model; any behaviour of
that should be admitted by our source semantics.

To demonstrate concretely and constructively that the steps of our semantics capture
the behaviour that syntactic compiler optimisations introduce, we implemented three
standard syntactic optimisations for our language: the common subexpression elimination,
constant propagation, and dead code elimination passes of Appel [9] (modulo the caveats
in Section . We then instrumented these optimisation passes to record their effects, as
captured by the semantics in terms of merging, etc., as annotations in the optimised code.
For example, this compiler can perform the following standard common subexpression
elimination, eliminating the second read of y. In so doing, it records the fact that this is
modelled in our semantics by Read-after-Read (RaR) mergings of the events of the loads
(the details of this annotation are elided; they involve the events of the event structure of
the original program thread).

rl = load 1 (X); rl = load,(X);
if (rl == 0) if (rl == 0)

r2 = load i, (y) — r2 = load,,(y) RaR ...
else else

r2 = load 1, (y) r2 = load,,(y) RaR ...
r3 = load.4(y) r3 = r2 // optimised

We then developed an instrumented in-order thread semantics for such instrumented
code that, when executed, produces an execution of the original thread in our semantics
that has the same result. This thus justifies the correctness of the optimisation for the
particular execution in question. Continuing the example, running it on the trace “R, x 1;
Rixy 17 produces the trace (eliding details again) “R,,x 1; RaR merging ...; Ry 17.

We tested this optimising compiler on a series of small hand-written tests, including
some manually translated from examples of C program optimisations.

8.11 Related work

Sevéik [86, [74] investigates the soundness of optimisations in DRF-SC (this is discussed
further in Section . Seviik et al. [76] prove the correctness of a compiler for a C-like
language with TSO semantics to x86-TSO, and show the soundness of common compiler
optimisations in that setting, though only in forms that are sound thread-locally. Manson
et al. [49] show that some optimisations, including reorderings, are sound in the Java
Memory Model. However, Cenciarelli et al. [26] and Sevéik and Aspinall [75] show that
common subexpression elimination is not sound in Java, but is still performed by Java
compilers. Vafeiadis et al. [83] show that many source-to-source optimisations are not
valid in C/C++11, making it unsuitable to express phases of a compiler. Alglave et al. [5]
show that a class of non-relational analyses are sound in relaxed memory models respecting
some constraints. Vafeiadis and Zappa Nardelli [85] define two algorithms for removing
redundant fences on x86, and prove their correctness. Morisset and Zappa Nardelli [59]
define an algorithm for removing redundant fences on x86, ARM, and Power, integrate
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it in the LLVM backend, and prove its correctness. Many authors show soundness of
optimisations in their own memory model (see Chapter .

Morisset and Zappa Nardelli [58] found miscompilations (according to for C/C++11)
of concurrent programs by production compilers by comparing sequential memory access
traces in unoptimised and optimised programs.
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Chapter 9

Additional validation

In this chapter, we show that programs of three specific forms, for which there is a well-
established, expected behaviour, actually have that behaviour in our memory model.
The arithmetic-free fragment has the “no out-of-thin-air guarantee” of Sevéik [86], the
release/acquire fragment matches the strong release/acquire of Lahav et al. [43], and SC

fences restore sequential consistency. We also discuss the relation of our memory model
with C/C++11.

9.1 “No out-of-thin-air guarantee” for arithmetic-free
programs

Syntactically, an arithmetic-free program does not produce new (non-ground) values: they
are either hard-coded (ground), or passed around. An elementary sanity check, the “no
out-of-thin-air guarantee” of Seveik [86], is that such a program does not produce new
values semantically:

Theorem 10 (no out-of-thin-air guarantee). In arithmetic-free programs, all executed
reads read ground values (as per Definitions and .

We specify “executed”, as a read of a non-ground value can be merged into a read or
write of a non-ground value; however, neither will be part of the execution proper. In the
initial event structures, non-ground values appear in a very restricted way:

Lemma 7. In the initial event structure of a thread of an arithmetic-free program, all
writes of non-ground values are after a read of the same value.

Proof. By induction on the syntax. O

The threat is that excessive deordering, enabled by excessive speculation steps, would
allow a write to somehow escape. We show that “not too much” of the event structure can
be marked as dead by exhibiting a live path of arbitrary length to the first non-ground
executed write.

Definition 83. A set of events is live when there is an execution in which all the events
form part of events that are executed (as per Definition .

Lemma 8. In an arithmetic-free program, for every n, there is a live, ground path of
length n to one of the events that forms the earliest non-ground executed write in the
initial event structure of that write’s thread.
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Proof. By induction:

e For the base case, take the empty list. It is of length 0, is ground, live, and one of
the events that forms the write is after it (in fact, all are).

e For the induction step, assume we have a list of length n, of ground values, live, and
one of the events that forms the write is after it. Therefore, from Lemma [7] as the
path is ground, there has to be an event in between the path and the write.

— If the event is not a read, whether it is merged or executed in the execution
where the non-ground write is executed, add it to the list. Because the write
is executable, this event is executable too; in particular, if it is a lock or an
RMW, then it can be executed: otherwise, the write could not. The new list is
of length n + 1, ground (because the path is ground, and Lemma @, live, and
the event that forms the write is after it.

— If the event is a read:

x if it is merged in the execution where the non-ground write is executed,
then as the path is ground, it is ground too. Add this read event to the
list. The new list is of length n + 1, ground, and live.

x if it is not, then, as the path is live, one of the branches of the read can
be executed. Moreover, it has to be of a ground value. Therefore, at least
one of the ground reads cannot be dead. Therefore, by the condition of
the deordering rule, there has to be an event that forms the write after
that read event. Add this read event to the list. The new list is of length
n + 1, ground (we have just shown it), live, and the event that forms the
write that is after is after it (it might be a different one from the one from
the induction hypothesis, though). O

We can now prove Theorem [I0}

Proof. By contradiction. Assume a (non-speculated) read reads a non-ground value. The
storage subsystem ensures that that value must have been written, so a write of that value
must have been executed. Consider the first write of a non-ground value to be executed.
By Lemma [§], the write cannot be executed in a finite number of steps. O]

9.2 Strong release/acquire

The fragment of C/C-++11 restricted to release writes, acquire reads, sc_fences, and
RMWs, is simple (Lahav et al. [43] give it a simplified, operational description), usable (it
can be used to implement locks; strong program logics have been developed for it [82]),
and relatively cheaply implementable (using lwsync/isync pairs on Power).

Lahav et al. [43] show that it is possible to strengthen the C/C-++11 memory model
to make it “tight” for release/acquire: all behaviours of a release/acquire program in their
strengthened C/C-++11 memory model, SRA, are behaviours of its compilation according
to the standard compilation scheme to Power (as described in Section[7.2)) in the axiomatic
Power model of Alglave et al. [7]. Lahav et al. take advantage of this result to propose
an equivalent, but simpler operational model for the release/acquire fragment. Instead
of doing an indirect proof through the axiomatic model of Alglave et al., we can directly
show “tightness” of our model with the reference Power model of Sarkar et al.
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Theorem 11 (strong release/acquire). Let P be a program the memory accesses of which
are only release writes, acquire reads, RMWs, and sc_fences. Then all the behaviours of
P (in our semantics) are behaviours of its compilation to Power according to the standard
compilation scheme.

Proof sketch. Because all the memory actions are release writes, acquire reads, RMWs,
and sc_fences, merging is forbidden, and deordering is forbidden except for deordering an
acquire read with respect to a release write. However, this can be simulated by delaying
the propagation of the release write, that is, the lwsync and the write, in the storage
subsystem. n

This makes the GPS program logic of Turon et al. [82] sound for the release/acquire
fragment of our memory model.

9.3 Fences

Unlike in C/C++11 [83], adding sc_fences in between every two memory accesses does
restore sequential consistency:

Theorem 12. Let P be a program such that all its memory accesses are atomic, and
there is an sc_fence in between any two accesses in any path of the program. Then all of
the behaviours of P are sequentially consistent.

Proof. Because all accesses are atomic, there are no data races. The property then follows
from the treatment of sc_fences by the storage subsystem [I3], as they prevent any
deordering and merging in the thread subsystem. O]

9.4 Relation to C/C++11 (for programs with only re-
laxed accesses)

While, as C/C++11 is the state of the art in established memory models, it would be
interesting to show that our memory model is sound with respect to C/C++11, several
aspects of C/C++11 hinder this:

e the strange handling of races (explained below, in Section [9.4.1));

e the fact that that the memory model of C/C+-+11 cannot handle thread-local
sources of undefined behaviour [12], as described in Section [I1.2.4}

e the fact that the behaviour of SC accesses in C/C++11 is more restricted than the
behaviour of their expected compilation on Power and ARM [44], 47].

9.4.1 Race reconstruction

In C/C++11, surprisingly, the candidate execution corresponding to a racy execution
is not necessarily a consistent candidate execution. For example, the program below
contains a race between the read of x by the first thread, and the write to x by the second
thread:
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X =0
rl = load,;(x) H storey; (x,1)

However, the execution witnessing this race in the C/C++11 memory model is the one
where the read reads 0 from the initial state. The execution in which the race actually
happens, and for which our model flags the race, is the one where the read reads 1.
However, this execution is not consistent according to C/C-++11, because the read and
the write are not related by the C/C++11 happens-before relation.

0:W,,x0

asV ww
rf

1:R,ax1 +—— 2:W,,x1

This is arguably a design flaw of C/C++11 [83], [65]: the presence of races is determined
on consistent candidate executions, but the consistency predicate filters out the actual
execution exhibiting the race.

9.4.2 Value-range speculation in C/C+-+11

By considering executions individually, C/C+-+11 implicitly assumes that any value-range
speculation is valid. Considering an individual pre-execution corresponds, in our memory
model, to speculating that any execution other than the current one is impossible, without
checking, and only looking whether it is actually possible to read the predicted values. For
example, the configuration that corresponds to the pre-execution of LB-ctrldata+-ctrl-
single that exhibits the thin-air behaviour would correspond to an execution of our mem-
ory model where reading values other than 42 has (incorrectly) been speculated to be
impossible:

Terx X 0 R,,|X X 42

|

erx y 42

erx y 42

|

W,.|X x 42

9.4.3 Relating executions

Because of the issues above, we restrict our attention to programs where accesses are all
relaxed, and without thread-local sources of undefined behaviour.

Definition 84. A program is a relaxed-only program when its memory actions are only
relaxed accesses, and it is not of the form C[undef].

We can now show how to reconstruct a C/C+-+11 consistent execution from an exe-
cution of a relaxed-only program in our memory model. We proceed in two phases: first,
we reconstruct a pre-execution, and then an execution witness.

Pre-execution The whole-program induced configuration described in Section 4.3 cor-
responds to a pre-execution, up to the initial writes, which are implicit in our memory
model.
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Definition 85. The restriction of an event structure (F, <, ~,\) to a subset E’ of F is
(E'.<N(E' X E"),~N(E"x E),{(e,a) e X| e € E'}).

For a configuration, ~ is always empty, so we can define:

Definition 86. The restriction of an event structure (F, <, ~,\) to one of its configura-
tions C'is (C, <N (C x C),{(e,a) € A | e € C}).

Definition 87. The sb-projection of
e a per-thread pre-execution (FE, sb, dd, \) is (E, sb, \);
e a whole-program pre-execution (E, sb, dd, asw, \) is (E, sb, \);
e a candidate execution is that of its pre-execution.

Lemma 9. The restriction of the whole-program event structure of a program without
undef to any of its (whole-program) induced configurations is (up to graph isomorphism)
the sb-projection of a C/C++11 pre-execution of that program, without the initial writes.

Proof. By induction on the statements ss of the threads, for any p, p such that dom(u') =
dom(p) and V(r,v) € p. IN. (r, (v, N)) € 1/, any configuration of [ss], is the sb-projection
of “[ss], . O

Definition 88. The induced pre-execution of a whole-program configuration C' of a pro-
gram without undef P is the unique (up to graph isomorphism) pre-execution X of P
such that its sb-projection, without the initial writes is C'.

Execution witness
Definition 89. A trace t induces a partial execution witness W by induction on the trace:
e The empty trace induces the empty execution witness.

e When receiving a read request, this induces an ‘rf’ edge from the write that satisfies
it to the read being satisfied. The write can be an initial write.

e When a write reaches coherence, this induces an ‘mo’ edge, as per coherence.

e When executing a lock (a load-linked /store-conditional pair), this induces an ‘lo’
edge from the unlock (that the load-linked read from: the unlock is a write in the
storage subsystem) to the lock (which is a store-conditional in the storage subsys-
tem).

The functioning of the Power storage subsystem then enforce invariants about partial
execution witnesses:

Lemma 10. For any partial ezecution witness induced by a trace of a relaxed-only pro-
gram:

e [f(a,b) € rf, then a and b are at the same location.
e [f(a,b) € mo, then a and b are at the same location.

e If (a,b) € mo, then b is not an initial write.
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e If(a,b) € hb, and a is not an initial write, then (a,b) € sb™.
o If(a,b) € hb, and a and b are at the same location, then a is executed before b.

Proof sketch. For a relaxed-only program, hb is (sw U sb)™ which is (asw U sb)*, where
asw is the spawning of the threads. Lemma [2] can then be used to transfer the invariants
of the Power storage subsystem [72]. O

Definition 90. The restriction of a pre-execution (E, sb, dd, asw, \) to a subset E’ of E
is(E',sbN(E' x E'),ddN(E' x E'),asw N (E' x E'),{(e,a) € \| e € E'}).

Definition 91. The set of events of a partial execution witness (rf, mo, lo, sc) is
{e| 3. {(e,€),(e',e)} N (rf Umo Ulo U sc) # @}

Definition 92. The restriction of a pre-execution X to a (partial) execution witness W
is the restriction of X to the set of events of W.

Lemma 11. The partial execution witness of a trace of a relaxed-only program, together
with the restriction of the induced pre-execution to that partial execution witness, is a
consistent execution.

Proof sketch. We consider the conjuncts of the C/C+-+11 consistency predicate:

e assumptions: all relations have finite prefixes, as everything is finite; moreover, asw
is on different threads, as it is only from the initial writes (from thread 0) to actual
threads (as per Definition [16)).

e well formed_threads: C/C++11 bookkeeping.

e well formed rf: rf is a relation on the actions of the pre-execution at the same
location, where the source is a write and the target a read, and values match, and
the symmetric of rf is functional.

e [ocks only consistent locks, locks only consistent lo: bookkeeping for locks, which
we do not consider here.

e consistent mo: mo is a transitive, irreflexive relation on the actions of the pre-
execution such that two actions are related when they are different writes at the
same atomic location.

e sc accesses_consistent sc, sc_fenced sc_fences heeded: for SC accesses and fences,
which we do not consider here.

e consistent hb: the transitive closure of hb is irreflexive: here, hb is (swUsb)™, which
is (asw U sb)*, which is irreflexive by construction (in Definition [L6]).

e consistent rf:

— det read: a read has a read-from edge only if there is a write at the same
location that happens-before it: here, the initialisation write.

— consistent non_atomic rf : concerns NA accesses, which we do not consider
here.
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— consistent_atomic rf : Assume (w,r) € rf, r is atomic, and (r, w) € hb.
From (w,r) € rf, w and r are at the same location.
From (w,r) € rf, r is not an initial write. With (r,w) € hb, by Lemma[L0] we

have (r,w) € sb™.

With w and r being at the same location, by Lemma 2] we have that r is

executed before w.

Therefore,  cannot read from w, given that when r is executed, w has not yet

been executed.

— coherent_ memory use: By Lemma (10| a violation would imply a violation of
the corresponding coherence condition for the storage subsystem.

— rmw_atomicity: concerns RMWs, which we do not consider here.

— sc_accesses_sc_reads restricted: concerns SC accesses, which we do not consider

here.

® CIToTSs:

— unsequenced_races: concerns non-atomic accesses, which we do not consider

here.

— data _races: concerns non-atomic accesses, which we do not consider here.

— indeterminate reads: all reads have an rf edge.

— locks only bad mutezes: concerns locks, which we do not consider here. O]

This execution witness is partial, because it only concerns memory actions that are
issued to the storage subsystem. Merged memory actions have to be inserted back into
the execution witness. For example, if a Write after Write merging turns (~-) the event
structure fragment (in black) on the left to the one on the right, then the partial execution
witness (in colour) on the right can be completed (--+) into the one on the left:

yl rf
g

For Read after Read mergings, the merged inherits the reads-from of the read it is merged
into (With non-atomics, we could have an interposed WaR which would complicate the

issue):
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«

Q
rf rf l
NS ™~
of a:R, x1 ~ a:R x1
SN
b:Rycx1 B

B

For Read after Write, the read reads-from the write:

« o
aW, x1 ~ aW,x1
T
b:Ryx1 I}
B
For Overwritten Write Elimination:
« o
aW, x 1 b:W, i, x 2
M mo rf
l mo «—- / l \
b:W,, x 2 o4
AR
B

We express the completion in terms of mo; rather than mo (see Definition :

Definition 93. The completion of a partial execution witness (rf, moy, &, &) with respect
to a merging is defined by:

e if ¢; is RaR-merged into eq:
(rf U{(w,e1) | (w,eq) € rf}, moy, D, D)
e if ¢ is RaW-merged into eq:
(rf U{(eo, 1)}, mo1, @, @)
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o if ¢; is WaW-merged into ey:

rf \{(eo,r) € rf}) U{(er,r) | (eo,7) € 7fF,
mo1 \ {(eo, w) € mo1}) U {(eo,e1)} U{(e1,w) | (eo, w) € mo1},

)

o~~~

QR

o if ¢g is OWE-merged into e;:

rf’
(mo1 \ {(w,e1) € mor}) U{(eg,e1)} U{(w,ep) | (w,e1) € mor},
®7
(%)

e There is no case for WaR, because we do not consider non-atomic accesses.

The lo and sc components are empty because we do not consider locks and SC accesses.

We can then show that completion preserves consistency; however, the statement has
to take into account the fact that from the point of view of C/C++11, the original and
completed partial execution witnesses do not necessarily correspond to pre-executions of
the same program, and neither has to be a pre-execution of the program for which we are
constructing an execution witness:

Lemma 12. Given a set of events E, the completion of a partial execution witness with
set of events E with respect to a merging into events of E of a relaxed-only program which
is part of a consistent execution is part of a consistent execution.

Proof sketch. As for Lemma [11], we inspect the consistency predicate. The completions
all insert a memory action in sb, and therefore in hb. O

Theorem 13. Any (whole-program) induced configuration of a relaxed-only program is the
sb-projection of a C/C++11 consistent execution of that program (up to initial writes).

Proof sketch. Consider a trace of our memory model. The trace induces a pre-execution,
and a partial execution witness which form a consistent execution (but not necessarily of
that program). We then complete this partial execution witness with the mergings into
events of the partial execution witness, as per Definition 93] starting from the end of the
trace. By starting from the end of the end of the trace, we insert back the events that are
part of the execution. (A merging not into events of the partial execution witness would
introduce events that are not part of the execution. Conversely, the non-last merging
into events of the partial execution witness may refer to events that do not appear in
the partial execution yet, but would if more mergings were completed. For example if
¢ is merged into b, which is merged into a, completing the execution containing just a
with respect to the merging of ¢ into b will refer to b despite it not appearing in the
partial execution witness, and we would not be able to determine whether b belongs in
the execution or not.) The pair of that pre-execution and the completed partial execution
witness (which is not partial anymore) is a consistent execution of the program. ]
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9.5 Relation to strengthened C/C+-+11

We conjecture that the sb-projection of any consistent executions of the C/C+11 memory
model where consistency also requires that po U rf is acyclic is an induced configuration
in our memory model.
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Chapter 10

Limitations

While our memory model tackles many issues concerning the design of a memory model
for a programming language, we have still made some simplifying assumptions that would
have to be lifted to tackle a full-fledged programming language. In this chapter, we discuss
how these limitations could be lifted.

10.1 Finite value domain

Our memory model assumes that the domains of the variables are finite. This is not a lim-
itation for a programming language, but could be for reasoning. In fact, in programming
languages like C/C++11, data types are finite.

However, it is sometimes useful for reasoning to assume for example that int = Z.
In our memory model, this will make some steps inaccessible, requiring for example an
infinite number of mergings before a deordering can be performed. One possible way
to go around this limitation would be to allow (a finite number of) infinite families of
non-overlapping steps. This makes it possible to do, for example, a merging in an infinite
number of branches, without making memory actions “at infinity” (after a non-terminating
loop) accessible, which would be wrong.

10.2 Loops

Our memory model assumes there are no loops in the program. We believe that there is
no theoretical obstacle, as loops can simply be unfolded:

[while el do e2; ss], = [(if el then (e2; while el do e2)); ss],

However, taken literally, this definition would generate an event structure with an infinite
set of events. To keep the model executable, we would need to do this unfolding dy-
namically, on a per-need basis, which would obscure the semantics. We therefore did not
include loops in our calculus to keep the Lem formalisation straightforwardly executable.

10.3 Addresses and address dependencies

The language we consider enforces that all addresses are fixed upfront in the program,
and are not computed. This makes it impossible to express address dependencies. This
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was done to ensure straightforward executability of the memory model. However, this
restriction can be lifted by resolving addresses in the same way we resolve “normal” data.
This would match C/C++11, where there is only one relation, ‘dd’, that encompasses
both address and data dependencies.

10.4 Location typing

For simplicity, we assume a location typing: any location is used either for atomic accesses,
for nonatomic accesses, or for lock accesses. The formalised C/C++ memory model [15]
makes the same assumption.

However, this assumption is too restrictive in practice. It is a common idiom for a
thread to access a piece of data atomically in a portion of a program where it is shared,
and then nonatomically once it has ensured it is the only thread accessing the data, as
described for example by McKenney [52, Quick Quiz 4.15 answer, p. 356]. Moreover, to
be able to implement locks in the language, lock locations have to be accessible using
reads and writes.

To lift this restriction, the memory model would likely need to be extended with rules
about merging nonatomic and atomic accesses, which makes the detection of races more
complicated.

10.5 Read-modify-writes

Our read-modify-writes correspond to C/C++11 RMWs with an acquire/release success
memory order, and acquire failure memory order. This restriction is to keep the model
manageable. We do not know of any problems with other kinds, but have not worked out
the details.

10.6 Locks and divergence

Locks are implemented on hardware using loops around RMWs (which are themselves
implemented by load-link/store-conditional pairs on some RISC architectures), which can
spuriously fail (see Section|[7), and can therefore diverge (in fact, hardware typically does
not guarantee progress). However, to keep our formalisation straightforwardly executable,
locks feature an explicit failure state (like C/C++11) that somehow corresponds to the
lock guessing it will never succeed. An alternative would be to allow threads to get stuck
at locks.

10.7 Memory layout model

Our calculus features a single data type. Extending it with compound data types raises
the question of the layout of the memory [57]. Moreover, it opens up the possibility of
“mixed-size accesses™ accessing overlapping locations using accesses of different widths,
which interacts with concurrency, see Flur et al. [33].
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10.8 Unsequenced and indeterminately sequenced ac-
cesses

In our calculus, program order imposes a total order on the memory actions of a thread.
This order can then be weakened by deordering steps. However, in C/C+-+11, it is possible
to have unsequenced memory actions. For example, in

X + X

there is no order between the two NA reads. Moreover, it is also possible to have non-
determinism. For example, if we wrap a load of x in a function f, there in a non-
deterministic order between the two calls of f, and thus between the two NA reads;

int f(void) {
return Xx;

}

() + ()

While the latter could be dealt with by enumerating all the orders, and considering their
executions, the formalisation relies, for simplicity, on the fact that program order is a
total order.

These features would interact strangely with value-range speculation.

10.9 Sequencing of threads

A design choice in a memory model is whether it should be stable under sequencing of
threads (also called “linearisation”), that is, replacing two threads in the source program by
their concatenation. On the one hand, it is a reasonable thing for a programmer, and possi-
bly a compiler, to do, but on the other, it has surprising consequences. Vafeiadis et al. [83]
show that sequencing is unsound as a source-to-source transformation in C/C++11, and
propose changes to C/C++11 in which it is sound. The Causality Test Cases 19 and
20 of Pugh [68], discussed in Section , feature a join operator that has the effect of
sequencing threads, but not of synchronisation, so that writes from the later thread can
be executed before the earlier thread finishes executing. In our setting, sequencing of
threads is unsound, as illustrated by example Causality Test Case 19 (without the join
operator). However, if sequencing is deemed desirable, we could introduce a step match-
ing the effect of the join operator. The forbidden behaviour of Causality Test Case 5
discussed in Section [6.3] would also become allowed.

10.10 Optimising synchronising accesses

As explained in Section [8.1], value-range analysis makes seemingly benign optimisations
on synchronising accesses unsound. There is a tension between how much we want to
allow optimisations to take advantage of value-range analysis, and how much we want
compilers to be allowed to optimise synchronising accesses.

Bastien notes that although he is unaware of any compiler performing the optimisation,
it is being considered by compiler writers [10]. If compilers move towards a model where
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synchronising accesses are being optimised, one possible way to address it would be to
include merging rules for synchronising accesses, leaving fences where the access used
to be in the event structure. The situation is likely to be more intricate than for non-
synchronising accesses. Compromises might have to be made between which optimisations
are allowed, how much optimisation is allowed, and the simplicity of the model. However,
in the absence of ground truth to guide these choices, designing rules for this would be
challenging, and best done with input from compiler writers.

10.11 Monotonicity

A memory model is monotone (Vafeiadis et al. [83]) when strengthening memory accesses
(according to Definition does not introduce extra behaviour. This is a desirable prop-
erty, because it allows the programmer to be cautious and over-synchronise the program,
while only paying a penalty in execution time. However, because of value-range analysis,
our memory model is not monotone, as shown in Section

This could be addressed in several ways. A first, straightforward approach would be
to add a strengthening step to the semantics that changes the memory order of an event.
This would directly restore monotonicity, but does not address the underlying problem of
the interaction between merging and value-range speculation. Another approach would be
to address this problem by extending the merging rules to allow merging of synchronising
accesses, as discussed in the previous section.

10.12 The consume memory order

The heart of the RCU (read-copy update) synchronisation mechanism [52] is the preser-
vation by Power and ARM of address dependencies, including “artificial” address depen-
dencies, as illustrated by the Power MP+lwsync+addr litmus test:

X=y =0
storeqx(x,1); || rl = loadn(y);
store.1(y,1) r2 = load, i (x+(rl xor rl))

rl =1 A r2 = 0 forbidden on Power

PPC MP+lwsync+addr
{

0:r2=x; 0:rd=y;
l:r2=y; 1l:r5=x;

}
PO | P1 ;
1irl,1 | 1wz rl,0(r2) ;
stw r1,0(r2) | xor r3,rl,rl ;
lwsync | lwzx r4,r3,r5;
1i r3,1 | ;
I

stw r3,0(r4)

’

The actual address of the second read, x does not depend on the address of the first read
of y. However, Power respects the syntactic dependency, and ensures that the read of x is
executed after the read of y. This idiom is used pervasively throughout the Linux kernel,
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with more than 10000 instances [53]. To support it at the level of the programming
language, the consume memory order was introduced in C/C++11. However, because
requiring compilers to preserve source dependencies is problematic, consume has not been
actually implemented as desired yet. Instead, compilers implement it as the stronger
acquire [81]. Its formalisation in C/C++11 has proved to be unsatisfactory, and is
currently being revised [54] [55].

Our approach takes an approach incompatible with the consume memory order and
RCU by erasing syntactic dependencies during the construction of the event structure
(like compilers). It is not clear how these dependencies could be preserved. One approach
would be to label the causality edges of the event structure with additional information,
and to adapt the rest of the rules.

10.13 The SC memory order

Our treatment of SC accesses as their compilation to Power is very ad-hoc. While it makes
the leading-sync compilation scheme (as in Section , that is, with a sync before the
memory access) correct by construction, it is unclear whether the trailing-sync compilation
scheme (with a sync after the memory access) is correct.

10.14 Fences

Release and acquire fences could be supported by our model by adding two new memory
actions: a release fence would be treated thread-locally just like a release write, whereas an
acquire fence would be treated like (a single event of) an acquire read, with less deordering
allowed. Merging rules would have to be adapted.

10.15 ARM

When we started our work, the memory model of ARM had been the subject of less
attention than the Power and x86 memory models. While there were a number of litmus
tests where ARM did not match with Power, their status was unclear. A number of
changes took place during our work.

Non-multiple-copy-atomic ARM Flur et al. [32] developed a new, special-purpose
memory model for ARMv7 and v8 (as described in Section [2.5.2). This new memory
model allows the following litmus test, ARM-weak (related to the WWC+-datas litmus
test), to end with r2 = 2, despite this behaviour not being currently observable on any
ARM hardware (because all implementations are multi-copy-atomic):

X =y =0
rl = load i, (y); || r2 = load, i (x); || r3 = loadx(x);
store4(x,rl) storex(x,2) storeq i (y, r3)
r2=27

125



erx y 2 erx X2 erx X2

ldd y pol /f ldd

erx x2 erx x2 erx y 2

Test ARM-weak: Allowed on ARMv7

The justification in their memory model is as follows: with a storage subsystem as in
Figure , Thread 2 can issue the read (but not satisfy it yet, which is possible on ARM,
but not on Power, nor with our memory model) and the write, and make them both flow
down to the queue it shares with thread 3. Thread 3 can then execute its read of x, and
make it flow down the queue to meet the write of 2 to x to be satisfied, then write 3 to
y, and flow it all the way down to main memory, past the memory actions of thread 2 on
x. Thread 1 can then execute its read of y, and make it flow all the way down to main
memory to read 2, then execute its write of 2 to x, and make it flow all the way down to
main memory. Thread 2 can then flow its read of 2 to main memory, to read 2.

Multiple-copy-atomic-ARM ARM then retrospectively changed the definition of
ARMvVS (as described in Section , which is now required to be multi-copy-atomic,
forbidding this outcome. However, the effect issuing reads before determining their value
still leads to behaviour that is not allowed by the operational model of Power, for exam-
ple the MP+dmb.sy+fri-rfi-ctrlisb litmus test below, which is architecturally allowed and
observed on implementations (see Pulte et al. [69]):

erx x1 erx y 1

rf
dmb.syl / po
erx y 1 erx x2

rf
erx x2

ctrlisb
erx x0
Test MP+dmb.sy-+fri-rfi-ctrlisb: Allowed on ARMv7 and v8, and observed

Supporting ARM If we want to support the non-multiple-copy-atomic version of the
ARM architecture and the ARM-weak litmus test, our memory model could maybe be
adapted to use a variant of the POP storage subsystem of Flur et al., extended to support
a Power-like lwsync barrier. To support either version of ARM, there is a mismatch to
overcome: our memory model relies on being able to satisfy reads immediately, whereas
the ARM storage subsystem model enables reads to flow in the memory, and following
writes to execute before the read is satisfied. This could maybe be addressed by splitting
reads into two parts: a read issue event that does not fix a value, before a family of read
satisfy events in immediate conflict, with one for each value.
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Chapter 11

Related work

We discussed the C/C-++11, Java, and hardware (x86-TSO, Power, ARM) memory mod-
els in Chapter [2, and specific points in their respective chapters. In this chapter, we give
an overview of the other related work.

11.1 Out-of-thin-air

The following memory models attempt to address the out-of-thin-air problem.

Outlawing ghosts Boehm and Demsky [2I] consider a restriction of the C/C+-+11
memory model that forbids load-store reordering (see the “load buffering” litmus tests)
by requiring hb U rf to be acyclic. This forbids the relaxed outcome of LB (see Page [76))
which is architecturally allowed on Power and ARM, actually observed on some ARMv7
hardware, and enabled by compiler optimisations that reorder independent reads and
writes to different locations. Therefore, forbidding load-store reordering would require
introducing memory barriers when implementing relaxed accesses, and limiting compiler
optimisations. It is currently unclear whether the cost of this would be prohibitive.

Vafeiadis and Narayan [84] consider this strengthened memory model, and show the
soundness of a program logic with a non-trivial rule for relaxed reads.

OHMM The operational happens-before memory model of Zhang and Feng [91] is an
operational model that features a replay mechanism to account for the propagation of
writes at different times to different threads. While this mechanism works well on some
examples, it does not relate to operational intuitions of how hardware and compilers
operate. Moreover, according to the authors, it does not entirely forbid out-of-thin-air
behaviour [31].

Theory of memory models The “theory of memory models” of Saraswat et al. [70]
represents a program using a plain graph, where nodes represent symbolic memory actions,
the value of which is given by an expression over the input it gets from program-order-
predecessor memory actions, and edges represent (weakened, modified) program order.
Relaxed behaviour is introduced by steps that transform this graph by merging, splitting,
etc. Because of their representation of a program, they can only support a language
with very restricted control flow, where conditionals cannot contain arbitrary code. Our
approach lifts their restriction by using event structures, where conflict allows expressing
programs where there are incompatible memory actions.
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Generative operational semantics The “generative” operational semantics of Ja-
gadeesan et al. [40] uses speculation points to introduce relaxed behaviour. A speculation
point can be inserted at any point in the abstract syntax tree; the speculation point then
contains two copies of that part of the AST, the initial and the final, where the latter can
assume it has seen a sequence of writes. Other parts of the AST can then, under some
conditions, move in and out of the speculated part. In particular, writes that occur in
both the initial and the final parts of a speculation point can move out of the speculation
point. As they are proposing a replacement memory model for Java, they do not fea-
ture the release and acquire memory orders. They argue that some basic optimisations
are sound in their memory model. It is unknown whether their memory model can be
compiled using the expected compilation schemes.

Operational aspects The memory model of Podkopaev et al. [67] is similar to that
of Jagadeesan et al. The memory model of Podkopaev et al. is an operational model
in which relaxed behaviour is implemented by equipping each thread with an operations
buffer that has a nesting structure, and having each thread maintain a viewfront of which
writes it has seen. The operations buffer accounts for speculative executions, and the
viewfront for propagation effects. A write that occurs in both branches of an ‘if’ in an
operations buffer can be promoted out of the ‘if’, as the write occurs in all executions of
the ‘if’. One of the aims of their semantics is to be efficiently executable. It covers all the
C/C++11 access memory orders, but not all C/C++11 fences. It is unknown whether it
can be compiled using the expected compilation schemes.

Game model of Java The memory model of Jeffrey and Riely [41] revisits the approach
of the Java memory model. An execution is allowed when there is a sequence of partial
executions (that is, configurations of the event structure of the program, as in Section ,
starting from the empty partial execution, such that any adversarial completion of a
partial execution of the sequence justifies the next partial execution of the sequence.
Considering all completions of a partial execution, as opposed to the JMM considering a
single completion, ties in more closely with intuitions of how the hardware and compiler
optimisations operate. They show DRF-SC for their base model, and propose an extension
that supports reordering of reads.

Promising semantics The memory model of Kang et al. [42] is an operational model
in which threads can promise (issue early) writes as long as they can fulfil the promise
(actually issue the write) by continuing to execute in the current memory, without in-
teracting with other threads. When a thread takes a step, it needs to revalidate all its
promises by showing it can fulfil them in the new memory. This constrains the reads it
can do. This mechanism is reminiscent of our value-range speculation steps, but relies
on writes being always possible, rather than reads never being possible, and on thread-
local validity of the promise, rather than whole-program validity of the speculation in
our memory model. To ensure coherence, writes are timestamped, each thread keeps
a view of the latest timestamp it has seen for each location, and reads can only read
from writes at the same location with increasing timestamps. The focus of this memory
model is thread-local optimisations, and compatibility with the ARM architecture, so
they allow the unobserved but (at the time) architecturally allowed behaviour described
in Section that we forbid. The fulfilment of promises without interaction with other
threads means that many thread-local optimisations are sound by design. They also show
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the soundness of some basic reordering optimisations. It covers all the memory orders of
C/C++11, including fences, except SC. They show it can be compiled to x86 and Power
using the expected compilation schemes. Most of their results are mechanised. Podkopaev
et al. [66] show that it can be compiled to ARM using the expected compilation scheme.

11.2 Miscellaneous

The following memory models do not attempt to directly address the out-of-thin-air prob-
lem, but address related issues.

Sequential consistency Singh et al. and Marino et al. [78], 51| show that, surprisingly,
it is possible to adopt sequential consistency as a memory model, and yet incur only a
relatively small performance impact for many common workloads. By choosing to support
only SC, while they need to limit the usual hardware and compiler optimisations to remain
SC-preserving, they can implement unusual, aggressive optimisations. For example, they
restrict the optimisations of the LLVM compiler to be SC-preserving, but extend LLVM
with a speculative execution mechanism that, to preserve SC, relies on interference checks
enabled by additional instructions provided by their purpose-built SC hardware. However,
it is unclear what the effect of this approach would be on high-performance systems code;
moreover, mainstream hardware is not sequentially consistent.

Trace model of DRF-SC  Sevéik describes a trace-based memory model to show the
soundness of compiler optimisations in a DRF-SC setting. His memory model describes
the semantics of each thread as a set of memory-access-event traces, closed under primitive
semantic changes: reordering, elimination, and introduction of memory actions. Wild-
card traces, containing wildcard read events Rx*, are used to express independence of a
trace’s validity on the value that the wildcard reads might read; this captures some of the
intensional structure of each thread. Our event structure semantics captures more of that
structure, and one can see our previous work [12], §6| as intermediate between the two.

Theory of speculative computation Petri and Boudol [23] develop an operational
semantics with explicit speculation steps, where a thread is allowed to guess the value of
a read, to show the soundness of some speculation-based optimisations in a DRF memory
model.

Cooking the books Petri et al. [64] analyse the requirements for the implementation
of the Java memory model.

LLVM event structure model Chakraborty and Vafeiadis [27] develop a model of a
fragment of the concurrency behaviour of LLVM intermediate representation using event
structures. They do not cover relaxed accesses.

Plan B Demange et al. [29] propose Plan B, a memory model for Java, but one oriented
towards implementation above the relatively simple x86-TSO memory model, without
the load-store reordering of the Power and ARM architectures that (when combined with
compiler optimisations) makes the thin-air problem challenging.
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Hardware Hardware memory models (see Section [2.5]) are typically thin-air-free, as
hardware generally does not feature observable value speculation. However, they are not
sound with respect to common compiler optimisations (collapse of conditionals, CSE, and
SO on).

Instantaneous instruction execution models Zhang et al. [90] present a series of
hardware memory models frameworks based on operational semantics featuring various
buffers and timestamps, where the execution of individual instructions is atomic. They
are able to account for SC and TSO, as well as some less mainstream memory models, and
to approximate Power and ARM. Similarly to well-established hardware memory models,
they are not sound with respect to common compiler optimisations.

Denotational models of hardware Castellan [25, 24] proposes denotational models
of two hardware memory models: a toy architecture and TSO. For these architectures,
each thread can be represented by a maximally deordered event structure. The config-
urations of the synchronised product of the event structures of the thread with that of
the storage subsystem correspond to executions, in keeping with traditional semantics by
event structures.

Operational reformulation of C/C++11 Nienhuis et al. [62] present a provably
equivalent reformulation of C/C++11 with a more operational flavour. This allows them
to integrate their memory model with the thread semantics for C11 of Memarian et al. [57].
To exhibit relaxed C/C++11 behaviour, and in particular to allow out-of-thin-air, their
memory model includes symbolic steps, where a read can read a symbolic value, to be
determined later, possibly via a cyclic justification.
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Chapter 12

Conclusion

We have shown that it is possible to design a memory model for a programming lan-
guage that is weak enough to be sound with respect to hardware- and compiler-induced
behaviour, yet strong enough to be usable, and in particular excludes out-of-thin-air be-
haviour. We support this thesis with an operational semantics where

threads can take steps that abstract over hardware- and compiler-induced transfor-
mations:

— deordering a memory access with respect to independent program-order pre-
decessors;

— merging a memory access into redundant memory accesses;

— speculating that a certain read cannot read a certain value; and

threads communicate via a non-multiple-copy-atomic storage subsystem that pre-
serves coherence.

It is ugly, but it is better than the alternative: having to program against the details
of the hardware and the compiler.
We show that it meets some design goals:

from testing on classic out-of-thin-air tests, Java causality tests, etc., it seems ex-
tensionally good;

from inspection, it seems (relatively) intensionally good: it can be reasoned about
in the same way a compiler can be reasoned about, because it is built around the
same intuitions;

it can be compiled to x86-TSO using the “strong” compilation scheme, and to Power
using the expected compilation scheme;

a family of common compiler optimisations is sound, including some non-thread-
local optimisations; and

it exhibits the expected behaviour on some fragments where the expected behaviour
is clear: the release/acquire fragment behaves like its compilation to Power (strong
release/acquire), arithmetic-free programs do not exhibit out-of-thin-air behaviour,
SC fences restore sequential consistency, and all relaxed-only programs behave like
C/C-++11 relaxed-only programs (but not the other way around!).
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The main disadvantage is that because of the lack of monotonicity and of the value-
range speculation steps, it is difficult to reason about.
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