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Abstract: The IoT (Internet of Things) concept is being widely discussed as the major
approach towards the next industry revolution - Industry 4.0. As the value of data generated
in social networks has been increasingly recognised, the integration of Social Media and the
IoT is witnessed in areas such as product-design, traffic routing, etc.. However, its potential
in improving system-level performance in production plants has rarely been explored. This
paper discusses the feasibility of improving system-level performance in industrial production
plants by integrating social network into the IoT concept. We proposed the concept of SIoIT
(Social Internet of Industrial Things) which enables the cooperation between assets by sharing
status data and optimal operation and maintenance decision-making via analysis of these data.
We also identified the building blocks of SIoIT and characteristics of one of its important
components - Social Assets. Related existing work is studied and future work towards the actual
implementation of SIoIT is then discussed.
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1. INTRODUCTION

The importance of asset management has gradually been
recognised by the world of manufacturing. E↵ective asset
management is key to reducing the total cost of asset own-
ership while improving machine availability, guaranteeing
security, and increasing productivity.

Condition-based maintenance, as a major element in as-
set management, has gained popularity over traditional
corrective maintenance and preventative maintenance, es-
pecially for high-capital equipment. Despite its advan-
tage over conventional maintenance strategies, current
condition-based maintenance su↵ers from the following
drawbacks. First, the maintenance task is targeted at
individual assets, rather than the interconnected fleet of
assets utilised in manufacturing. The fact that many man-
ufacturers outsource the maintenance and management of
equipment to their respective OEMs (original equipment
manufacturer) is contradictory to the end-users’ predom-
inant goal – system-level performance optimisation. Since
no single organisation has total visibility over the entire
system, system-level optimisation can never be achieved.
Second, most maintenance policies are restricted solely to
the decision making of maintenance, without considering
the interaction between operation and maintenance strate-
gies, where by an appropriate operation action may have
a positive impact on maintenance plans (e.g., decreasing
the load for a downstream machine whose condition is
deteriorating, thus providing more time for maintenance
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preparations). Third, even if data is shared between dif-
ferent assets, there is still a great reliance upon human
experts to analyse the data, spot latent problems, and
propose solutions, in turn dragging down system efficiency.
However, a potential solution to these problems is likely to
emerge from current trends in technology advances. The
notion of SIoT (Social Internet of Things), which results
from integrating Social Media into the IoT (Internet of
Things), has been increasingly witnessed in application
areas such as product-design and traffic routing. It can
be reasonably considered as a tool of support for the
manufacturing world.

This work attempts to explore the possibility of applying
SIoT to industry to develop an industrial system perfor-
mance management infrastructure allowing for machine
data sharing and analytics to support asset and operations
management.

In section 2 a more detailed description of the emerging
trends of integrating the IoT and Social Media, as well
as its recent applications will be presented. Section 3 dis-
cusses possible applications of the IoT and Social Media in
industry, along with its potential advantages. The concepts
of SIoIT (Social Internet of Industrial Things) and Social
Assets are also presented in this section. Subsequently,
section 4 defines the characteristics of Social Assets, while
section 5 outlines the building blocks for SIoIT. A liter-
ature review of existing work is provided in Section 6,
followed by a discussion on future work in Section 7, and
a concluding section.
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Second, most maintenance policies are restricted solely to
the decision making of maintenance, without considering
the interaction between operation and maintenance strate-
gies, where by an appropriate operation action may have
a positive impact on maintenance plans (e.g., decreasing
the load for a downstream machine whose condition is
deteriorating, thus providing more time for maintenance
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preparations). Third, even if data is shared between dif-
ferent assets, there is still a great reliance upon human
experts to analyse the data, spot latent problems, and
propose solutions, in turn dragging down system efficiency.
However, a potential solution to these problems is likely to
emerge from current trends in technology advances. The
notion of SIoT (Social Internet of Things), which results
from integrating Social Media into the IoT (Internet of
Things), has been increasingly witnessed in application
areas such as product-design and traffic routing. It can
be reasonably considered as a tool of support for the
manufacturing world.

This work attempts to explore the possibility of applying
SIoT to industry to develop an industrial system perfor-
mance management infrastructure allowing for machine
data sharing and analytics to support asset and operations
management.

In section 2 a more detailed description of the emerging
trends of integrating the IoT and Social Media, as well
as its recent applications will be presented. Section 3 dis-
cusses possible applications of the IoT and Social Media in
industry, along with its potential advantages. The concepts
of SIoIT (Social Internet of Industrial Things) and Social
Assets are also presented in this section. Subsequently,
section 4 defines the characteristics of Social Assets, while
section 5 outlines the building blocks for SIoIT. A liter-
ature review of existing work is provided in Section 6,
followed by a discussion on future work in Section 7, and
a concluding section.
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2. SOCIAL MEDIA AND THE IOT

The term IoT was first coined in 1999 by The Auto-ID
Labs, within the context of supply chain management
enabled by RFID (radio-frequency identifications) technol-
ogy. However, its current definition has been extended to
include a dynamic global network infrastructure with self-
configuring capabilities, where physical and virtual things
have identities, physical attributes, and virtual personal-
ities, use intelligent interfaces, and are seamlessly inte-
grated into the information network (Kranenburg, 2006).
Vast amounts of data are generated and shared across the
IoT which with the support of Social Media, has been
widely used in the consumer world to benchmark and
optimise the product quality and customer experience. For
instance, companies like Garmin and Nike provide plat-
forms for consumers to share and compare exercise data
collected via GPS-enabled wristbands and smartphones.

The notion of incorporating social elements to the IoT has
been around for approximately a decade, leading to the
development of SIoT. One of the early ideas associated
with SIoT is “Blogject”, a neologism meaning “things
that blog”. An example was a flock of pigeons that were
equipped with telematics for wireless communication, a
GPS device for track tracing, and sensors to record the
content of air pollutants (Bleecker, 2006) . The potential
of combining social and technical networks has also been
tested on service provision to both human users and
technical systems. A use-case of a socio-technical network
– The Cognitive Office, was reported, where Twitter was
chosen as an example online social network for objects in a
smart office to post events from selected sensors and listen
for Tweets from other devices (Kranz et al., 2010). The
exploitation of SIoT can also be found in traffic routing
problems, such as opportunistic communication enabled
by social networks in dynamic traffic networks (Schurgot
et al., 2012).

3. SIOIT (SOCIAL INTERNET OF INDUSTRIAL
THINGS)

Modern industrial assets are equipped with an array
of sensors monitoring their condition and operational
status, generating large amounts of data. The rise of data
collection and analytics in SIoT has naturally progressed
to discussions in the context of industrial plants – SIoIT. In
SIoIT, intelligent machines with social properties, namely,
Social Assets, share status information and cooperate via a
social network to achieve a common goal - optimal system-
level performance.

Several scenarios can be envisioned where SIoIT is likely
to enhance system performance. With SIoIT, individual
machines can provide status updates to the social network,
thus sharing their condition and operation status with
other machines that subscribe to the network. Consider a
mining operation site that consists of a variety of capital-
intensive equipment (e.g., trucks, loaders, crushers, and
conveyors) manufactured by di↵erent companies but inter-
connected through a social network. A crusher can de-
crease its speed to reduce downstream loads, thus helping
the conveyor whose condition is excessively deteriorating
at the current loading level (alternatively, the crusher

can send a message to the human operator elaborating
the problem and suggesting a possible solution, such as
slowing the crusher down). In addition, assuming a truck
has experienced a sudden break-down because of gear
failure. This truck will be able to send a warning message
to another truck at a remote site with gears from the
same batch. Instead of passively waiting for instructions,
machines actually actively participate in the production
process.

The possibilities for machine learning and optimisation
are significant in a world where machines in factories all
over the world collect, update, and share status data via
a social network. SIoIT enhances industrial data analysis
and performance management at three levels – machine,
production plant, and network levels. At the machine
level, benchmarking data is available for manufacturers to
analyse machine reliability and associate the root causes of
di↵erences in performance. At the production plant level,
an overall visibility enabled by machines updating status
to the social network will help manufacturers spot bottle-
neck in the system. Thus, system-level optimal reliability,
productivity, and energy consumption can be achieved. In
addition, intelligent machines are equipped with the ability
to cooperate and learn from each other as a means to iden-
tify the best practice for problem solving. Understanding
what and how other machines are doing makes it possible
for machines to advise each other on collectively achieving
production goals, as well as adjusting its own behaviour for
a long-term optimal system cost-risk-performance balance.
At the highest level, the network level, with more data
generated and more machines taking part in the social
network, comprehensive predictive analytics and learning
will be realised, benefiting OEMs, designers, and service
providers. Moreover, with intelligent machines looking af-
ter the system and themselves, spotting latent risks and
executing solutions or suggesting solutions to human op-
erators, the efficiency of maintenance is greatly increased.

In the future world of manufacturing, intelligent machines
will communicate and cooperate with each other via a
social network to accomplish production tasks, which very
much resembles the human society.

4. CHARACTERISTICS OF SOCIAL ASSETS

The very first architectures of the IoT are based on the
success of RFID technology. While this approach is ideal
in tracking physical objects within a confined space, it
is insufficient for more flexible and complex scenario re-
quirements. This has led to an alternative architectural
model – a loosely coupled, decentralised system of Smart
Objects (Kosmatos et al., 2011). Smart Objects, which are
autonomous physical/digital objects augmented with sens-
ing, processing, and network capabilities, are categorised
into activity-aware, policy-aware, and process-aware ob-
jects, and are believed to be building blocks for the IoT
to cater functional needs (Kortuem et al., 2010). Simi-
larly, what it takes for objects to be ‘smart’ still applies
to the basic components for SIoIT in the manufacturing
domain (i.e., machines or assets). However, it requires an
additional requirement – apart from being ‘smart’, these
components also need to be ‘social’.
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Fig. 1. Fundamentals for Smart Assets and Social Assets

The fundamental properties that Smart Assets are sup-
posed to possess can be adapted from the five charac-
teristics of Smart Products/Objects proposed in the new
generation of object-centric industrial paradigm (Sánchez
López et al., 2012). Smart Assets are those that encompass
following properties

Identity - A unique identity is needed for the Smart Asset
to be tracked, recorded, and referred to in the system.
State awareness - Smart Assets should be able to sense
its own operating status and measure performance indexes,
such as vibration, temperature, and concentration of a
particular chemical element.
Communication - They should be capable of exchanging
information with other Smart Assets, OEMs, as well as
human operators.
Data management - It is necessary to classify and
store measurements possibly made by sensor transducers
associated with the assets, while removing some history
data, if appropriate.
Decision support - Smart Assets should have a decision
support mechanism to generate apt actions in response to
di↵erent situations that have arisen. Moreover, they should
be able to exhibit opportunistic, goal-directed behaviour
and act proactively.

In order for machines to cooperate, as a means to optimis-
ing system-level performance, two more requirements are
proposed to transform Smart Assets into Social Assets –
contextual awareness and cooperation initiatives, as shown
in Fig. 1.

Contextual awareness - A piece of asset with contextual
awareness not only investigates its own status, but also
perceives its environment, in which they are situated and
which may be the physical world, a user, a collection of
other assets, or the Internet (Fortino et al., 2012). They
should have an understanding of the consequence of any
action it takes that might cause changes to the surround-
ings. Contextual perception implies understanding of a
problem domain much broader than a single asset could
comprehend, thus enabling the asset to act more wisely.
Cooperation initiatives - Planting cooperation initia-
tives into assets is considered necessary in manufacturing
systems for two reasons. First, the local goals of a single
asset are very likely to be contradictory to the goal of a
plant manager or another asset (e.g., two machines push
production tasks to each other so as to avoid deteriora-

tion and wear and tear while the plant manager wants
maximum productivity). If assets are open for coopera-
tion, these conflicts can be resolved through exchange of
knowledge, negotiation between machines, and collective
decision making. Second, just as humans help and give ad-
vice to each other, through cooperation initiatives, assets
will be inclined to recommend each other the best possible
action path to take for the asset itself, as well as for the
overall improvement of system-level performance.

5. BUILDING BLOCKS FOR SIOIT

While Social Assets act as the main building block, other
components should also be added during the actual im-
plementation of SIoIT. The building components of SIoIT
and their function blocks are shown in Fig. 2. A detailed
description is given as follows:

Social Assets - A software agent is assigned to each
asset, augmenting it with intelligent and social behaviours.
These assets should be actively engaged throughout the
production process. Specifically, Social Assets should be
able to carry out:
(1) self-monitoring, diagnostics, and prognostics: machine
performance data obtained by sensors should be collected
and analysed by the machine, in order to evaluate current
status, spot potential failure, and predict future status;
(2) relationship analysis: by analysing data, consulting
experts, and other possible means, Social Assets should
find the relationship between a single asset and the per-
formance of other assets as well as the whole system;
(3) selection of data of interest: selecting and posting
relevant data on the social network, as well as subscribing
itself to data that may be of self-interest.

Social network platform - A social platform is where
the actual social behaviours of assets occur. It should be
equipped with necessary hardware and software to func-
tion as a channel for:
(1) general communication: allowing machines to post
their RUL, operation data, and events planned (e.g., pro-
duction tasks and maintenance tasks). It should also en-
able the subscription of an individual asset to information
that is of its own interest. M2M (machine-to-machine)
communication, whereby machines seek help from and give
advisory to each other, should be realised on the platform;
(2) resource administration: in charge of documenting the
information of any asset that has joined or left the social
network, including its unique identification, subscription
status, and functions, thus providing a directory service;
(3) data storage and management: storing data that has
been shared on the platform in an efficient manner, and
deleting data which is out of date or of no value;
(4) negotiation: providing a mechanism for negotiation
between machines to resolve conflicts and reach common
goals.

Protocols and ontologies - Protocols are needed to
guarantee a unified data transport format while ontolo-
gies provide a mutually understandable communication
context, allowing all participants in the conversation to
perceive the shared information in the same way. The
contents of this building block includes the following:
(1) domain-specific ontologies: since the context of the
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action path to take for the asset itself, as well as for the
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While Social Assets act as the main building block, other
components should also be added during the actual im-
plementation of SIoIT. The building components of SIoIT
and their function blocks are shown in Fig. 2. A detailed
description is given as follows:

Social Assets - A software agent is assigned to each
asset, augmenting it with intelligent and social behaviours.
These assets should be actively engaged throughout the
production process. Specifically, Social Assets should be
able to carry out:
(1) self-monitoring, diagnostics, and prognostics: machine
performance data obtained by sensors should be collected
and analysed by the machine, in order to evaluate current
status, spot potential failure, and predict future status;
(2) relationship analysis: by analysing data, consulting
experts, and other possible means, Social Assets should
find the relationship between a single asset and the per-
formance of other assets as well as the whole system;
(3) selection of data of interest: selecting and posting
relevant data on the social network, as well as subscribing
itself to data that may be of self-interest.

Social network platform - A social platform is where
the actual social behaviours of assets occur. It should be
equipped with necessary hardware and software to func-
tion as a channel for:
(1) general communication: allowing machines to post
their RUL, operation data, and events planned (e.g., pro-
duction tasks and maintenance tasks). It should also en-
able the subscription of an individual asset to information
that is of its own interest. M2M (machine-to-machine)
communication, whereby machines seek help from and give
advisory to each other, should be realised on the platform;
(2) resource administration: in charge of documenting the
information of any asset that has joined or left the social
network, including its unique identification, subscription
status, and functions, thus providing a directory service;
(3) data storage and management: storing data that has
been shared on the platform in an efficient manner, and
deleting data which is out of date or of no value;
(4) negotiation: providing a mechanism for negotiation
between machines to resolve conflicts and reach common
goals.

Protocols and ontologies - Protocols are needed to
guarantee a unified data transport format while ontolo-
gies provide a mutually understandable communication
context, allowing all participants in the conversation to
perceive the shared information in the same way. The
contents of this building block includes the following:
(1) domain-specific ontologies: since the context of the
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Fig. 2. SIoIT building blocks, their functional features, and
the mapping between existing research and technolo-
gies

proposed SIoIT is industrial plants, the ontologies include
formal naming and definition of the types, properties, and
interrelationships of the entities that fundamentally exist
for the production and maintenance domain;
(2) communication protocols: the protocols are dedicated
to information exchange between assets as well as di↵erent
layers of the SIoIT architecture.

Interface - An interface is needed for data sharing with
other ERP systems, and human operators. Among aspects
that should be taken into consideration are:
(1) interaction with humans: although under the most
ideal situation, assets process data, make decisions, and
take actions on their own, an interface should still exist
for information exchange and interaction between the ma-
chines and human operators, such as receiving parameter
inputs, getting commands, sending alert messages, and
suggesting actions;
(2) connection to other ERP systems: as the job shop
where all machines reside is not independent of other
resources of an enterprise, it is necessary to have informa-
tion exchange with other ERP systems regarding service,
finance, and logistics;

Decision-making support - A series of decision-making
support functions as listed below should be available for
the purpose of system-level performance optimisation.
However, it still remains to be explored whether the
function should reside in individual assets, at a supervi-
sory level, in a hybrid combining these two, or through
other manners. These decision-making support functions
include:
(1) performance monitoring: Production data (e.g., ma-
chining status, product information, and maintenance
schedules), is made available by the social platform and
can be used by the performance monitor to assess individ-
ual asset performance and system performance. Through
data analytics, the performance monitor will attempt to
identify the bottleneck of the manufacturing plant. At a
higher level, with information obtained by connecting with
services, logistics, financials, and other relevant data base
of the organisation, potential risks to the organisation’s
objectives can be identified;
(2) performance optimisation: The purpose of the per-
formance optimiser is to generate action plans regarding
maintenance and operation that will potentially bring

better system-level performance based on data analytics
results provided by the performance monitor. The conse-
quent system management plans are then passed on to the
performance manager for further consideration;
(3) performance management: The major function of per-
formance management is to select the best system manage-
ment plan proposed by the performance optimiser based
on a variety of criteria. The chosen plan will be posted
on the social network platform, which will then be imple-
mented by machines who have subscribed to this thread
of message, and are concerned in the optimised system
management plan.

6. STATE OF THE ART

A significant amount of research has been conducted on
both the technical and modelling aspects of what forms a
SIoIT, some of which will be reviewed in this section.

With RFID technology as a major breakthrough for au-
tomatic identification, it has become feasible to assign a
unique ID, residing in a tag to every object, while keeping
track of it. Additional data such as manufacturer, product
type, and delivery date can also be incorporated in the
tag (Want, 2006). Although RFID systems track objects
in real-time, allowing for mapping of the the real world
into the virtual world, its capacities in providing the con-
tinuously changing condition information of the objects
are very limited.

At the same time, sensor technologies have emerged to
remove the limitation of RFID. As sensor technology be-
comes cheaper and more mature, most new generation ma-
chines are equipped with sensors as part of its embedded
control/computing systems, enhancing its ability to sense
the real-world condition. Research aiming at seamlessly in-
tegrating sensor nodes into the Internet has led to the area
of WSN (Wireless Sensor Networks), which has realised
real-time information exchange between machines and
other entities on the Internet. The integration of passive
RFID tags and sensing technologies has made possible an
energy-efficient and passively-powered sensing platform for
condition monitoring and data collection (Sample et al.,
2007).

As RFID and WSN for objects tracking and communica-
tion, research e↵orts have also been dedicated to develop-
ing an overall architecture linking the physical objects to
the digital domain to manage their information, communi-
cation, relationships, and functions - middleware technolo-
gies, or SOA (service-oriented architecture). Middleware is
a software layer or a set of sub-layers interposed between
the technological and the application levels, which simpli-
fies the development of new services and the integration
of legacy technologies into the new ones. IoT architectures
that utilise SOA have been intensively studied in recent
years. For instance, a generic architecture for IoT with
five layers (perception, network, middleware, application,
and business layers) was proposed (Khan et al., 2012). In
addition, a gateway centric IoT architecture was developed
to enable real-time interaction between mobile clients and
smart objects through a wireless gateway (Datta et al.,
2014).
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Another branch of research has been dedicated to com-
munication standards and protocols for information ex-
change between Smart Objects, as well as di↵erent layers
of the IoT architecture. The IPSO (IP for Smart Objects)
Alliance was formed in 2008 to promote the use of IP
(Internet Protocol) in the IoT on the grounds that IP has
all the properties needed for the IoT (Dunkels, 2008). A
modified version of IPv6 called 6LoWPAN intended for
low-power embedded devices has been designed (Mulligan,
2007). Internet ? takes a similar view and simplified the
current IP to adapt it to make objects visible and tractable
anywhere at any time (Gershenfeld et al., 2004).

Apart from work on communication protocols, research
has also been dedicated to the development of domain-
specific ontologies which provide context awareness to any
participant involved in the information exchange process.
Vermaak and Kinyua (2007) developed an ontology us-
ing OWL 1 (Ontology Web Language) for a component-
handling platform. An application-specific ontology has
been generated using Protégé semantic editor 2 for the
wood processing factory as part of the knowledge base for
an agent-based decision support system(Elghoneimy and
Gruver, 2012).

Ubiquitous computing has been a popular trend for over
a decade. Its underlying technology, embedding micropro-
cessors in everyday objects, meets the hardware require-
ments where objects can be augmented with intelligence
in the IoT sense. Moreover, the MAS (multi-agent system)
approach has proved to be an appropriate software engi-
neering paradigm for Smart Objects. The characteristics of
software agents fit perfectly into the description of a Smart
Object, including (Wooldridge and Jennings, 1995):

Autonomy - Agents should have a degree of control
over themselves without direct interventions of superior
entities.
Social Ability - Agents should have interactions with
other agents and humans to perform their tasks or o↵er
help, as necessary.
Responsiveness - Agents should be able to perceive the
environment in which they are situated , while responding
promptly to condition changes.
Proactiveness - Instead of only responding to the en-
vironment, agents should exhibit goal-directed behaviour
and take initiatives when needed.

MAS application can be found in fields such as trans-
portation, logistics, and graphics. Here, a brief review of
the implementation of MAS in maintenance and produc-
tion control is given. Ghonaim et al. (2011) proposed an
agent model that blends flexible manufacturing with dis-
tributed intelligence in the form of smart tag and resource
agents. JADE (Java Agent Development Environment)
was utilised as host for the smart controller layer. Bouzidi-
Hassini and Benbouzid-Sitayeb (2013) has formulated a
joint production and maintenance scheduling MAS model
that takes into accounts for human resource availability.
A MAS-based model for Intelligent Control-Maintenance-
Management System (ICMMS) was developed in order
to realise the integration of control, maintenance, and
technical management of production process automation

1
http://www.w3.org/TR/owl-ref/

2
http://protege.stanford.edu

system (Fu et al., 2004). The negotiation between agents
has mostly been achieved through CNP (Contract Net
Protocol) (Smith, 1980) or the variations of it.

There is also a significant amount of work devoted to the
condition-based maintenance of a single asset. Liang and
Parlikad (2015) proposed a mathematical condition-based
maintenance model for complex industrial assets with ac-
celerated deterioration caused by fault propogation. Wu
et al. (2007) developed a decision support system for
predictive maintenance of rotational equipment by using
neural network in the modelling. Djurdjanovic et al. (2003)
developed an infotronics-based prognostic prognostics tool
called the Watchdog Agent for product performance degra-
dation assessment and prediction, capable of recognising
faults by memorising significant signature patterns.

7. FUTURE WORK

While the underlying technologies of integrating social
networks into the IoT are mostly in place, several aspects
are still left for exploration to enable SIoT to improve
system performance.

As discussed in the previous section, the hardware and
software for knowledge and information sharing within
a network has both been intensively studied. However,
there remains a lack of research on linking the perfor-
mance of a single machine to the performance of other
machines, as well as the whole system. Moreover, there is
no specification on what data assets should share with the
social network or what contents assets should subscribe
to. In other words, the problem of how to define useful
information for production systems and single assets still
remains unsolved. Additionally, while protocols exist for
information sharing across a network, specific require-
ments for definition of contents used for status sharing
between machines may rise in the manufacturing domain,
in turn leading to the need for a di↵erent ontology.

Apart from the aforementioned technical challenges, little
or no research e↵orts have been devoted to developing a
decision support system, which explores machine status
data shared on a social network platform for the purpose of
system-level performance optimisation. Specifically, while
machine data obtained from sensors have been broadly
used to analyse single machine behaviour, models for learn-
ing system behaviour from the share data is generally lack-
ing. In addition, no attempt has been made to attain better
system performance via appropriate operation strategies
(e.g., where a machine with better condition shares the
load of a deteriorating machine). One last aspect that
requires more research e↵orts is maintenance plans. As
the system state is continuously evolving, an approach
is needed to dynamically generate optimal maintenance
plans, taking into consideration both individual asset con-
dition and system service level requirements.

Future research direction should work towards: (1) design-
ing and implementing the system architecture for SIoIT
supporting the vision of cooperating machines based on
use-cases in industry; (2) developing a performance man-
agement system that enables analysis of data shared by
assets through the social network platform to support
optimal operation and maintenance decision-making.
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celerated deterioration caused by fault propogation. Wu
et al. (2007) developed a decision support system for
predictive maintenance of rotational equipment by using
neural network in the modelling. Djurdjanovic et al. (2003)
developed an infotronics-based prognostic prognostics tool
called the Watchdog Agent for product performance degra-
dation assessment and prediction, capable of recognising
faults by memorising significant signature patterns.

7. FUTURE WORK

While the underlying technologies of integrating social
networks into the IoT are mostly in place, several aspects
are still left for exploration to enable SIoT to improve
system performance.

As discussed in the previous section, the hardware and
software for knowledge and information sharing within
a network has both been intensively studied. However,
there remains a lack of research on linking the perfor-
mance of a single machine to the performance of other
machines, as well as the whole system. Moreover, there is
no specification on what data assets should share with the
social network or what contents assets should subscribe
to. In other words, the problem of how to define useful
information for production systems and single assets still
remains unsolved. Additionally, while protocols exist for
information sharing across a network, specific require-
ments for definition of contents used for status sharing
between machines may rise in the manufacturing domain,
in turn leading to the need for a di↵erent ontology.

Apart from the aforementioned technical challenges, little
or no research e↵orts have been devoted to developing a
decision support system, which explores machine status
data shared on a social network platform for the purpose of
system-level performance optimisation. Specifically, while
machine data obtained from sensors have been broadly
used to analyse single machine behaviour, models for learn-
ing system behaviour from the share data is generally lack-
ing. In addition, no attempt has been made to attain better
system performance via appropriate operation strategies
(e.g., where a machine with better condition shares the
load of a deteriorating machine). One last aspect that
requires more research e↵orts is maintenance plans. As
the system state is continuously evolving, an approach
is needed to dynamically generate optimal maintenance
plans, taking into consideration both individual asset con-
dition and system service level requirements.

Future research direction should work towards: (1) design-
ing and implementing the system architecture for SIoIT
supporting the vision of cooperating machines based on
use-cases in industry; (2) developing a performance man-
agement system that enables analysis of data shared by
assets through the social network platform to support
optimal operation and maintenance decision-making.
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8. CONCLUSION

The paper discussed the feasibility of improving system-
level performance in industrial plants by integrating So-
cial Media into the IoT. The concept of a performance
management system called SIoIT was proposed, enabling
cooperation between assets by sharing status data, as well
as optimal operation and maintenance decision-making
via data analysis. A brief literature review regarding the
IoT, multi-agent systems, and condition-based mainte-
nance was provided to help spot research gaps between
state of the art and the realisation of SIoIT. It has been
identified that the focus of any future work should focus
on designing and implementing a system architecture for
SIoIT, based on use-cases in industry and the development
of a performance management system with decision sup-
port functions.
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