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Decentralised computer systems

Mansoor Anwar Ahmed

Summary

The architecture of the Web was designed to enable decentralised exchange of in-
formation. Early architects envisioned an egalitarian yet organic society thriving in
cyberspace. The reality of the Web today, unfortunately, does not bear out these vi-
sions: information networks have repeatedly shown a tendency towards consolidation
and centralisation with the current Web split between a handful of large corporations.

The advent of Bitcoin and successor blockchain networks re-ignited interest in de-
veloping alternatives to the centralised Web and paving a way back to the earlier archi-
tectural visions for the Web. This has led to immense hype around these technologies
with the cryptocurrency market valued at several hundred billions of dollars at the time
of writing. With great hype, apparently, come great scams. I start off by analysing the
use of Bitcoin as an enabler for crime and then present both technical solutions as well
as policy recommendations to mitigate the harm these crimes cause.

These policy recommendations then lead us on to look more closely at cryptocur-
rency’s tamer cousin: permissioned blockchains. These systems, while less revolutionary
in their premise, nevertheless aim to provide sweeping improvements in the efficiency
and transparency of existing enterprise systems. To see whether they work in practice,
I present the results of my work in delivering a production permissioned blockchain sys-
tem to real users. This involves comparing several permissioned blockchain systems,
exploring their deficiencies and developing solutions for the most egregious of those.

Lastly, I do a deep dive into one of the most persistent technical issues with permis-
sioned blockchains, and decentralised networks in general: the lack of scalability in their
consensus mechanisms. I present two novel consensus algorithms that aim to improve
upon the state of the art in several ways. The first is designed to enable existing per-
missioned blockchain networks to scale to thousands of nodes. The second presents an
entirely new way of building decentralised consensus systems utilising a trie-based data

structure at its core as opposed to the usual linear ledgers used in current systems.



“The roots below the earth claim no rewards for making the branches fruitful.”

—Rabindranath Tagore, Stray Birds
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“Isn’t it nice to think that tomorrow is a new day with

no mistakes in it yet?”

—Lucy Maud Montgomery, Anne of Green Gables

Preface

“Decentralised by design” has been a guiding principle for the design of numerous popular
systems. FreeNet, BitTorrent and, indeed, the World Wide Web were all designed to
enable the formation of a federated network of collaborating parties.

Yet, despite these efforts, it appears that centralised systems have won decisively.
The vast majority of Internet traffic flows through a select few data centres. For a
substantial part of humanity, their entire computing experience comprises of centralised
services hosted by technology giants with market caps larger than most countries’ GDPs.

The advent of Bitcoin in 2008 with its demonstrated ability to create a trustworthy
system out of strangers on the Internet led some to think of Bitcoin and subsequent
blockchain systems as a viable means to re-decentralise the Web. We will consider both
the visions of the early architects of the Web as well as the hope for blockchain systems
in chapter 2 which sets the context for my research.

A lot has changed in Bitcoin-land since 2008, however. Bitcoin has gone from being
a cypherpunk hobby to a mainstream investment avenue with the network valued at
several hundred billion dollars. This has also led to a creeping centralisation: the entire
network is in practice run by a handful of so-called mining pools. Moreover, the killer app
for Bitcoin seems not to be as a legitimate currency but rather speculative investment
and money laundering. We look at the current state of the Bitcoin world and analyse the
key properties of Bitcoin that enable some forms of crime in chapter 3. Then, we turn to
legal precedent to find a way to rein in the harm caused by these Bitcoin-enabled crimes.
We propose and build a system for tracing stolen and otherwise “tainted” bitcoins in a
way that is compatible with the Common Law.

The publication of this system got us in touch with victims of said crimes and, in
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turn, with regulators seeking to control the damage. This sets the stage for a discussion
about the interplay between existing legal systems and cryptocurrency networks. We
present several recommendations for regulators, including the suggestion that the true
potential of blockchain networks may lie not in cryptocurrencies but rather in permis-
sioned blockchains.

After that glimpse into the hypothetical, we turn our attention to real-world engi-
neering when we talk about permissioned blockchains in chapter 4. To look past the
immense hype around the potential of these technologies and understand the realities
of using them, I pursued an industrial collaboration to develop a production permis-
sioned blockchain system. I present the lessons learned during the process here. This
includes a survey of existing permissioned blockchain frameworks with an analysis of
their deficiencies.

I then highlight difficulties I've faced when working with permissioned blockchains
in a real deployment. This leads to a couple of novel techniques that mitigate storage
requirements of blockchains and help with compliance with laws such as GDPR that
require redaction of data. The most pernicious problem of all in my experience is the

limited scalability of the consensus algorithms used in existing frameworks.

I discuss these consensus algorithms in chapter 5 and present Robust Round Robin,
a novel blockchain consensus algorithm that works well in both permissioned and per-
missionless settings and aims to achieve better scalability (in terms of both network size
and throughput) than currently deployed permissioned systems.

However, pursuing scalability further, I realised that the core limitation to building
large networks is the nature of the blockchain itself. Transmitting all data to all the
nodes is inefficient and introduces inescapable latency. So, in chapter 6, I present Cam-
bium, a consensus algorithm based not on a blockchain but upon a novel trie-based data
structure. It promises even better scalability characteristics compared to Robust Round
Robin though its transaction payload is less functional than a traditional blockchain

transaction.

Finally, in chapter 7, I summarise the contributions presented in the thesis.

1.1 Declaration

This thesis is the result of my own work and includes nothing which is the outcome of
work done in collaboration except as declared in the preface and specified in the text.
It is not substantially the same as any work that has already been submitted before
for any degree or other qualification except as declared in the preface and specified in
the text.
It does not exceed the prescribed word limit for the Computer Science Degree Com-

mittee.
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1.2 Contributions

During the course of this PhD, I was able to work on the following projects. I state my

exact contribution to an individual project if its contents are used in this thesis.

1.2.1 Textbook

I was approached by publishers after my talk at the Open Source Summit Europe (§ 1.2.5)

to see if there was a market for a textbook in the domain of permissioned blockchains. I

believed there was and wrote a proposal which was reviewed by 16 anonymous reviewers.

Decentralised Enterprise Applications using DLTs (working title) is the result of two

years of work that followed. Introductory portions of the textbook are used in chapter 4.
The textbook is scheduled to be out in mid-2021.

1.2.2 Academic papers

1.

Making Bitcoin Legal, Ross Anderson, Ilia Shumailov and Mansoor Ahmed,
Security Protocols Workshop (SPW) 2018 [17]

. Bitcoin Redux, Ross Anderson, Ilia Shumailov, Mansoor Ahmed and Alessandro

Rietmann, Workshop on Economics of Information Security (WEIS) 2018 [19]

. Tendrils of Crime: Visualizing the Diffusion of Stolen Bitcoins, Man-

soor Ahmed, Ross Anderson and Ilia Shumailov, Graphical Models For Security
(GraMSec) at the Federated Logic Conference (FLoC) 2018 [2]

. Snitches Get Stitches: On the Difficulty of Whistleblowing, Mansoor

Ahmed-Rengers', Ross Anderson, Darija Halatova and Ilia Shumailov, Security
Protocols Workshop (SPW) 2019 (Best Presentation Award) [8]

. Short Term Firm-Specific Stock Forecasting with BDI Framework, Man-

soor Ahmed-Rengers, Sanjay Singh and Anirudh Sriram, Journal of Computational
Economics 2019 [3]

. FrameProv: Towards End-to-End Video Provenance, Mansoor Ahmed-

Rengers, New Security Paradigms Workshop (NSPW) 2019 [5]

. Don’t Mine, Wait in Line: Fair and Efficient Blockchain Consensus with

Robust Round Robin, Mansoor Ahmed-Rengers and Kari Kostiainen, preparing

for submission [9]

. Cambium: Growing Consensus Logarithmically, Mansoor Ahmed-Rengers

and D. R. Toliver, preparing for submission

Since August 2019, I've used Mansoor Ahmed-Rengers as my name professionally. Unfortunately,
antiquated bureaucratic traditions force me to use Mansoor Ahmed in certain settings, which is why
some of my publications have a different name (including this thesis).
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9. Towards Integrity Checks in the Smart Home with Physical Home En-
dorsers, Kaushal Kafle, Kirti Jagtap, Mansoor Ahmed-Rengers, Adwait Nadkarni,

and Trent Jaeger, under review

10. CoverDrop: Whistleblowing in a Listening World, Mansoor Ahmed-Rengers,
Diana Vasile, Daniel Hugenroth, Alastair Beresford and Ross Anderson, under re-

view

11. Democracy on the Margins of the Market: A Critical Look Into the Pri-
vatisation of Cyber Norm Formation, Emma Ahmed-Rengers and Mansoor
Ahmed-Rengers, The Hague Program for Cyber Norms, The Hague, 2020 [4]

Of the above, papers 1, 2 and 3 form the basis for chapter 3. The contributions for
those papers were as follows: Ross Anderson came up with the initial idea of applying
the nemo dat principle to cryptocurrencies and took the lead on the first two papers.
Ilia Shumailov wrote the Rust parser used in papers 1 and 2; he also played a crucial
role in our discussions that led to paper 3 and contributed to the writing of papers 1 and
2. T wrote the visualisation tool which forms the core of paper 3, did the legal analysis
of the EU’s directives which formed two sections in paper 2 and provided the technical
expertise for applying the legal principles to both Bitcoin and Ethereum used in all three
papers. Lastly, I took the lead on paper 3 and its presentation at FLoC.

Papers 7 and 8 form the basis for chapters 5 and 6. Both the protocols were designed
collaboratively. The protocol presented in paper 7 was initiated by me and then was
designed over several meetings with Kari Kostiainen. Kari also contributed three sections
in the paper; I wrote the remainder of the paper and did the literature review, security
analysis and performance analysis. Paper 8 has not been published yet. The protocol
described there was designed collaboratively with Dann Toliver over the period of two
years. Dann wrote the visualisation code and wrote the introductory sections in the
paper. I performed the performance analysis and the security analysis. I also wrote the
code for permutation used in the protocol and the rest of the paper.

The rest of the papers were side projects and aren’t used in this thesis.

1.2.3 Patents

1. GB1916295.7 - Data structure storage optimisation, Mansoor Ahmed-

Rengers and Jon Geater

2. GB1916291.6 - Data block modification, Jon Geater and Mansoor Ahmed-

Rengers

Both of these patents appear in chapter 4. Patent 1 was designed by me solely; Jon
Geater subsequently validated the design and assisted with the filing process. Patent 2
was designed collaboratively by Jon Geater and me. It was his initial idea to find a way

to have modifiable blocks; the patent is a result of our joint exploration for a solution.
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1.2.4 Invited talks

In addition to the talks given while presenting the aforementioned papers, I have given

the following invited talks during my PhD:

1. FrameProv: Embedding trust in videos, Cambridge Blockchain Prize, 2020; winner

of the competition.

2. DMapp: Decentralised mapping solutions, Future of Blockchain competition, 2019;

winner of Zilliga challenge.
3. Privacy in a mass surveillance world, University of Amsterdam, 2018
4. On the future of cryptocurrencies, University of Amsterdam, 2018
5. Future trends for blockchains, Inauguration of Cambridge Blockchain Society, 2018

6. Identity management in Hyperledger, Hyperledger session at Open Source Summit
(OSS) Europe, Edinburgh, 2018

7. Access control in Hyperledger projects, Hyperledger Europe Meetup, Cambridge,
2018

1.2.5 QOutreach and open source

In addition to these talks, I have tried to engage with the broader community by writing a
popular science article about FrameProv for OpenDemocracy [7] and presenting posters
at the Cambridge University Science and Policy Exchange 2019 and the Thales Aca-
demic Showcase 2019. The “Making Bitcoin Legal” and “Tendrils of Crime” papers also
received a fair bit of media coverage and were covered by outlets such as WIRED [108]
and MIT Technology Review [86], among others.

I also tried to keep in touch with the industrial side of my research to get a good sense
of viability of technologies. To do this, I have worked part-time throughout the duration
of my thesis. For the first few months, I worked as a security researcher at nCipher
where I explored various blockchain application scenarios. In the last two years of my
PhD, I worked at Jitsuin, a startup focused on providing traceability for IoT devices, as
a security engineer. Here, I was the first employee and helped design their blockchain
back-end system from the ground up. These experiences played a crucial part in the
development of this thesis, and are at the core of chapter 4.

Lastly, I have striven to open source all the code that came out of the above
projects [6]. This includes the visualisation tool for Tendrils of Crime, the index ran-
domisation module for Cambium (with Intel SGX and without), all of the Robust Round
Robin consensus code (written in collaboration with Robin Bryce) and the entire code-
base for CoverDrop (written in collaboration with Daniel Hugenroth). In addition, I

have open sourced all the code used in my textbook.
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“A thousand flowers still bloom on this global network,
but all of them rely on, and return spoils to, a handful of

nodes...”

—Ian Bogost, The Constant Risk of a Consolidated

Internet

Background

Discussions around decentralisation! have found fresh vigour in the wake of the cryp-
tocurrency boom following the rise of Bitcoin. However, the debate around how best
to structure computer networks is far older than that. In fact, as we will see in this
chapter, the World Wide Web itself was expressly designed to enable decentralisation;
its architecture arose from a philosophical stance that centralised, hierarchical structures
are inimical to a healthy society.

After looking at these early design motivations, we shall see how the World Wide Web
tended towards centralisation despite its creator’s best efforts and why that is worrying.
Next, we will talk about the rise of Decentralisation 2.0 with Bitcoin and subsequent
research into blockchain networks. This will lead us to a few of the open problems that
T've tried to address in my thesis. These problems, as we shall see, centre around the
lawful use of cryptocurrencies, the decentralisation of enterprise applications and the

scalability of decentralised networks.

2.1 The Promised Land

Tim Berners-Lee, the inventor of the World Wide Web, is quite explicit about his feelings
towards centralised systems. Speaking of the increasing centralisation of the Web in
2018, he called it “a large-scale emergent phenomenon which is anti-human” [50]. So,

if the current state of the Web is not what he wished for, what was his intention?

LA note about terminology: I use the word decentralised to refer to systems that have diffuse power
structures and distributed to refer to any system with many computers working together. A Google
server farm is a centralised distributed system.
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Exactly 20 years prior, in 1998, Berners-Lee set out what he saw were the philosophical
underpinnings of the World Wide Web in an essay where he finds parallels between the
design of the Web and his religious beliefs [39].

Speaking of the guiding principles in Web design, the very first one he lists is de-
centralisation and says: “There is very little structure. There is the idea that society
can run without a hierarchical bureaucratic government being involved at every step,
if only we can hit on the right set of rules for peer-peer interaction.” This aversion
to a hierarchical system design is echoed by another Web pioneer, Brewster Kahle, the
founder of the Internet Archive. Kahle speaks of centralised systems as “a dystopian
world of closed, segmented, siloed, corporately-owned little pieces of property. I'd much
rather see an open, next-generation web succeed” [212].

Support for decentralisation was prevalent at an organisational level as well. Take
the IETF for example. In RFC1958, released in 1996, it lists the architectural principles
of the Internet. Its support for decentralisation can be seen in Section 2.4: “Fortunately,
nobody owns the Internet, there is no centralised control, and nobody can turn it off.
Its evolution depends on rough consensus about technical proposals, and on running
code” [121]. The instantiation of these principles can be seen in the development of
technologies such as Universal Resource Identifiers (URIs) that were designed to be
extensible and federated.

The 80s and 90s also saw a few bold proclamations by Web pioneers that seem
almost naively optimistic in hindsight. John Perry Barlow’s famous 1996 manifesto,
A Declaration of the Independence of Cyberspace, starts off with the following bold

proclamation:

Governments of the Industrial World, you weary giants of flesh and steel, 1
come from Cyberspace, the new home of Mind. On behalf of the future, I
ask you of the past to leave us alone. You are not welcome among us. You

have no sovereignty where we gather?.

The following fifteen paragraphs are similarly stirring in their tone and their rejection
of hierarchical structures of what Barlow hoped would be the past. Another similar
declaration from the 90’s, The Cluetrain Manifesto, envisioned the end of traditional
corporations with proclamations such as “Hyperlinks subvert hierarchy” and (speaking of
networked users) “We are immune to advertising. Just forget it.” 3. These proclamations
seems jarring especially considering how recently these statements were made.

These beliefs weren’t just limited to declarations and manifestos; they were instan-

tiated in the process of building the Internet. Volunteering for the Internet Engineering

2This anarchist view of the early Web proponents proclaiming cyberspace as being somehow separate
to the physical world has been rejected by legal scholars. [164, Pg. 5]

3In some ways, the Cluetrain Manifesto’s theses have been superficially adapted by modern corpora-
tions. The Manifesto urged companies to be part of the conversations that affect communities; today,
almost every large corporation has a Twitter profile. It is, however, hard to imagine that this level of
engagement is what the authors envisioned.
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Task Force (IETF) is open to all with no fees or dues. The idea of rough consensus is put
into action perhaps most literally in the “humming votes” that take place during IETF
Working Groups: instead of voting by a show of hands or ballots, participants hum their
approval of proposals with the chair deciding when the humming is loud enough [168].
Lastly, the IETF is very explicit in terms of its belief system when it states:

The Internet isn’t value-neutral, and neither is the IETF. We want the Inter-
net to be useful for communities that share our commitment to openness and
fairness. We embrace technical concepts such as decentralized control, edge-
user empowerment and sharing of resources, because those concepts resonate

with the core values of the IETF community. [13]

This mission statement, in my opinion, crystallises the beliefs of the early Web com-

munity and their wishes for the Web they were building.

2.1.1 2020 hindsight

So, the early architects of the Web valued decentralisation and intended its evolution
to be free of traditional hierarchies and at least somewhat democratic. However, the
Web as it stands today in 2020 hardly lives up to those principles. In many areas of the
world, the Web is synonymous with Facebook which serves as the “free” gateway to its
closed version of the Internet known as Internet.org [128]. According to a global study by
Sandvine, Google, Netflix and Facebook account for 36.08% of all Internet traffic [188];
this number rises to a startling 65.42% when looking at mobile traffic alone [189]. If we
turn our attention from traffic to time spent by users, the landscape appears even more
consolidated: four of the top five apps by usage time globally are owned by Facebook [23].

Exactly how centralised the Web is is hard to quantify: share of traffic, extent
of gatekeeping and control of widely used applications are all quantifiable metrics but
they do not cover all aspects of centralisation; and indeed, centralisation is a multi-
dimensional phenomenon so a single statistic cannot completely convey its extent. These
statistics do, however, serve as reliable weather vanes and the signs they are giving are
clear: the Web is more centralised now than in the early 90’s and trending towards even
greater consolidation. To use the parlance in distributed systems where we talk about
“eventual consensus”, it appears to me that Internet services demonstrate a tendency
for “eventual centralisation”; and we are nearing the end-stages of that process?.

This centralisation wasn’t wholly unexpected. In fact, it was predicted long before
the Web came into existence. Writing in 1967, Paul Baran noted how future computer

utilities are likely to be centralised as communication networks tend to be “natural

4Further confirmation of this claim can be found in the changing attitudes of start-up founders and
venture capitalists: building for sale is increasingly being preferred over building for scale. The eventual
acquisition by a tech giant is seen as the most favourable outcome since competing with them is no
longer considered feasible. [204]
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monopolies” due to the cost of building the communication infrastructure [36]. Further-
more, he reasoned that information flows would tend towards centralisation due to the
convenience of managing data from multiple users in one place and the profitability that
comes with tight vertical integration, even if it comes at the cost of privacy. In these
predictions, Baran has proven to be prophetic.

Of course, not all of Baran’s predictions came true. For one, he envisioned heavy-
handed government regulation as being one of the enablers of centralisation. In fact,
it has been claimed that it is the lack of enforcement and modernisation of a certain
kind of regulation—anti-trust regulations—that has allowed these modern oligopolies to
flourish [173, 140, 171]. Another factor missing from Baran’s predictions was the role of
so-called network effects at the application layer, the economic phenomenon whereby a
utility gains value with an increase in the number of users. Social networks and platforms
such as Facebook are valuable not necessarily because of any individual standout feature
but rather because everyone is using them [225].

Another explanatory factor for the centralisation of the Web is the difficulty of find-
ing a sustainable economic model for online services. Advertising supported models
seem to be the most viable option, and ad networks become more profitable the more
data aggregation they do. This has led to the current surveillance capitalism economic
model of the Web [226]. It is the pursuit for viable alternatives to surveillance capitalism
(among other things) that has encouraged researchers to look into the new decentralisa-
tion movement, spearheaded by the blockchain community, as we shall see soon. First,

let’s try to understand the issues that arise out of a centralised Web.

2.1.2 Problems with centralisation

We'’ve established that the Web is trending towards centralisation and is already quite
consolidated, but why might that be problematic? Indeed some would argue the op-
posite: they would argue that centralisation is good because of the economy of scale it
affords and the business models it enables. Peter Thiel, co-founder of Paypal and Palan-
tir, has even argued that “Monopoly is (...) not a pathology or an exception. Monopoly
is the necessary condition of every successful business” [207]. Vint Cerf, co-inventor of
TCP/IP, has argued that the ad-driven economic model of Google search (his employer)
is more egalitarian than any other existing economic model®. He further makes the case
that instead of focusing on inventing decentralised monetisation models, the focus should
be on rethinking the incentive structure for executives in modern corporations [54].
While Cerf’s proposal of changing incentives for executives could solve some of the
issues that have concerned other Web pioneers, it doesn’t address all of them. According
to Berners-Lee, the main challenges facing the Web are: “1. We’ve lost control of our

personal data; 2. It’s too easy for misinformation to spread on the web and; 3. Political

5Cerf reasons that this model allows anyone, regardless of their economic status, to make as many
queries as anyone else. This, in his opinion, is more egalitarian than a system which would charge users
by their usage.

20



advertising online needs transparency and understanding” [40]. One possible solution
to these issues according to Berners-Lee is Solid, a decentralisation project that aims to
provide “true data ownership as well as improved privacy” [175].

Although I concur with Berners-Lee’s concerns, I find his criticisms of the centralised
Web strangely narrow in scope. While these criticisms have been validated by countless
headlines in the aftermath of the Cambridge Analytica scandal, they target a very specific
kind of abuse on the Web. Consequently, his solution for the centralised Web, Solid, is
targeted only at the problem of data accumulation and thus fails to address other issues
brought about by centralisation.

This lack of breadth in criticising the Centralised Web is not peculiar to Berners-Lee
alone. Opinion pieces written in the wake of Cambridge Analytica echo the same limited
set of concerns. I do not intend to downplay the severity of the data centralisation,
surveillance and political manipulation concerns; I want to highlight that those issues
all belong to just one corner of Pandora’s Box—the corner that’s merely more visible
due to the spotlight of recent media attention. So, what else is in the Box?

At its core, I venture that centralisation can be problematic because of two reasons:

1. It skews power dynamics in favour of the consolidated entity thus corroding any
negotiating power and agency for the counter-party (and, indeed, entire sectors of

the economy).

2. It creates a single point of failure, where failures may or may not be technical in

nature.

Let us look at a few illustrative examples for each of those two reasons, starting with
the latter.

2.1.2.1 Single point of failure

As we talked about earlier, Facebook offers a limited walled garden “Internet” for free
in some parts of the world, especially in the so-called third world. This free access
combined with an already large user base, gave Facebook an overwhelming share in
messaging and social networking in several developing countries. The selection of which
digital services are allowed within Facebook’s walled garden is done by Facebook which
gives it great power in shaping the reality perceived by millions. This situation was ex-
ploited with alarming results by the Myanmar armed forces during the ongoing Rohingya
genocide [64].

Another illustrative case can be seen in India. Recently, Facebook India’s head of
public policy, Ankhi Das, was caught saying the quiet part loud when she opposed taking
down posts inciting violence by leaders of India’s ruling party® because doing so “would

damage the company’s business prospects in the country.” [64]. To make matters worse,

50ne of these leaders, T. Raja Singh, stated in Facebook posts that Rohingya Muslim immigrants
should be shot, called Muslims traitors and threatened to raze mosques [176].
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it was revealed that Das had previously shared Islamophobic posts on Facebook calling
Muslims in India a “degenerate community” [191]. Anti-Muslim posts such as these have
been linked to several cases of murder of Muslims inflicted by mob violence [85].

Now, hate speech and the direction of majoritarian violence towards a persecuted
minority are not new evils. However, the centralisation of media in the hands of one

7. or one company’s

company means that one person’s prejudices or political preferences
corporate strategy can have devastating widespread impact on entire nations. This
would have been more difficult to achieve in a world with a more fragmented and diverse
media ecosystem. These are thus examples of societal single points of failure created by
centralisation.

Examples of technical single points of failure being exploited are plentiful as well.
Centralised systems make for tempting targets for hackers due to the potentially large
payoff. One recent example of such a hack is the compromise of Twitter profiles of several
prominent figures via a spear-phishing attack on one of Twitter’s employees [205]. The
hackers, allegedly a group of teenagers, didn’t do much damage since they tried to use the
hack to pull off an ill-advised Bitcoin scam but the damage a more malicious adversary
could have done with a similar hack is far greater.

An example of a hack that proved to be more consequential is the Equifax hack
in 2017 which exposed the personal details, including the social security numbers, of
147.7 million Americans [166] as well as personal data pertaining to 15.2 million UK
customers [151]. This resulted in Equifax having to pay more than 575 million USD in
fines [90]. Within a year of this data leak another was discovered, this time affecting
Google. Google’s social network, Google+, was found to contain a bug that exposed the
data pertaining to 52.5 million accounts [165]. Google+ was shut down following these
revelations [217].

Apart from making for interesting targets for hackers, centralisation also has the
potential to make censorship easier. Brewster Kahle opined upon this issue after the
Internet Archive was blocked in China and India thus: “(to) keep data safe; you make
copies” [224]. This idea led Kahle to promote creating many versions of the Archive [224].
Of course, there are countless other examples of services being censored in different coun-
tries thus making it difficult for citizens of those countries to access information. Ross
Anderson pointed out this worrying aspect of digital centralisation when he compared
information dissemination on the Internet and traditional printing presses and noted
how much easier it could be for a powerful adversary to remove all copies in the former
compared to the latter; he illustrated this comparison by highlighting the relative ease
with the Church of Scientology could get its secret books taken off the Internet versus
the difficulty the Catholic Church had with doing the same with printed copies of Tyn-
dale’s translation nearly 500 years before [20, Pg. 679-709]. In this scenario at least, it

seems we’ve taken a step backwards in making information more censorship resilient.

"Das had previously been in the news for publicly declared her support for the BJP stating (of Naren-
dra Modi’s 2014 win), “We lit a fire to his social media campaign and the rest is of course history”. [192]

22



2.1.2.2 Power dynamics

Let us now turn our attention to the other problematic aspect of centralisation: the
corrosion of negotiating power and agency. Digital services almost always come with
so-called “Terms of Use” which represent the legal contract between the user and the
service provider. One of the legal justifications given in defence of legal contracts (digital
or otherwise) is that they are a tool to empower people and are an instantiation of the
moral ideal of “equal respect” between persons; this moral ideal is “why contract law
can produce genuine legal obligations and is not just a system of coercion” [134]. This
dynamic of two equal parties coming together “with a sense of justice and interpersonal
obligation” is seen by contractualists as the core justification for why contracts are
defensible [134].

Terms of Use® agreements quite clearly do not live up to this ideal. These agreements
are called “contracts of adhesion” or “wrap contracts” by legal experts because “they
impose take-it-or-leave-it conditions on users that stick to them whether they like it or
not” [226, Pg. 48]. Researchers have long pointed out how these contracts are inten-
tionally excessively long and obtusely written to dissuade readers from reading them.
The combination of these factors has called into question the validity of these agree-
ments since users cannot meaningfully consent to them [147]. Unfortunately, despite
these grave concerns, courts have by and large upheld the legitimacy of these contracts
leading to their proliferation [226, Pg. 49].

Aside from being take-it-or-leave-it, another aspect of these agreements that make
them pernicious is the ability for the service provider to unilaterally change the terms
at any time without any user consent or knowledge. Nancy Kim cites Google’s Terms
of Use which states: “We may modify these terms or any additional terms that apply
to a Service” and calls these unilateral modification clauses “Now you see it, now you
don’t” clauses since one can not be sure if the terms are still the same they agreed to.
She characterises these clauses as “unrealistic and maybe even sadistic” [136, Pg. 65-66].
All of these factors combined make it clear that the agreements that users are forced to
agree to are crafted for the benefit of the service provider at the expense of the users.

This power-imbalance-by-design is concerning because for an increasing number of
people, not using these services is no longer a realistic option. Not only do people rely on
digital services for their livelihoods, these services increasingly play an important role in
people’s social and political lives. Zuboff envisions that without fundamental changes,
only those who are “wealthy or stubborn enough to lead effective lives” without the use
of these services will be able to “escape the worst excesses of rendition” as “decision
rights and self-determination become privileges of the wealthy” [226, Pg. 257] . In
a world filled with centralised corporate digital services guarded by take-it-or-leave-it

contracts, it is a luxury of the wealthy to be able to leave-it.

8The concerns mentioned here for Terms of Use agreements apply equally to Privacy Policy agree-
ments.
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It is worth noting that these concerns are no longer limited to the digital realm.
What’s doubly concerning isn’t just the fact that the Web is becoming more centralised,
it is also that the centralised Web is making the world more centralised. Unionised taxi
drivers are being supplanted by Uber, independent stores by Amazon, travel agents by
Booking.com, and so on. This consolidation results in an extractive economy that takes
“more and more value from participants while continuing to enjoy the veneer of a dis-
ruptive, socially minded enterprise” [56]. This extraction leads to further consolidation
of power and resources leading to further avenues for extraction in a vicious cycle.

Frustrated by this cycle of ever-increasing consolidation, many researchers have been
looking for both a viable alternative economic model to surveillance capitalism as well as
technical means to design systems that are more decentralised [74]. Both of these trains
of research seemed to converge in the mid-2010s at an unlikely place: the tumultuous

world of cryptocurrencies and blockchains.

2.2 A new hope

The cryptocurrency industry was kick-started by Bitcoin and its pseudonymous cre-
ator(s) Satoshi Nakamoto. Bitcoin didn’t start off trying to be a substitute to surveil-
lance capitalism. Its crosshairs were set on a very different kind of monolith: the banking
sector. Let us take a quick look at the motivation of its creators and how they sought
to fulfil them.”

2.2.1 Bitcoin primer

With Bitcoin, Nakamoto sought to create “an electronic payment system based on cryp-
tographic proof instead of trust” [161]. Their motivation stemmed from a dislike of the
traditional banking system which they saw as inefficient and open to fraud. This moti-
vation is reiterated in the very first block of the Bitcoin blockchain which contains the
headline: “The Times 03/Jan/2009 Chancellor on brink of second bailout for banks”
indicating their dismay at the banking system [76]. So how did Nakamoto attempt
to achieve this lofty goal? By creating a decentralised peer-to-peer network based on
blockchain and proof of work consensus.

Blockchain is a data structure in which the data is organised into discrete blocks.
These blocks contain application-specific data and are produced sequentially, with each
block including a hash of the previous block. This inclusion of the previous block’s hash
is what turns this collection of blocks into a blockchain. This chaining ensures that
any content that has been included in the blockchain cannot be altered: if one were to

modify the contents of a preceding block then its hash would change. Thus the recorded

91 assume that the reader is familiar with Bitcoin and Ethereum. I only provide a succinct introduction
to them here. Interested readers should read the original Bitcoin paper [161] and the Ethereum yellow
paper [219].
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hash in the next block would no longer match the calculated hash and the chain would
be considered broken.

Proof of work (PoW) is the consensus mechanism used in Bitcoin. In order to cre-
ate a system not based on trusted third parties, Bitcoin needed a way to authenticate
transactions and prevent double spending in a distributed manner. Proof of work ac-
complishes this as long as no single entity controls a majority of the computing power
in the network. The algorithm for proof of work consensus is quite simple: all nodes
compete to find z such that H(z||r) < target where H() denotes the SHA-256 hash of
the parameters, r is a fixed string that includes the previous block’s hash and target is
a numeric value that is periodically adjusted. Whichever node finds x first becomes the
“miner”. The miner collects transactions from clients, packages them into a block along
with the proof of work z and sends it to the network via a gossip protocol. In return,
the miner gets bitcoins as a reward.

In this elegant manner, Bitcoin accomplished consensus in a truly permissionless
setting (i.e. a setting with no gatekeepers). Miners are incentivised to keep mining
(doing computational work) using Bitcoin’s own currency while allowing anyone to sub-
mit transactions to the network to be included. The cypherpunk!® vision was that this
would truly democratise finance and “bank the unbanked” [200]; and as Bitcoin began
to rise in prominence some started to realise that Bitcoin pointed the way to something

broader than just a cryptocurrency, it could be a global trusted computer.

2.2.2 Ethereum and altcoins

The term smart contract was defined by Nick Szabo in 1996 as “a set of promises,
specified in digital form, including protocols within which the parties perform on these
promises.” [202]. Szabo’s argument was that a lot contracts that are written on paper and
mediated by lawyers can be formalised in a way that can be processed by computers,
thus increasing efficiency. The challenge with this idea was to find the right kind of
trusted infrastructure that could host and execute these contracts.

Vitalik Buterin and Gavin Wood, the creators of Ethereum, sought to use a blockchain
as that trusted infrastructure. They adopted the blockchain and PoW from Bitcoin and
added a virtual machine (EVM) on top that was Turing complete. This meant that now
the “global trusted computer” could perform arbitrary operations. Ethereum included
a scripting language—Solidity—that made it easy to script smart contracts and deploy
them to the network, where they would be stored on all nodes. Then, when one wished
to interact with a smart contract, say, to update the state of a variable, you would send
a transaction to the smart contract and all nodes would update their state in accordance
with the EVM specification. In this way, Wood and Buterin believed, they had arrived at

the trusted infrastructure required for smart contracts without introducing any trusted

10The cypherpunk movement advocates the use of cryptography as a means to enact social and political
change [115]. Bitcoin seems to have emerged from this movement.
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third parties.

Ethereum was introduced in 2014 and immediately caught public attention; at the
time of this writing, it is still the second-most popular cryptocurrency after Bitcoin.
Many proofs of concept were built seeking to revolutionise industries ranging from fish-
eries to military equipment manufacturing. Proponents claimed that smart contracts
would make existing systems more efficient, more robust and more transparent.

Many researchers were also hopeful about blockchains. New cryptocurrencies, some
of which started off as academic projects, ended up with market capitalisation of billions
of dollars [222, 11]. The idea of cryptocurrency micro transactions (mechanisms by
which users could pay fractions of pennies for services they use) began to take hold
and developers rushed to incorporate mechanisms to enable them in their respective
blockchains. These developments led some to proclaim blockchains as the long sought-
after alternative economic model to advertising [74]. Soon, mainstream news got wind of
this technological hype and Bitcoin’s price increased ten-fold in the span of six months
towards the end of 2017.

As with all bubbles, it burst, and cryptocurrency prices tumbled in the following

year. Scepticism began to replace optimism.

2.3 Next steps for the blockchain

While enthusiasm for blockchain adoption remained quite high among technologists
for many years after the introduction of Bitcoin and Ethereum, some challenges for
widespread use of blockchains were apparent from the onset even before the price crash.
On the pure cryptocurrency side these primarily revolved around usability, the privacy of
transactions, throughput (transactions per second), efficiency of proof of work!!, and the
potential for misuse of cryptocurrencies (and the legal grey areas that this entails) [47,
152, 95]. New threats emerged as Bitcoin became more popular: the network became
increasingly centralised as only a few mining farms ended up controlling almost all of the
computational power leading to concerns of censorship; new kinds of malware, known as
ransomware, spread using cryptocurrencies as a monetisation strategy.

At the same time, while smart contracts generated a lot of interest, enterprises were
reluctant to perform sensitive operations on public blockchains. The concerns weren’t
limited to just the sensitivity of any data being put on the blockchain but also metadata
such as how often two companies interacted with each other, which companies were
on a given value chain, how many employees were pushing updates, etc. All of these
were hitherto trade secrets and no one wanted to give up their competitive advantage
unilaterally.

This overwhelming scepticism in the wake of the market crash led Gartner to proclaim

that blockchains were now entering the dreaded “trough of disillusionment” [100].

1This includes both the energy cost of proof of work as well as the embodied cost of specialist mining
equipment used in large “mining farms”.
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2.3.1 Out of the trough

Not everyone believed that the blockchain experiment was finished and instead kept
working to get blockchains out of the trough. Concerns about privacy of transactions
led to the development of privacy-preserving coins such as Zcash and Monero. Con-
cerns about mining farm concentration led to the development of ASIC-resistant PoW
algorithms. Concerns about the legal grey areas led to a raft of new legislation [211,
89] as well as to the rise of cyrptocurrency compliance companies. Concerns about
the scalability and energy use of PoW led to the invention of tens of new consensus
algorithms [35].

On the institutional side of things, developers sought to alleviate enterprise reluc-
tance by introducing permissioned blockchains — blockchain networks that are maintained
not by random unknown miners but rather by nodes identified by some gatekeeping
mechanism. These permissioned blockchains were supported by institutions such as JP
Morgan—who developed their own platform, Quorum—that saw potential in the con-
cept as an inter-organisation collaboration tool. Permissioned blockchains got a shot in
the arm when the Linux Foundation started the Hyperledger Foundation which serves
as an umbrella organisation for a host of permissioned blockchain frameworks that has

proven to be extremely popular among technology companies [180].

2.3.2 My contributions

I do believe that striving for a more decentralised Web is a worthwhile goal, even if it
seems quite impossible at times. I hope that the work presented in this thesis nudges
us—even if ever so slightly—in that direction. I have focused on three main issues

plaguing current decentralisation efforts:
1. Legal grey areas and misuse of cryptocurrencies
2. Difficulties with production deployment of enterprise blockchains

3. Creating scalable (in throughput and number of nodes) networks in an energy

efficient manner

I discuss the first issue in chapter 3 when I talk about the problem of cryptocurrency-
enabled crime and possible remedies. The second issue is discussed in chapter 4 where
I talk about the state of permissioned blockchains and the steps I've taken in getting a
real production system out to customers. In chapters 5 and 6, I tackle the third issue by
presenting two novel consensus algorithms, one that operates on a blockchain and one
that operates on a new kind of distributed data structure. Finally, I conclude with a

summary of my findings.
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“This is a song in defence of the fence. A little sing-along,

an anthem to ambivalence.”

— Tim Minchin, The Fence

Mitigating cryptocurrency-enabled crime

Bitcoin attempted to create a virtual currency outside of the control of governments—
and indeed, of all institutional actors—using a decentralised peer-to-peer network. This
was enabled by the clever adoption of proof of work in order to prevent sybil attacks [84]
as well as to provide a unified view of the network. Lastly, the use of a blockchain

ensured a high level of integrity for transactions.

This ethos of decentralisation as a Good was driven by a desire to escape traditional
banking institutions that the author(s) viewed as being corrupt and fragile. However, as
Bitcoin came to gain widespread adoption, especially in criminal circles, many began to
doubt the effectiveness of such a decentralised network, both in keeping a stable value
and in hindering crime. It increasingly began to be argued that Bitcoin throws the baby
out with the bathwater; that while there are issues with the traditional banking system,
it performs critical functions that cannot be disregarded. These functions include things
like recovering stolen funds, tracking the proceeds of crime and preventing capital flight.

Let us take a look at how Bitcoin fares in these regards.

3.1 Bitcoin and crime

The extent of cryptocurrency-enabled crime is hard to quantify due to varying defini-
tions of what constitutes a crime and due to the pseudonymous identities used on the
blockchain. That said, there have been several studies using different heuristics to try
and gauge the scale of the problem.

According to a recent study by Chainalysis (a company that sells anti-money laun-
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dering services for cryptocurrencies), the vast majority of criminal transactions take
place on the Bitcoin blockchain. Therefore, they focus on Bitcoin and report some in-
teresting statistics: “illicit” transactions (according to their definition of illicit) made
up only 1.1% of the total transaction volume in 2019 [60]. This observation is closely
corroborated by another analysis firm, Elliptic, who report that this number was “less
than one percent of all transactions” [88] between 2013 and 2016.

Diving further into the numbers, Chainalysis reports that scams make up the largest
share of these illicit transactions accounting for $4.9 billion in 2019, more than three
times that in 2018 [60]. In addition, hacks of cryptocurrency exchanges accounted for
$282.6 million in 2019 and a total of $1.8 billion over the last ten years. Overall, Chainal-
ysis concludes that criminal activity on the Bitcoin network is on the rise, an observation
that is mirrored by SWIFT and BAE Systems as well who note that cryptocurrencies
are likely to be increasingly attractive to criminals [32]. !

This use of cryptocurrencies by criminals as well as the investment bubble in late
2017 led the Bank for International Settlements to label Bitcoin “a combination of a
bubble, a Ponzi scheme and an environmental disaster” [58]. One of the major concerns
with Bitcoin is the fact that if one were to fall victim to a scam or had bitcoins stolen,
there is no recourse. The irreversibility of transactions was an explicit design goal for
Nakamoto [161] but it turns out that when their money gets stolen, people want to
get it back. Also, while the amount of cryptocurrency-enabled crime is relatively low
currently, the trend is clearly upwards and having truly irreversible transactions makes
dealing with crime very difficult.

In this chapter I discuss work done by me in collaboration with Ross Anderson and
Ilia Shumailov across three papers? to address the issue of regulating Bitcoin and other
cryptocurrencies. First, we discuss how the law might actually regulate bitcoin and
other cryptocurrencies so as to provide the benefits, ranging from low-cost international
money transfers and decentralised resilient operation, through to competitive innovation;
while mitigating the harms — specifically the use of cryptocurrencies in extortion, money
laundering and other crimes, and the difficulty that crime victims experience in getting
redress. We show that where the relevant case law is understood, it becomes much
easier to track stolen (or otherwise “tainted”) bitcoins than previously thought, and we
describe a prototype system for doing so.

Second, we use this system to find interesting patterns on the Bitcoin blockchain. To

do this, we had to find ways to mitigate the problem that all Bitcoin tracing algorithms

!"'While these numbers are indeed large, it is worth putting them in context. The FinCEN file leaks of
2020 revealed that traditional banks were involved in laundering “suspicious transactions” worth more
that $2 trillion [194]. Deutsche Bank alone was responsible for $1.3 trillion of that figure which dwarfs
all crime facilitated by all cryptocurrencies by orders of magnitude. The nature of these suspicious
transactions is also very grim, as exposed by these leaks: “Terror networks, drug cartels, organized
crime rings, and rapacious kleptocrats have all benefited, using the US financial system to wash clean
their illicit profits.” [143]

2The individual contributions to these papers are as listed in § 1.2. In this chapter, I have collated
the information from these three papers and brought them up to date with recent data.
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face: they yield an enormous amount of data of which very few data points are relevant or
interesting to investigators, let alone ordinary bitcoin owners interested in the provenance
of the bitcoins they hold. To accomplish this we came up with a graphical model to
represent the stolen coins and then implement this using two different visualisation
techniques.

Third, we report our findings after talking to real-world victims who got in touch
with us after the publication of our first paper on the topic. This led us to revise our
initial assumptions about the cryptocurrency ecosystem.

Fourth, enlightened by the experiences of the victims, we look at laws passed to
regulate Bitcoin in several jurisdictions and point out several issues with them. We also
point out concerns with more recent technological developments in the cryptocurrency
world, such as payment channels and privacy coins, and difficulties with their lawful
usage. These concerns have since been borne out by surveys of cryptocurrency-enabled

cybercrime. Finally, we present our recommendations for policymakers.

3.2 What the law says

Nemo dat quod non habet roughly translates to “No-one can give what they don’t own”
and is an established principle of many systems of law. If Alice steals Bob’s horse and
sells it to Charlie, Charlie doesn’t end up owning it. When Bob sees him riding it, he can
simply demand it back. This is natural justice; the horse wasn’t Alice’s to sell. However,
it does leave a shadow of doubt over ownership in general. How can you buy something
without constantly living in fear that a rightful owner will turn up and ask for it back?

In medieval times there arose a specific exception for a ‘market overt’ [186]: if Alice
steals Bob’s horse and then takes it to the local public market, where she sells it openly
between dawn and dusk to Charlie, then Charlie does indeed now own the horse. Bob
can still seek damages from Alice, or seek to have her transported to the colonies or
even hanged; but the horse is now Charlie’s. This incentivises people to buy and sell at
markets (which the king can regulate and tax), and also encourages crime victims to go
to the local market to check whether their property is on sale there, which in turn may
deter crime.

Britain abolished the ‘market overt’ exception to the “nemo dat rule”, as lawyers call
it, in 1994 following abuse by thieves selling stolen antiques [187]. But two exceptions
remain that are of possible relevance to some cryptocurrencies: for money and for bills

of exchange. You can get good title to stolen money in two main cases:

1. You got the money in good faith for value. For example, you bought a microwave
oven at a high street store and got a £10 note in your change. That note is now

yours even if it was stolen in a bank robbery last year.

2. You got the money from a regulated institution, such as from an ATM. Then even

if it was stolen in a robbery last year, that is now the bank’s problem, not yours.
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The nemo dat rule and its exceptions are discussed in the case of bitcoin by Fox [93],
whose analysis we draw on and extend here. See also his book on the law of money for
further details [94]. Now, the USA has designated bitcoin a commodity, but there is a
lot of lobbying pressure to treat some of it, or at least some cryptocurrencies, as money;
Japan has gone as far as designating it ‘virtual money’ while other countries treat it as
money for some purposes [104]3. In the UK, the tax authorities treat it as foreign cur-
rency for the purposes of value-added tax but as a commodity for income tax. A survey
of cryptocurrency status conducted by Freshfields in 2018 stated that there appears to
be nowhere that treats bitcoin simply as money [96]. This observation was corroborated
by a study by the Cambridge Centre for Alternative Finance conducted in 2019 in which
they compared the regulatory stances of governments across 23 jurisdictions [45].

In what immediately follows, we will assume that bitcoin is a commodity. We will
explore what the consequences might be if it comes to be treated as money, or as a bill
of exchange, in § 3.7. For present purposes, all we need to know is that someone who
receives money or a bill of exchange in good faith and for value can get good title to
it. Unless cryptocurrencies acquire this privileged status, there is no general exception
to the nemo dat rule. As they have not achieved this status (except, apparently, in El
Salvador), a theft victim can pursue and retrieve her stolen cryptocurrency.

The second important insight from the law is Clayton’s Case [80]. In English law,
there is a long-standing legal precedent on tracing stolen funds. It was established in
1816, when a court had to tackle the problem of mixing after a bank went bust and its
obligations relating to one customer account depended on what sums had been deposited
and withdrawn in what order before the insolvency. Clayton’s case sets a simple rule of
first-in-first-out (FIFO): withdrawals from an account are deemed to be drawn against
the deposits first made to it [167]. The legacy of the British Empire and Commonwealth
ensured that this principle has become embedded in the law of many other countries
too [178].

Armed with this legal guidance, we can say that not only is it possible for the victim
of Bitcoin theft to take back her coins (irrespective of where they ended up), but also that
the right way to trace which of the bitcoins were the victim’s is by using FIFO tracing.
Now, we’ll first see how tracing can be, and has been, done on a purely technical basis

and then see how the situation changes when we apply the legal guidance.

3.3 Bitcoin tracing

Every bitcoin consists of its entire history since it was mined. What a wallet stores
as a bitcoin is just a pointer to the relevant unspent transaction output (UTXO) and

the signing key needed to assign the value therein to someone else. However the value

3 After the submission of this thesis, the government of El Salvador announced that it would treat
Bitcoin as legal currency becoming the first country to do so [38]. The consequences of this decision
remain to be seen but it has already faced backlash from organisations such as the World Bank [220]
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derives from a series of pointers to previous transactions in the blockchain, each of
which has inputs and outputs, going all the way back to where the bitcoin’s constitutive
components were originally mined. So it is fairly straightforward to trace a transaction’s
history, at least in principle. How might it work in practice?

There has been significant work already on tracing transactions and analysing their
patterns in the blockchain. For convenience, bitcoin operators use multiple wallets and
pass money between them using automated scripts; change wallets are used to break up
large amounts and give change, while peeling chains are used to pay multiple recipients
out of a single wallet and multisource transactions are used to consolidate small sums
into larger ones 4. Clustering analysis can link up the different wallet addresses used by
a single principal; Meiklejohn et al identified over half a million addresses used by Mt.
Gox, then the second-largest bitcoin exchange [153]. Commercial blockchain analysis
firms do this at scale. Their customers are typically law enforcement agencies and those
exchanges that wish to do due diligence on payments to and from third parties.

There is also research by academics trying to understand and map out the ecosystem.
Seminal papers were by Ron and Shamir who traced a significant number of Silk Road
bitcoin that the FBI had missed [184], and two papers by Moser, Bohme and Breuker.
In 2013, they used test transactions to analyse the operation of Bitcoin Fog, BitLaundry
and other anonymisation services [158]; in the second, they present a detailed analysis
of how taint tracking might work through multiple transactions [159]. Their focus was
on two algorithms for dealing with multisource transactions of which one input was
tainted: these were ‘poison’ (whereby the whole output is tainted) and ‘haircut’ (where
the output is tainted by the percentage of input value tainted).

Commercial blockchain analysis firms are cagey about their methods — their terms of
service typically require customers not to reverse engineer their algorithms. They seem
to employ staff to make multiple small payments into and out of both exchanges and the
underground merchants using bitcoin, use clustering analysis to link together the wallets
each actor uses, and then track the flows between them; the focus is at the application
layer of payer and payee intent rather than at the level of the blockchain. Whatever the

details, coin checking appears to be accepted good practice.

3.3.1 Bitcoin mixing

One might wonder that if tracing algorithms such as haircut and poison exist, why do
we need another one? The answer lies in how Bitcoin transactions are structured and
the use of Bitcoin mizes.

First, it is impossible to subdivide a UTXO, so if Bob wants to pay Alice 0.5 bitcoins
but his savings are in the form of a single UTXO worth 50 bitcoins, then he has to make
a transaction with two outputs: one to Alice (for 0.5 bitcoins), and one to a change

address owned by himself (for 49.5 bitcoins). This indivisibility leads us to classify

“If this is unfamiliar, the book by Narayanan et al. [162] describes Bitcoin mechanics in detail.
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bitcoin transactions into the following types:

1-to-1 transactions
Transactions where a single UTXO is sent to a single output. These are quite
rare although we’ve seen them used as building blocks in more complex payment

schemes (perhaps as a naive attempt to anonymise transactions).

Many-to-2 transactions
The workhorse of bitcoin transactions; as discussed, these are a natural conse-
quence of the indivisibility of UTXOs, and most legitimate transactions belong in

this category.

1-to-many transaction
These are quite rare since normal payments to multiple entities are executed by
most wallets as a chain of many-to-2 transactions. 1-to-many transactions are
sometimes used in technically simplistic mixes to split crime proceeds proceeds

into many wallets in order to make tracing difficult.

Many-to-many transactions
These are like 1-to-many transactions except that they have multiple input UTXOs.
They are the second kind of mixing strategy; they shuffle cryptocurrency between

different keys, mostly controlled by the same people.

The default transaction type being a many-to-2 transaction rather than a simple
account to account transfer as in traditional banking complicates things. It means that
even if no one was trying to cover their tracks, tracing becomes convoluted. To illustrate,
suppose Alice had 29.5 bitcoins before Bob sent her the 0.5 bitcoins; now, suppose it
turns out that Bob is a cryptocurrency exchange hacker and therefore the 0.5 bitcoins
are tainted. If we used poison then all of Alice’s 30 bitcoins are also marked as tainted
whereas if we used haircut all the 30 bitcoins would be marked as % tainted. In either
case, the initial taint from Bob would spread rapidly through the network putting more
and more bitcoins in a grey area.

Things get further complicated when we bring mixes, and consequently the latter two
types of transactions, into the picture. Cryptographers have long worked on remailers or
mixes. Mixes were proposed in 1981 by Chaum to enable email and other message traffic
to be sent and received anonymously [61]. If Alice wants to send an anonymous email to
Bob, she can send it first to Charlie and ask him to forward it to Bob. Chaum proposed
that, to frustrate naive traffic analysis, Charlie would accumulate a number of encrypted
messages and mix them up before relaying them. If Alice doesn’t want Charlie to read
her message, she can first encrypt it with Bob’s public key. If she doesn’t want to let her
ISP (or a police wiretap) know she’s communicating with Bob, she can take the message
that’s already encrypted with Bob’s public key, and now encrypt it also with Charlie’s
public key, so that all the police see is a message to Charlie. If she wants Bob to be
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able to reply to her, she can include a cryptographic reply coupon. As we think of more
and more possible threats, such systems become ever more complex. The most common
anonymity system, Tor, sends worldwide web traffic through three nodes between your
Tor browser and the server you wish to visit, so that your anonymity is protected against
one or two of them being compromised. There is now a very substantial literature on
anonymity systems, with several sophisticated attacks on them and complex trade-offs

between performance and security.

Cryptographic ‘mixmaster’ remailers were a significant part of the cypherpunk cul-
ture from which bitcoin emerged, and so it is unsurprising that various people started
offering mixing services for bitcoin, with evocative names such as bitcoinfog, coinjoin
and tumblebit. A newer cryptocurrency, Zcash, has a kind of Aladdin’s laundry: it lets
users put their coins back in the mine and get out new coins that are indistinguishable
from other freshly mined coins. Some of these ‘schemes’; as cryptographers tend to call
them, use clever tricks such as ring signatures and smart contracts. Others are simpler;
Moser et al. reported that one bitcoin laundry turned out to be just a single fat wallet,
and if a customer paid in some bitcoin on a Monday, the operator would return a slightly
smaller sum on Tuesday [158]. But whatever the quality of the mixing (in a technical
sense), the underlying idea is that if you put one black coin into a sack with nine white
ones and shake them hard enough, the output will be ten white coins, or at least coins

that are such a light grey that in practice they will be treated as white.

However, the perspectives of cryptographers and lawyers are sharply divergent. As
noted above, even if cryptocurrency becomes money, you have to get coins in good faith
in order to acquire good title; this is discussed extensively by Fox [93]. As all bitcoin
transactions ever made are in plain sight on the blockchain, the act of passing a bitcoin
through a laundry should put all its subsequent owners on notice that something may
very well be wrong. Coin checking has been discussed since at least 2013, coin checking
services exist, and bitcoin exchanges claim to do it. If coin checking is now a reasonable
expectation, the likely outcome of feeding one black coin and nine white coins into a
bitcoin laundry isn’t ten white coins, but ten black ones. When matters come to court,
any laundries that are clearly identifiable as such are likely to have exactly the opposite
effect from that asserted by their designers and operators. In short, people designing
money laundering mechanisms have been using the wrong metrics of quality from a legal

point of view.

3.3.2 TaintChain: practical FIFO tracing

To see what a system that takes the legal perspective into account would look like, we
implemented FIFO tracing and built it into a system we call the Taintchain. This starts
off from a set of reported thefts or other crimes and propagates the taint backwards or

forwards throughout the entire blockchain. If working forwards, it starts from all tainted
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transaction outputs and marks all the affected satoshis® as tainted until it reaches the
end of the blockchain. If working backwards, it traces each UTXO of interest backwards
and if at any point it encounters a taint, it returns taint for the affected satoshis. We
have made the system publicly available [203].

To test the system, we performed a FIFO taint trace starting from a few well-
publicised coin thefts®, and ran it from the genesis block to 2016. We found that it
concentrated the taint more than haircut or poison tainting strategies.

For example, the 2012 theft of 46,653 bitcoin from Linode now taints 16,855,619
addresses, or just over 93% of the total, if we use the haircut (or poison) algorithm; with
FIFO, it’s 245,120 or just over 1.35%. More recent hacks spread the taint even less; for
example, the 2014 Flexcoin hack (where “the world’s first bitcoin bank” closed after all
their coins were stolen) now taints only 15,265 accounts if we use FIFO, but 10,421,112
(or over 57% of all addresses) if we use haircut.

The reasons for this higher concentration with FIFO should be clear from the graphics
below. Imagine that the red bitcoin inputs to the transaction are stolen satoshis, the
green ones are blacklisted as they’re from Iran, the blue ones have been marked by an
anti-money-laundering screening program as the output of a bitcoin laundry, and the
yellow ones are the proceeds of drug sales on an underground forum. The question for
someone interested in enforcing the law is: which of the outputs of each transaction is

tainted, and to what extent?
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(a) Poison tainting showing a (b) Haircut tainting showing (¢) FIFO tainting showing no
complete diffusion of taint proportional diffusion of taint diffusion of taint

Figure 3.1: Comparison of taint tracing techniques using a many-to-many transaction. The
input and output values are identical across all three examples (F with 7 BTC, A, J and B with
4 BTC and, C, D and E with 3 BTC).

In poison, if you have inputs with four different kinds of taint then all the outputs
are tainted with everything. This leads to rapid taint contagion. Figure 3.1a illustrates

poison tainting. If we were to use poison tainting for asset recovery then we would soon

5A satoshi is the lowest denomination of bitcoin possible. 1 bitcoin = 108 satoshis.
5Data from https://bitcointalk.org/index.php?topic=576337.msg6289796#msg6289796
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end up having to confiscate almost all of the coins in the network.

Haircut is only slightly different. Here, taint is not binary but fractional. So, instead
of saying that all the outputs are tainted with the four kinds of taint, we associate a
fractional value to the taint. If half of the input was tainted red then all the outputs
are half red-tainted. Taint diffuses quickly through the network as in poison, but the
result is rapid taint diffusion and dilution, rather than contagion. Figure 3.1b illustrates
haircut tainting. The taint diffuses so widely that the effect of aggressive asset recovery
might be more akin to a tax on all users.

With the FIFO algorithm, the taint does not go across in percentages, but to indi-
vidual components (indeed, individual Satoshis) of each output. As the taint does not
spread or diffuse, the transaction processes it in a lossless way. This means that we can
trace a bitcoin’s heritage backwards as well as tracing taint forwards, and we can do
tracing efficiently once the appropriate index tables have been built.

This served as a good demonstration of the effectiveness of FIFO in delivering more
usable results than those provided by the existing state of the art. However, in order to
truly utilise this tool to spot suspicious activity on the blockchain, we needed to find a

way to find interesting patterns in the taint spread.

3.4 Finding patterns in the noise

When we started analysing the taintchain, we ran into a number of issues. First is the
size of the datasets generated: with just 56 kinds of taint”, we ended up with a dataset
of about 450 GB. The second problem is that the things we’re looking for—side effects of
crime—are not always amenable to algorithmic analysis. Different criminals use different
strategies to launder their money; and mixes are designed to be difficult to deal with.
We surmised that a good visual representation of the data might help us to spot
patterns as well as to make the dataset size issue go away. Moreover, it could possibly

make the taintchain more usable — you could just enter your txhash and follow the taint.

3.4.1 Preliminary model

Our first prototype used a simple graphical model for our taintchain data. We repre-
sented each transaction as a vertex and each hop as an edge. By hop, we refer to the
output of a transaction that has been used as an input somewhere else. Then we looked
to represent our graph sensibly on-screen.

We decided to retain the chronological order and represent blocks as columns of
transactions. Each transaction is a coloured rectangle where the colour reflects the kind
of taint, and the size of rectangle reflects the number of satoshis tainted. Lastly, we

decided to ignore clean satoshis as the data were sparse and required too much scrolling.

"If we want to retain provenance information about why a satoshi ended up being tainted, we would
have to mark each individual instance of a criminal act as one kind of taint.
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Figure 3.2: An illustrative image from our preliminary visualisation showing multitaint move-
ment.

We displayed this model as a static SVG graphic with click-to-reveal txhashes. Figure 3.2
shows an example.

To our surprise, even this rudimentary model gave us good results. We were able
to spot quite a few interesting patterns via the visualisation that we would not have
been able to see otherwise. For example, Figure 3.3 shows someone collecting crime
proceeds, that they had initially split to many addresses, into a single address. We call
this a collection pattern and we observed similar patterns many times; in some of the
instances, we were able to connect the collection address to illegal gambling sites.

Figure 3.4 shows the converse of a collection pattern: a splitting pattern. These may
occur close to the time of a crime as criminals try to cover their tracks by feeding their

loot into systems that divide their winnings into hundreds of tiny outputs.

Figure 3.3: A collection pattern Figure 3.4: A splitting pattern

3.4.1.1 Limitations of the preliminary model

One of the main problems we faced was sheer data density. In Figure 3.5 we are displaying
only four kinds of taint and yet it is strenuous to follow the many lines. Increased
spacing is not a solution here as that would result in an unmanageable amount of vertical
scrolling.

Another problem we faced was that taint tends to overlap, as shown in Figure 3.6.

38



In that case, do we retain just one colour? Or do we create a new colour to represent

the combination? The answer isn’t obvious.

Figure 3.5: Transaction density. The sheer Figure 3.6: Complex collection pattern.
number of tainted transactions renders some We can see here the attempts by various actors

sections of the taintgraph uninterpretable. to collect funds. However, this is difficult to
spot due to the high degree of co-location of
transactions.

3.4.2 Interactive visualisation

We therefore decided to rethink our approach. The second prototype makes the graph in-
teractive so the user can choose which information is relevant to her on the fly. Secondly,
we decided to make the edges more meaningful. Rather than just show a connection be-
tween nodes (and the associated taint colour), we incorporated the proportion of satoshis
transferred in each hop into the edges. Lastly, we decided to abandon displaying the
blocks as columns of transactions; instead we now focused solely on the transaction
flows and included the block information as a hint box displayed on mouse hover. Thus,
the depth of a vertex now does not relate to its absolute chronological position in the
blockchain.

One of the problems that immediately vanished by the move to interactive represen-
tation was that of taint overlap. In our new system, we simply included a drop-down
menu where the user can choose the taint type of interest and the graph adjusts its edges
accordingly. Figure 3.7 shows this in action.

Making the graph interactive came at a cost, though, since now we want to store as
much of the taintchain in RAM instead of on disk for greater responsiveness. Second,
since the graph expands on click, random exploration could lead to many uninteresting
paths being followed.

Nevertheless, we discovered some interesting patterns using this visualisation. We
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Figure 3.7: These screenshots illustrate how the graph dynamically changes based on the taint
type currently selected.

were able to find multiple instances of peeling chains, as shown in Figure 3.8. These are
often used by exchanges or gambling sites — in this case a notorious criminal exchange.
Its operators would pool their money into a single wallet and then they would pay their
customers in turn, each time sending most of it to themselves at a change address. In
this case, we can also see that this criminal exchange tried to hide their identity by

shuffling their keys four times.

This interactive model has its drawbacks too, however. A fundamental issue seems
to be the large outdegree of some transactions. A transaction can have an (effectively)
unbounded number of outputs, which makes visualisations difficult. Figure 3.9 illustrates
this difficulty. One possible solution is to have a filter for transactions: collapse all the
outputs below a certain threshold. This would give a cleaner display image, but might

hamper investigations.
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Figure 3.8: A peeling chain used by a criminal ex- Figure 3.9: Exhaustive vertical
change, discovered by following the larger branch at each scrolling due to high outdegrees of
vertex. Notice the sequence of four 1-to-1 transactions transactions. Notice the scroll bar
here: an attempt to cover up the exchange’s identity by on the right.

shuffling keys.

3.4.3 Other visualisation tools

A number of attempts have been made to visualise the Bitcoin network, with most
of them focusing on some specific task. Early attempts were concerned with simple
property representations e.g. Reid and Harrigan featured loglog plots of graph centrality
measurements, graph representations with sizes of nodes showing the amounts of money
transferred, geographical activity acquired through IP address mappings from Bitcoin

Faucet, and graph representation of poison tainting [181].

Later came systems like Bitlodine with graph-like outputs to support commonly
available graph representation tools [196]. Graph approaches to transaction visualisation
were also adopted for educational purposes by systems like CoinVis [1], while bitcoin-

tx-graph-visualiser used alluvial diagrams to show Bitcoin movement [146].

A more mature system was BitConeView, presented by Battista and Donato in
2015 [37]. This was among the first to provide a GUI to inspect how a particular
UTXO propagated through the network. In order to explain what it means for money
to move, the authors came up with ‘purity’ — basically a version of haircut tainting.
They evaluated the usability of their system informally, and came to the conclusion that

more improvements were necessary to the way purity was presented to the user.

Our focus was on data representation of taint propagation when a taint graph be-
comes too massive for humans to comprehend. Unlike BitConduit and similar systems,
we did not do any actor characterisation [138]. The generation of graph colours (and
their implications) is exogenous, relying on external theft reports or on software that

analyses patterns of mixes, ransomware and other undesirable activity.
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3.4.4 Future work for taint visualisation

The tool we created led us to find some interesting patterns such as the peeling chain as
well as splitting-collection cycles. Some companies, such as Chainalysis, have seemingly
taken inspiration from our tool (or independently arrived at a similar solution). In their
most recent report (released two years after our paper), Chainalysis also reported finding
splitting-collection patterns and noted how they use these patterns in the provenance of
a bitcoin to detect suspicious transactions [60, Pg. 49]. We are glad to see these insights
being put to use in real systems.

That said, the visualisation tool still suffers from a number of shortcomings that invite
further work. One avenue for research would be to explore different heuristics to portray
the data more concisely. One might aim at a system that presents a global, zoomed-out
view of the data and successively introduces more information as the user explores a
particular pattern on the blockchain. Another direction would be to highlight suspicious
patterns of transactions automatically, for example, by marking coins that have recently
emerged from a flurry of splits and merges. There are many other plausible heuristics
to explore, a lot of data to analyse, and real social problems to tackle that may prove

fruitful for HCI researchers and criminologists alike.

3.5 Understanding the theft reporting ecosystem

While our FIFO tracking system gave us interesting insights, we wanted to have real-
world impact and help victims of cybercrime to the greatest extent possible. To that end,
we first looked into the practices of commercial cryptocurrency due-diligence companies.
We found a set of companies to look at via recommendations from industry insiders
(many of whom were attendees at Financial Cryptography 2019) and by looking at
which firms were being used by popular exchanges (if any). Then, from this set we
filtered down to those that allowed individuals to purchase due diligence reports and

used our personal funds to get reports on well-known tainted addresses.

3.5.1 Incentives of the taint tracking ecosystem

Existing taint-tracking services appear to have two principal types of customers: the
first consists of law-enforcement and intelligence agencies, who typically focus on serious
crimes such as underground drug markets and multi-million-dollar hacks of exchanges®.
The second consists of exchanges and financial institutions who want to be able to
demonstrate that they exercised due diligence when acquiring cryptocurrency assets.
The second set of customers are purchasing due diligence, which is well known to
suffer from perverse incentives [24]. Lobbying pressure from financial institutions leads

to risk management morphing into standardised due diligence procedures that can be

8The leading service, Chainalysis, was set up in an attempt to recover bitcoins stolen from Mt. Gox
in the first major heist in 2013.
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applied mechanically — of which the standard requirement that new bank customers

show a passport and two utility bills is a good example.

We therefore made a number of test purchases of AML reports on specific UTXOs
which we identified as suspect. In one case, a ‘Standard AML/KYC Risk Report’ as-
sessed a tainted coin as ‘medium risk’, noting ‘illicit activity risk’ (but giving two risk
levels of 64% and 11% with no explanation), and unquantified ‘Danger detected’ for
‘transactions impeding track of funds’ and ‘transactions with distinctive patterns’. Other
reported categories for which danger was detected included cybercrime risk, industry risk
and connected parties. Yet this coin contained a significant component that had been
publicly reported as stolen, and the report was oblivious to the fact. In a second case, a
checking firm returned ‘scam alert: none’ to one of the main Cryptolocker ransomware
addresses and also to the main Sheep Marketplace theft laundry address. In a third
case, a checking service gave the all-clear to an address being used by cryptomining
malware distributors on an underground forum scraped by colleagues at the Cambridge

Cybercrime Centre.

When we asked one firm why they stopped publishing negative recommendations
and removed old ones from their websites, they said they “wouldn’t match risk appetite
of every user thus we can only provide risk assessment and leave the decision to the
user.” In short, the due-diligence market is not just a market for lemons, but one in

which many customers show symptoms of information avoidance [106].

The incentives facing firms who supply blockchain intelligence to law enforcement
are better. If hundreds of online test purchases of drugs provide evidence of drug dealers
laundering their proceeds through an unregulated exchange such as BTC-e, this may
provide probable cause for a warrant. And indeed the sales pitches of such firms (e.g.

Bitfury [44]) target major crime.

But there are still shortcomings. The leading police and intelligence agencies tend to
focus more on big busts, rather than on protecting ordinary consumers. This is already
a problem in frauds using normal banking and payment systems; despite the fact that
most property crimes in developed countries are now frauds rather than burglary or
car theft, the resources devoted by most police forces to ‘cybercrime’ are tiny and they
push crime victims to complain to their bank when they can, or even blame the victim
for the crime [15]. Given the common police view that bitcoin users tend to acquire
cryptocurrency with a view to buying drugs online, it is even less likely that they will
bestir themselves to help ordinary bitcoin crime victims, and we have come across no
sign of such enforcement action. If ordinary people are going to use cryptocurrencies at
all, how can they protect themselves?

This is why we decided to make TaintChain public. We hoped to facilitate the
emergence of an open crime-tracking community, first, as a resource for innocent bitcoin
users to check out coins they’re offered in payment; second, as a resource for small law-

enforcement agencies who don’t have the budget to buy in specialist services; third, as
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a platform for academics studying cybercrime; and fourth, as a means of mitigating the
lemons market in due diligence. After we wrote the first technical paper with some early
results [17], we publicised it with a Computerphile video [16], and waited for some theft

reports to roll in with the hopes of getting more on-the-ground data points.

3.5.2 Theft reporting in practice

We didn’t have to wait for long. We were contacted by several victims of theft as well
as by companies interested in refining their tracing systems. Talking to real victims and
looking at real theft cases led us to radically amend our view of the cryptocurrency world.
With one exception, the victims we talked to were all using hosted wallets?. So rather
than downloading wallet software and running it on their own machine, they had gone
to an online service—typically a firm that was also an exchange—and exchanged their
dollars, euros or pounds for Bitcoin. When they logged on, a balance was displayed
to them, and they could spend it by entering a payee and an amount, just like at a
conventional bank website.

In one case (one of the thefts from Mt. Gox) the theft was apparently by an insider.
Our complainant reported a bitcoin balance that amounted to thousands of dollars at
the time had simply gone to zero, with an attacker presumably having intercepted the
password or bypassed the password-checking mechanism. The outgoing transactions for
that day include a set of four equal transactions, closely spaced in time, equal to the
missing amount. That is the extent of the traceability we can offer by looking at the
blockchain. The liquidators of Mt. Gox have shown little interest in such small cases.

Other cases are similar although it is generally less clear whether the compromise
resulted from a customer’s credentials being guessed, or stolen by malware, or whether
there was inside collusion. In no case could we find any clear documentation of the
actual ownership of the missing cryptocurrency. On inspection, this observation opens
up a number of cans of worms starting with the nature of ownership of Bitcoins in the

current ecosystem.

3.6 How the market really works now

In the traditional self-hosted model, each user would hold a wallet. This is a software
program that stores and utilises private keys that correspond to addresses with unspent
UTXOs. Thus, a Bitcoin users ‘bank account’ is her wallet which gives her access to all
of her bitcoins in the form of unspent UTXOs.

One would assume that the hosted wallet of an exchange customer behaves in a
similar fashion. However, even in early exchanges, a well known security measure was

used which made hosted wallets behave differently: namely, the use of ‘cold’ and ‘hot’

9At least at the time of the theft; one had BTC 42 in a desktop wallet, and after he transferred it to
a hosted wallet, it was stolen.
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wallets. Exchanges would keep most of their customers’ bitcoins in offline machines (cold
wallets) and transfer to and from them periodically to online machines (hot wallets) used
for actual trading. This meant that the hot wallets would have enough coins to transact
but not so much as to pose a catastrophic theft risk.

If that were the only optimisation introduced by the exchanges then it would matter
little for coin tracing. If the bitcoin I bought from, or deposited at, an exchange were
kept faithfully for me and made available for me to spend when I wished, then a stolen
coin I received would still be traceable through my hands when I spent it later. This
may have been the case at the time of Mt. Gox, but it does not appear to be generally

the case now.

3.6.1 Who owns the bitcoin stock anyway?

There are two basic models for an institution to hold value on behalf of a customer. The
first is the gold merchant. If I pay £44,000 for a 1Kg bar of gold and paid the merchant
to store it for me in their vault, the merchant would place a sticker on that bar in his
vault with my name on it'%. If the merchant went bust, I could turn up at the vault
with my paperwork and collect the gold from the administrators; it was my gold after
all, and the company was merely keeping it for me.

The second model is the bank. If I had placed my £44,000 at HSBC, then the bank
does not stick my name on 2,200 £20 notes; it merely owes me the sum of £44,000. If it
goes bust, I have to stand in line with all the other creditors to get my share.

Similarly, there are basically three ways you can buy and hold cryptocurrency.

1. You buy it from an exchange and get them to transfer it to your own wallet which
is resident on your computing device (or dedicated hardware wallets) and that
contains your private key(s). This is the equivalent of collecting your gold from
the bullion dealer.

2. You buy it from an exchange and keep it there in a hosted wallet where the
exchange holds the private key(s) on your behalf but the cryptocurrency actually
resides in that wallet, in the sense that the keys are available to no other customer.
Here the exchange actually has control over your keys and executes transactions on
your behalf. This is the equivalent of the gold merchant who keeps identifiable and
marked gold bars on behalf of customers. You can buy, hold and sell gold without
physically taking possession of it, and you can even order it to be transferred to the
account of a different customer of that merchant, but it is identifiably and legally

yours. We will call this ‘the gold merchant model’.

3. You buy it from the exchange and keep it in an account where you have a claim

against a certain amount of cryptocurrency that the exchange is holding in its

Nowadays the bars have QR codes
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own wallet on behalf of all its customers. In other words, your balance is off-
blockchain and intermediated by the exchange. The exchange simply runs an
account for customers which is backed by the exchange’s assets. The exchange
might not actually possess assets that correspond exactly to its liabilities to its
customers; it might lend cryptocurrency to other exchanges, trade in futures and
options, and so on. The exchange may also offer transaction services whereby they
will remit various cryptocurrency amounts, at your mandate, to the internal or
external accounts of other parties. In other words, the exchange is operating as a
bank. We call this ‘the bank model’.

In order to understand which model of ownership is being used in popular exchanges,
we looked at the accounts filed by the leading UK exchange, Coinbase. It consists of two
companies, CB Payments Ltd., which holds customers’ fiat money balances and is now
regulated under the E-money Regulations (see § 3.6.3), and Coinbase UK Ltd. which
handles digital currency and is not regulated. According to accounts filed at Companies
House [68, 69], the first of these companies shows a net profit of £481,000 in the year to
December 2018 (the latest, at the time of writing) and net current assets of £6,935,000.
The second company is more substantial with a net profit of £6,568,000 and net current
assets of £8,156,000. Such accounts have been filed for several years and contain no

record of the exact amount of cryptocurrencies held by either company.

Of course, the UK Coinbase companies are part of a larger group, so perhaps all the
digital currency assets are kept by the US parent. A recent press profile of Coinbase
emphasises its commitment to compliance and notes that it has $20bn in assets under
management [97]. Nonetheless such a small balance sheet would be considered odd in
a UK bank with an overseas parent. If the total market cap of Bitcoin is £300bn, and
the UK’s share of that is in line with its 5% share of world GDP, and Coinbase has a
third of the UK market, then we’d expect to see a balance sheet of £5bn, not £15m.
Alternatively if the UK is 20% of the size of the US market and Coinbase has the same
share in both, we’d expect to see $4bn. In short, we're out by two orders of magnitude.
Looking for a hint, we note that Coinbase claims that all customer funds are kept in
its cold wallet, with only 1% of the total being in its hot wallets for trading at any one

time, and that this 1% consists of its own reserves [97].

It is curious that we see no trace of customers’ pooled assets on the Coinbase balance
sheet, which does not look anything like that of a bank. Perhaps the assets appear on the
balance sheet of a different group company, or perhaps Coinbase has transitioned from
being like a gold merchant to being like a bank in the months since the last accounts
were filed. Certainly Coinbase goes out of its way to present itself as the good guy in
the Wild West of cryptocurrency and we are not imputing any impropriety whatsoever.
But if even the best actors fall short of the standard of transparency normal in legacy

banking, this raises further questions, to which we will return in § 3.7.
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3.6.2 Off-chain transactions

So, in practice, the transfer of bitcoin from person to person appears to be more like
this: Alice goes to a bitcoin exchange and pays it (say) £2000. The exchange gives her
BTC 0.07 and displays this balance as being available to her to spend. If Alice now
orders a payment of BTC 0.05 to Bob, then the exchange looks to see whether Bob is
also a customer. If so, then the transfer is just a ledger entry; the balance seen by Alice
reduces to BTC 0.02 while Bob’s increases by BTC 0.05. This is known in the trade as
an ‘off-blockchain’ or ‘off-chain’ transaction. These appear to have become the default
over the period 2016-20.

The idea that off-chain transactions might become the norm was in fact first mooted
by Bitcoin pioneer Hal Finney: “ Bitcoin itself cannot scale to have every single financial
transaction in the world be broadcast to everyone and included in the block chain...
Most Bitcoin transactions will occur between banks, to settle net transfers. Bitcoin
transactions by private individuals will be as rare as... well, as Bitcoin based purchases
are today.” [79]

Getting hard data on the scale of off-chain transactions is hard. Demeester reports
that Western exchanges do $80m in off-chain transactions per day [79]; while charts by
Cryptovoices show trading volumes per on-chain transaction taking off from early 2017
and showing peaks in the range of 6 to 14 times [73]. There have been various attempts
to create off-chain payment mechanisms between exchanges but it appears, talking to
industry insiders, that the great bulk of off-chain payments (at least for bitcoin) are
between customers at the same exchange. One of the drivers appears to have been the
massive congestion in the blockchain in late 2016, when transactions could be pending
for a day before being mined into the blockchain and transaction fees hit $50; now many
blocks are partly empty and mining fees are near zero. All such figures need to be
treated with caution: Ribes investigated various bitcoin exchanges via test transactions
and concluded that the largest exchange at the time was faking 93% of its trading
volume [183].

In effect, crypto-currencies have morphed into an unregulated shadow banking sys-
tem. While this may have initially been driven by congestion, it has a secondary effect
of consolidation: network effects appear to be pushing particular communities to con-
solidate around specific exchanges. Many Bitcoin users in the USA and the UK use
Coinbase, while Chinese speakers are more likely to use Binance, Japanese use bitFlyer
and South Africans use Luno. It’s convenient to use the same exchange as your coun-
terparties: transactions are instant and fees are much lower.

Another recent development that is bound to make blockchain analysis more opaque
is the development of off-chain payment channels. Payment channels allow Bitcoin
users to only commit a very small subset (usually two: the first transaction is to put
a “stake” or collateral into the payment channel and the second is to cash out the col-

lateral plus/minus any transfers to/from the channel) of their total transactions to the
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blockchain. These do not rely on trusted third parties like exchanges but rely on collat-
eral put in by all parties as an economic incentive for good behaviour with the blockchain
only used in case of disputes among the parties. The actual “Alice to Bob” transfers
within a payment channel happen completely off-chain and payment channel systems can
contain many entities. We refer interested readers to the systematisation-of-knowledge
paper by Gudgeon et al. for an introduction to the field [109].

The benefits of these off-chain mechanisms are clear: they reduce congestion on the
network, they have lower latency and lower transaction fees. The concern is that they
further exacerbate the opacity of the Bitcoin network. If payment channels become the
norm, one can expect to see even fewer transactions appearing on the blockchain at
all. This is even worse (from a transparency standpoint) than the off-chain transactions
mediated by cryptocurrency exchanges because in this case there is no exchange to serve
a warrant on when the need for investigation arises. The lack of any such regulated
entity also makes it difficult (if not impossible) for researchers to get a grasp on the
popularity of payment channels as well as their usage in cybercrime. We will return to
this issue of payment channels when we discuss privacy-preserving cryptocurrencies in
§ 3.7.

3.6.3 The E-Money Directive

The fact that substantial transaction volumes are now handled off-blockchain raises
the issue of whether financial regulators in Furope should require exchanges to comply
with the E-money Directive of 2009 [83]. According to this, “electronic money” means
“electronically stored monetary value as represented by a claim on the electronic money
issuer which is issued on receipt of funds for the purpose of making payment transactions;
is accepted by a person other than the electronic money issuer; and is not excluded by
regulation”.

This regulation seeks to ensure, inter alia, that an issuer of prepaid debit cards has
and maintains enough assets to back the credit balances on the cards that it currently
has on issue. Exactly the same problem arises with bitcoin exchanges: what is to
stop an exchange taking my money and displaying to me a credit of bitcoin (or other
cryptocurrency assets) that it does not actually have? What is to stop an exchange
selling $200m worth of bitcoin but buying only $100m in actual bitcoin, taking out the
other $100m as dividends for its shareholders, and hoping to get away with it for a while?
The rate at which exchanges have gone bust should warn regulators that this is a real
risk.

The text of the E-Money Directive appears to describe an exchange’s transaction
processing business well. So do financial regulators make exchanges comply with this
Directive, via the regulations that implement it in each Member State? The answer
appears to be no. In the UK it is up to the Financial Conduct Authority to instruct
the Payment Services Regulator to apply the E-Money Regulations (2011) to particular
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payment systems; the Regulator told us in 2017 that as the FCA has not instructed her to
regulate cryptocurrencies, she only applies the Regulations to the conventional currency
balances kept at UK bitcoin exchanges. We will return to the FCA’s position in § 3.6.5.
Meanwhile, their reluctance to regulate anything other than the fiat money component
of a transaction is exploited by the exchanges. Coinbase’s terms and conditions [66], for
example, make a clear distinction between ‘E-money services’ which relate to customer
sterling balances, are regulated, and are provided by CB Payments Ltd., and ‘digital
money services’ are provided by the separate company Coinbase UK, Ltd. We are warned
“You should be aware that the risk of loss in trading or holding Digital Currencies can
be substantial ... Digital Currency Services and Additional Services are mot currently
requlated by the Financial Conduct Authority, the Central Bank of Ireland, or any other
requlator in the UK or in Ireland.”

The situation in Germany is similar, but with different details. The regulator, BaFin,
has held back from imposing e-money regulation on virtual currencies (the term used
in the EU) with the argument that they do not represent any claims on an issuer; as
there is no issuer, they are not e-money within the meaning of the German Payment
Services Supervision Act (Zahlungsdiensteaufsichtsgesetz). Bitcoins are however finan-
cial instruments, units of account like foreign exchange with the difference that they do
not refer to a legal tender!! [31]. BaFin does note that “Those buying and selling VCs
commercially in their own name for the account of others carry out principal broking
services which are subject to authorisation” and remarks in passing that “In practice,
VC undertakings often did not offer detailed explanations as to how they work at all,
or did so in a vague manner. In many cases, no general terms and conditions were
provided.” And there has been enforcement action: BaFin has issued cease-and-desist
notices to ban the promotion of the ‘OneCoin’ trading system in Germany [30] and an
unlicensed broker, Crypto.exchange GmbH [28].

The OneCoin case is particularly interesting because the cease-and-desist order re-
lated to the company’s not having an e-money license in respect of Euro remittances
made within Germany to acquire Onecoins [29]. In that case, players in the system
were ‘merely adjusting balances’ to transfer funds. In any case, an institution providing
off-blockchain transactions at scale would appear to fall under §1.1.5 of the German
Payment Services Supervision Act as they are “enterprises that provide payment ser-
vices either commercially or on a scale that requires a commercially equipped business
operation” [112].

In short, in both the UK and Germany, the law empowers the regulator to require
that digital currency operators who settle payments by means of off-blockchain trans-
actions to register under the E-Money Directive, yet they have so far neglected to do
so. Perhaps the cryptocurrency scene is simply moving too fast for them or perhaps the

scale of the cryptocurrency enabled crime is not large enough yet. Once they catch up —

1 This could change if some state were to declare a virtual currency to be legal tender, as El Salvador
has recently done.
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perhaps being forced to act by some scandal — the tools already exist. The UK E-money
Regulations, for example, provide two years in prison for operating an e-money service
without a license!?.

Once we realised that regulators were failing to apply applicable law to tackle the
risks around off-blockchain transactions, we made a submission to the UK Parliament’s
Treasury Committee describing these risks and recommending that the E-money Reg-
ulations be applied to exchanges’ digital currency services as well as to their customer
balances in fiat currency [18]. We amplify that recommendation below, along with others

on which our thinking has developed since our submission to Parliament.

3.6.4 Directive PE CONS 72/17

On May 12th 2018, the European Union published Directive PE CONS 72/17 [211], with
the snappy title of ‘Directive of the Furopean Parliament and the Council amending Di-
rective 2015/849 on the prevention of the use of the financial system for the purposes
of money laundering or terrorist financing, and amending Directives 2009/138/EC and
2013/36/EU’. This was agreed quietly between the European Parliament and the Coun-
cil (the Member States) in April 2018, and it somewhat changes the regulatory land-
scape. Although it is justified as an anti-terrorism measure, it will have implications for
consumer protection.

In December 2017, the Commission had signalled that regulation would be extended
from exchanges to wallet hosting services. The new Directive does this but in a way
that leaves a significant loophole. The new Directive has, in article 2 (d), a definition
of a ‘custodian wallet provider’ which is just about services that hold cryptographic
keys. Recall that in § 3.6.1 we described two models of exchange wallet operation: the
gold merchant case where the wallet provided by the exchange to its customer contains
merely the cryptographic keys needed to sign transactions with the customer’s own
cryptocurrency assets, and the bank case where the customer merely has a claim on the
exchange’s asset pool. This definition covers the gold merchant case but fails on the
bank case.

The Directive says at recital 10 that virtual currencies (as the EU calls cryptocur-
rencies) should not be confused with electronic money, since although they can be used
for payment, they can be used for other things too. This text does not exclude the
application of the E-money Directive to off-blockchain transactions but may be used to
confuse matters and argue that exchanges should continue to have a regulated business
for fiat e-money balances and an unregulated one for digital currencies.

The Directive clarifies that the definition of electronic money is that given in Di-
rective 2009/110/EC: “electronically, including magnetically, stored monetary value as

represented by a claim on the issuer which is issued on receipt of funds for the purpose of

2There are a few surveys of the regulatory status of cryptocurrencies in various countries that inter-
ested readers would find useful. The latest is from the Cambridge Centre for Alternative Finance [45]
which compares the regulatory attitudes of 23 jurisdictions
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making payment transactions as defined in point 5 of Article 4 of Directive 2007/64/EC,
and which is accepted by a natural or legal person other than the electronic money is-
suer”. That seems to cover off-blockchain payments fair and square, and to our mind
on-chain payments too. There is also a definition of “virtual currency” as “a digital
representation of value that is not issued or guaranteed by a central bank or a public
authority, is not necessarily attached to a legally established currency and does not pos-
sess a legal status of currency or money, but is accepted by natural or legal persons as
a means of exchange and which can be transferred, stored and traded electronically.”

However most of the substance of the new Directive consists of detailed amend-
ments to the Fourth Anti-Money-Laundering Directive which can only be understood
by painstaking cross-reference to the original. Some of the intentions are clear enough,
such that there should be centralised systems recording the relationship between ad-
dresses and identified holders, which can be queried automatically by investigators on
the trail of money laundering or terrorist financing (recital 21). Of real importance
may be section 6: “ Member States shall prohibit their credit institutions and financial
institutions from keeping anonymous accounts, anonymous passbooks or anonymous
safe-deposit boxes”. The Directive also requires better public disclosure of the ultimate
owners or beneficiaries of companies and trusts.

The lawgiver has in this case been contemplating only the money-laundering aspects
of bitcoin exchanges, and not the fact that one can open an exchange and sell more
bitcoin than they have. In addition to this consumer-protection risk there may also be
a prudential risk: as some Member States (notably Malta but also Estonia and the UK)
try to market themselves as natural homes for cryptocurrency innovation, there will be

a temptation to race to the bottom at the cost of decreased transparency.

3.6.5 Positions of UK stakeholders

The UK parliament’s Treasury Select Committee called an inquiry into digital currencies
to which many interested parties made submissions in April 2018. Following oral hearings
and written submissions, the formal report was published in September 2018. The
submissions make for interesting reading.

We already noted that although off-chain transactions appear to fall squarely under
the EU E-Money Directive and the UK E-Money Regulations, the Payment Services
Regulator can’t apply them as the Financial Conduct Authority (FCA) has not asked
her to. The FCA explains its position in its Treasury submission [89]. It follows the
definition in EU Directive PE CONS 72/17 in that it sees wallets as storing keys; there
is no recognition or mention of off-chain transactions in the set of operations around
cryptocurrencies that may or may not be regulated, and like the European Commission
sees wallets as simply storing the customer’s cryptographic key. It does not use the
word ‘currency’, or even the EU term ‘virtual currency’, preferring its own term ‘crypto-

assets’ — which further helps ignore off-chain transactions. It claims ‘Where crypto-assets
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form part of regulated services, regulated firms can take steps to mitigate the money
laundering risks’. This may be somewhat optimistic given that Coinbase has separate
firms for fiat money and crypto and carefully states in its terms and conditions that
only the former is regulated, but the FCA is not too worried: unlike the EU, it sees the
money-laundering risk as mostly in ‘non-crypto-asset typologies’. This position brings to
mind the literature on information avoidance [106]. The FCA appears to be shying away
from a problem it should fix but which would complicate its mission. If it wants ‘crypto-
assets’ to be treated exactly the same way as shares in Tesco, then it should forbid
regulated exchanges from providing any service that allows one customer to transfer
them to another directly as a means of payment, but it does not.

The FCA is not the only institution that just doesn’t want to know. The UK Fi-
nancial Reporting Council, in its submission [102], discusses the difficulty of valuing
crypto-assets. They should be valued at market if they are financial assets, but they
don’t meet the definition; so they have to be valued at cost as commodities, unless we
change the rules to treat them like gold. However, this is not on the agenda of the

International Accounting Standards Board.

3.7 Policy recommendations

So regulators are just not managing to keep up, and policy perspectives have changed
hugely in a few years. The 2015 survey of bitcoin economics, technology and governance
by Béhme et al. now seems to come from a different century [46]. The number and scale
of the scams together with the environmental harm caused by mining have led to an
increase in concern among governments with central bankers pushing them in favour of
regulation [45], but so long as this is based on an outdated view of the problem it’s not
likely to be optimal. In this section, I discuss the recommendations we made in 2018
which we were invited to present at a number of law and economics venues, and note

how the ecosystem has changed in the intervening months.

3.7.1 Regulated exchanges

The main recommendation we made in our 2018 analysis was that governments should
regulate exchanges based in the EU, or that do business with EU citizens, and which
offer off-blockchain payments or consolidate cryptocurrency assets rather than merely
holding crypto keys on behalf of customers, in respect of all these cryptocurrency assets
under the E-Money Directive. Off-chain transactions, at the very least, fall within the
definition of e-money and are vulnerable to exactly the kinds of scams and payment
service failures that the E-Money Directive was established to prevent.

If regulators continue to believe that cryptocurrency exchanges fall outside the defi-
nition of e-money as per the E-Money Directive, then we will need a similar directive to

tackle the same problems. However, that seems like a waste of time and resources. The
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EU has a workable piece of legislation; it and its Member States just need to enforce it.

3.7.2 Consumer protection

A crime victim who asks an exchange for a refund of stolen bitcoins that were taken
from an account there can expect to be told that as digital currency is unregulated, they
are out of luck.

But this is nothing new. In fiat banking, a customer who complains of phantom
withdrawals from her account used to get into an argument with her bank who would
stonewall her with something like ‘Our systems are secure so you must have been negli-
gent or collusive.” Yet the law eventually caught up in most countries. In the USA, early
court cases paved the way for Regulation E and Regulation Z which provide much of
the consumer protection on which bank customers rely in card transactions [65]. In the
EU, the Payment Services Directive requires that the contract terms governing the use
of the payment instrument must be ‘objective, non-discriminatory and proportionate’
(article 69), and where a transaction is disputed, ‘it is for the payment service provider
to prove that the payment transaction was authenticated, accurately recorded, entered
in the accounts and not affected by a technical breakdown or some other deficiency’
(Article 71) [82]. Crucially, ‘the use of a payment instrument recorded by the payment
service provider, including the payment initiation service provider as appropriate, shall
in itself not necessarily be sufficient to prove either that the payment transaction was
authorised by the payer or that the payer acted fraudulently or failed with intent or
gross negligence to fulfil one or more of the obligations’ (Article 72). European law not
only agrees that payment records are not constitutive of title to money; it also imposes
reasonable constraints on what may be expected of users. Simply saying ‘you should
have chosen a better password’ won’t do; neither will ‘the blockchain now says that your
money belongs to Fred’.

At this point the provider’s terms of service may say ‘you can’t sue us’ while consumer-
protection law holds such contracts to be unfair. Again, the Payment Services Directive
comes into play, and there are other laws too around unfair contract and product lia-
bility. These can give some clarity if policy degenerates into a tussle over the burden of
proof.

So our second recommendation was that the relationship between an exchange

and its customer should be covered by the second Payment Services Directive.

3.7.3 Unregistered exchanges

Unregistered and downright criminal exchanges are an issue. Suppose that you were hit
by the Wannacry ransomware, had paid a ransom, and wanted to get your money back.
According to the US government, Wannacry was the work of North Korean government
agents, but this isn’t much help. You note from the BitFury report that almost all of
the bitcoin collected by Wannacry was laundered through the HitBTC exchange, so you
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want to serve a court order on them (whether for compensation, or merely to see the
passport presented by whoever cashed those coins). You then find that their website
does not contain a physical address for service, contrary to the E-commerce Directive,
Article 5.1(b) of which requires “ the geographic address at which the service provider is
established” to be provided. A simple search reveals that others, including disappointed
customers, have sought this information repeatedly. HitBTC does claim to abide by
FATF rules, so where is it registered as a money service business? The Directive requires
at 5.1(e) that it publishes “where the activity is subject to an authorisation scheme, the
particulars of the relevant supervisory authority” yet there is no sign. It should perhaps
surprise no-one that HitBTC is on Ribes’ list of exchanges that appear to significantly

overstate their trading volume; he uses the word ‘fraud’ [183].

HitBTC is believed by some in the industry to be run by criminals in Russia. If it
turns out that HitBTC is in a non-compliant jurisdiction, so it can’t be raided and shut
down, then conversations need to turn to sanctions, and whether regulated exchanges

should be permitted to transact with such operators at all.

The concern around exchanges based in non-compliant jurisdictions has taken an
increased importance in the 18 months since we initially published our recommendations.
The recent Chainalysis study of crypto crime suggests that 52.2% of all illicit bitcoins in
2020 went through just two exchanges: Huobi and Binance [60, Pg. 10] taking the place
of HitBTC as the primary crime havens. Binance moved to Malta, which is infamous
in cryptocurrency circles for its lack of enforcement, after being banned in China [148].
Huobi seems to be have subsidiaries in many jurisdictions with the Hong Kong office
serving as headquarters although the exact structure of the Huobi group is quite difficult

to decipher from their released documents.

The guidance for dealing with such exchanges exists in the aforementioned Directive
2015/849 discussed earlier, which imposes a duty in respect of transactions involving
high-risk third countries, which must be presumed to apply to HitBTC and the like.
Article 11 requires EU institutions to implement a number of enhanced due-diligence
measures on such transactions including getting more information on the customer,
the beneficial owner, the nature of the business relationship, the source of funds and
the reasons for the intended transactions. Moreover, the EU institution doing such a
transaction must have it approved by senior management. It is hard to see how a UK

exchange could discharge these duties in respect of a transaction to or from HitBTC.

Again, this is nothing new. Cryptocurrencies do not solve the underlying problems
that made bank regulation necessary, and we can expect that many of the familiar

second-order problems will also reappear in due course.

Our third recommendation was that regulators should prohibit the cryptocur-
rency exchanges they regulate from clearing and settling transactions with unregulated

exchanges.
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3.7.4 Innovation and the role of central bank cryptocurrency

Debate continues on whether bitcoin and cryptocurrencies have actually achieved any-
thing other than emitting carbon dioxide and facilitating crime. Stinchcombe argues
that ten years into its development, nobody has found a legal killer app for bitcoin yet:
‘Each purported use case ... amounts to a set of contortions to add a distributed, en-
crypted, anonymous ledger where none was needed. What if there isn’t actually a use
case for the blockchain at all?’ [199].

But the markets still believe otherwise, with Bitcoin’s valuation reaching new heights
at the time of writing. This surge in valuation can also be seen for Ethereum, a system
similar to Bitcoin but with a more expressive scripting language that allows the creation
of smart contracts (see § 2.2.2). Whether these can be legally valid contracts has been
an issue of some debate.

Once again, we look towards precedent. As Raskin notes, ‘innovative technology does
not necessitate innovative jurisprudence’ [179]. In fact, a decent starting point is the
existing law on vending machines and on the starter interruptors used to enforce some
motor vehicle credit agreements. But although smart contracts are nothing especially
new, regulatory intervention may be needed in egregious cases. Attempts to hide con-
tracts behind machines have failed in the past: an early vending machine was invented
by a 17th-century book publisher, Richard Carlile, who did not want to be jailed for
selling books considered blasphemous. He argued that the purchaser’s contract was with
the machine, not with him; the court didn’t buy this argument, and sent him to jail.
The fact that he flaunted his attempts to evade prosecution made the case an easy one
for the court [179]. We can expect courts to be similarly unimpressed by contracts that
are unfair, unconscionable or illegal; that are made using the visible proceeds of crime;
or that are clearly contrary to public policy.

Both regulators and entrepreneurs should consider common-mode failure risks. Peo-
ple have noted for some time that bitcoin is not as decentralised as some of its promoters
claim. Gervais et al. raised this issue in 2014 [103], and Narayanan et al. expanded on it
in their book [162], noting that a number of players — from the Bitcoin Core developers
through the mining cartels to the exchanges — have outsized power in the system. Vorick
gave a fascinating account of an attempt to set up a mining equipment vendor, which
revealed that Bitmain has a near-monopoly in the mining equipment market [214]; it
apparently earned $4bn in 2018 [114, 215].

Indeed, as Narayanan and his coauthors noted, the amazing and noteworthy thing
about Bitcoin is that it continues to operate as a (sort-of) global trusted computer
despite having various parts of its kill chain controlled by vendors, miners, developers and
exchanges. However many people expect a denouement sooner or later, and this is one
of the reasons that central banks might consider a properly-engineered cryptocurrency
to be worthwhile.

A quite different approach to Bitcoin is that being pursued by the Enterprise Ethereum
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Alliance, who have adapted blockchain technology to work in closed groups. These per-
missioned blockchains seem to be gaining traction in enterprise settings and offer tangible
benefits to companies (as we shall see in the next chapter). Nawaz, for example, de-
scribes a project at JP Morgan to use enterprise Ethereum to automate the clearing
and settlement of financial assets — which would enable the financial institutions who
are members of an exchange to manage the asset register collectively. This enables the
common-mode failure risks, the risks of transacting with criminal counterparties, and
the more traditional solvency and liquidity risks, to be managed transparently [131]. 13

So how might central bankers help? Bitcoin promoters have hoped for some years
that bitcoin would become fungible, in the way that coins are — one coin is as good as
any other. One way of promoting fungibility was by providing mixes and other money-
laundering facilities, but, as we have discussed, such facilities do not work very well and
are counterproductive as they simply taint the laundered coins as being crime proceeds.

Another approach has been to argue that bitcoin should be money. If it is, then there
are two exceptions to the nemo dat quod non habet rule: money, and bills of exchange.
The simplest way for a cryptocurrency to become money would be for a central bank to
issue it. If the Bank of England were to provide cryptocoins saying, as banknotes do,
‘I promise to pay the bearer on demand the sum of £20°, then anyone who holds such a
coin would be able to rely on it™.

A ‘LegitCoin’, for want of a working name, would thus have powerful advantages
over competitors!®: certainty of title, trust in it as a platform, and predictable value.
The E-Money Directive would apply immediately and directly, as such a coin would have
a defined value.

So why should a central bank issue cryptocurrency? The best reason, as we see
it, is to support innovation by providing a platform for smart contracts whose tokens
can be converted into real money at par. Firms promoting businesses based on smart
contracts should not have to contend with a wildly fluctuating exchange rate between
ether and sterling, nor with the uncertainty that comes from dealing with coins that
may previously have been crime proceeds. Another reason for central banks to consider
cryptocurrencies is to enable micro transactions by issuing coins directly to users: the
potential for these to disrupt existing economic models is not diminished by having the
coins issued by a bank versus having them issued by a mining farm.

One of the pieces of existing infrastructure that central banks might consider for
smart contract functionality can be found in the Hyperledger project, a Linux Founda-

tion hosted project that aims to provide a multitude of permissioned blockchain systems

13The proposal would also make the assets programmable, so that participants could offer futures,
options and other derivatives of arbitrary complexity — which may raise other regulatory issues, but they
are not our concern here.

!4The general exemption from the nemo dat rule is bills of exchange, which include cheques, bills
of lading, and indeed banknotes. We’ve kept the discussion to banknotes for simplicity. However if
we end up with central banks issuing cryptocurrencies that support smart contracts for supply chain
management, other bills of exchange will surely be constructed using them

5such as Facebook’s Diem (previously known as Libra)
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depending on the application. Other popular permissioned blockchain frameworks in-
clude Corda by R3, MultiChain by Coin Sciences and Quorum (created by JP Morgan
and recently taken over by Consensys). We will look at these frameworks in greater
depth in chapter 4.

Our fourth recommendation was that central banks consider issuing a cryptocur-
rency that supports smart contracts, has the legal status of a bill of exchange and is
redeemable at par for fiat money. The use of permissioned blockchains could provide for
a convenient mechanism for the dissemination of this cryptocurrency to institutions in
a transparent manner.

This recommendation seems to be seeing real traction at the time of writing. Sev-
eral countries are experimenting with so-called Central Bank-issued Digital Currencies
(CBDCs). A recent (August 2020) large scale study by the Bank of International Settle-
ments [27] shows that 36 countries have so far published work on CBDCs with several
of them conducting pilot deployments. The authors also note the change in attitudes of
central banks towards digital currencies: “In 2017 and 2018, many [central bank gover-
nors] had a negative or dismissive stance, particularly toward retail CBDCs. Since late
2018, the number of positive mentions of retail and wholesale CBDCs in speeches has
risen, and in fact there have now been more speeches with a positive than a negative
stance” [27, Pg. 8]. The authors suggest that the turn in opinion is due to the announce-
ment of Facebook’s Libra which has led to the public sector accepting the need for a
sovereign digital currency in an increasingly cash-free world. In another survey of central
bank attitudes [216], primary motivators for CBDC development appear to be the desire
to modernise inter-bank settlements and to improve cross border transaction systems;

permissioned blockchains appear poised to play a major role in both applications.

3.7.5 Nature of ownership

As we've seen, a serious issue with existing exchanges is that it is unclear whether
the bitcoins in the exchange’s cold wallet are owned by the customer (as with a gold
merchant) or by the exchange (as with a bank). The regulator should force exchanges to
make that clear in their terms and conditions. As we noted, exchanges used to act sort-of
like gold merchants (in the days of Mt. Gox) and appear to act sort-of like banks now.
The lack of clarity goes back at least to Mt. Gox. According to their 2012 terms and
conditions, ‘it (MtGoz) will hold all monetary sums and all Bitcoins deposited by each
Member in its Account, in that Member’s name as registered in their Account details,
and on such Member’s behalf.”’ [107] The comment of one of the victims to us was: “It
does not state that customers were signing up to a fractionally reserved exchange, and so
customers had the understanding that MtGox (albeit in separate cold storage) actually
possessed the bitcoins which customers saw in their balances when they logged in.”
Indeed, at present the fungibility of bitcoin seems to flow from the lack of clarity

around ownership; although theft victims can trace stolen assets, they cannot establish
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whether they actually owned these assets, and so cannot sue to get them back. Clarity
will enable the victims to sue either the exchange of which they were a customer when
the theft occurred, or the exchange in whose custody the bitcoins now rest.

A separate policy issue is the nature of ownership of a digital asset. Some assets
exist by virtue of registration, patents being an example. With most assets, the nemo
dat rule makes the situation more complicated. Cryptographers assumed that owning
the private key associated with a bitcoin’s address was constitutive of ownership, but
the law does not accept this at all. If registration is to constitute ownership (as with
patents) there had better be a law to say so; but, as we noted above, the EU Payment
Services Directive says no such thing.

Legislation that made cryptography constitutive of ownership would violate a number
of established rights and principles, as we discussed. It would complicate legal reasoning
about intent, agency, liability and other issues that have already been discussed in the
context of the law on digital signatures. Probably the most that might reasonably be
done is to treat the signature as a rebuttable presumption of ownership, following the
Electronic Signature Directive [81]. However that had such adverse effects on liability
that qualified electronic signatures found only very limited use. Here, we merely flag up
such issues as needing clarification, perhaps in the course of implementing the central
bank study project we recommend above.

In any case, our fifth recommendation was that regulators compel exchanges
to make clear in their contracts with their customers whether they are custodians of
cryptocurrency assets that the customers own, or whether the assets are owned by the
exchange with the customers simply having a claim on the asset pool.

It is natural for exchanges to try to avoid stating publicly whether they are trustees,
banks or both, as either choice brings responsibilities. It is time for regulators to force

them to choose.

3.7.6 Dark market currencies

A further policy issue is how to deal with cryptocurrencies that are explicitly designed to
provide more substantial transaction anonymity or even unlinkability, such as Zcash and
Monero, and also to identifiable persons promoting anonymity services on bitcoin and
other public and address-identifiable blockchains. In the case of Zcash, the system works
like bitcoin except that coin holders can have their coins re-mined, so that they become
indistinguishable from other recently mined coins. The analysis in this chapter would
suggest that when a tainted coin is treated in this way, all the coins then mined become
tainted, and the victim would have a cause for action against any of their holders.
Similar concerns hold for payment channels although there exists an out: one could
simply apply the FIFO tracing to the collateral and cash-out transactions used to estab-
lish the payment channel. This might result in some unfair repossessions since it may

be possible that the victim’s proceeds end up with someone who never even directly
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interacted with the thief. Still, a strict reading of Clayton’s case would lead us down
that path.

Perhaps the victim, in both the Zcash and payment channel cases, could also sue
the operators or promoters of such a system for negligence — in that they knew that
some wallets would be stolen and yet designed a system that would make it impossible
to get the money back. It’s not obvious that the liability stemming from this negligence
in fulfilling their duty of care would be extinguished by a legal precedent that declared

ordinary, traceable, bitcoins to be money.

There is also the criminal matter of obstruction of justice, which might be used by
prosecutors along with more specific offences relating to money-laundering and (in the
case of organisations such as the Izz ad-Din al-Qassam Brigades [60, Pg. 73-78]) terrorist
financing. This might perhaps be used against the promoters of systems such as Monero
that provide unlinkability by default and that are widely used by mining malware. At
the very least, the developers and promoters of such systems must expect to be held to
a higher degree of accountability, and it would be beneficial for all if policy could be
clarified.

A related policy issue is what the law should consider to constitute behaviour ‘in
good faith’. We have argued here that bitcoin mixes are certainly bad faith, and the use
of systems like Monero might be held to count as such. This could also hold for payment
channels though arguments could be made that the primary incentive for someone to
use a payment channel isn’t in hiding their transaction history but in the reduction of

transaction processing time and cost; without a clear legal precedent, this is a grey area.

However the new anti-money laundering regulations may settle the matter. As noted
above, article 6 requires that ‘Member States shall prohibit their credit institutions and
financial institutions from keeping anonymous accounts, anonymous passbooks or anony-
mous safe-deposit boxes’. A sensible transposition of the directive would discountenance
anonymous instruments such as Zcash and Monero at least, if not payment channels as

well.

Our sixth recommendation was therefore that regulators should prohibit ex-
changes from buying and selling cryptocurrencies that are explicitly designed to evade
money-laundering and terrorist financing controls. Perhaps anonymity should be re-
stricted to cryptocoins issued by central banks, so that controls can be ramped up later
if the need arises or be made contingent on transaction amounts. We note that Coinbase
won’t touch Monero (though bizarrely, it still supports Zcash). Coincheck seems to have
seen the danger in supporting these currencies and discontinued its support for Zcash in
2018 [172]. So, although the market might abandon these anonymous coins eventually,

it might take too much time without regulatory nudges.
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3.7.7 Capital requirements

If the only thing that could go wrong with a bitcoin was that it had been stolen, and all
thefts were promptly and dependably reported, then a technically competent exchange
can write scripts to fragment all incoming coins into clean layers and stolen layers. The
payer could get value for the clean money, while the victims of theft get their money
back and the drug money can go into the local asset-forfeiture pot. We call this satoshi
sorting.

Satoshi sorting is not really a practical solution, though, for at least three reasons.
First, there are issues other than theft, such as whether drug money or flight capital is to
be considered tainted — and some of these questions vary by jurisdiction. Second, crimes
are not always discovered and reported immediately; a big drug bust may result in the
tainting of coins in transactions from months or even years ago. Third is the complexity
of evidence. A victim of bitcoin theft may take time to establish that fact and a theft
report might only get to the taintchain after years of litigation.

Thus valid claims against an exchange’s cryptocurrency assets can arise for months
to years after these assets are received. This risk cannot be managed by a clearing
period and it follows that, if exchanges are responsible under the E-Money Directive,
or equivalently under securities law, for ensuring that the bitcoin balances they sell to
their customers are backed by cryptocurrency assets that are sufficient in quantity and
quality, then they will have to keep a significant level of reserves.

In order to set appropriate standards for reserves, proper accounting standards are
also needed. We noted that Coinbase — a leading exchange, which claims to be one of the
good guys — has published accounts that do not reflect the assets under its control. In an
ideal world, if Coinbase operates like a bank, we’d like to see its balance sheet look like
a bank’s balance sheet, and we’d like to have international standards for capitalisation
and reserves.

Our seventh recommendation was therefore that regulators should require regu-
lated exchanges to be adequately capitalised — and develop proper accounting standards

to support this.

3.7.8 Mitigating environmental harm

Our final policy issue is serious and controversial: the “environmental disaster”, as the
Bank for International Settlements describes bitcoin mining. A detailed analysis by De
Vries in 2018 put cryptocurrency mining energy use at between 3 and 8 GW, that is,
between the energy use by Ireland and by Austria; he noted that the current economics
would drive usage towards the latter figure [215]. He was right: the Cambridge Bitcoin
Electricity Consumption Index (CBECI) reported in late 2020 that Bitcoin’s annual
energy consumption now exceeds that of Austria [57].

Given the role of COs in anthropogenic climate change and the relevant international

agreements including the Paris Agreement, regulators should seek to mitigate the envi-
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ronmental damage done by miners, for example by moving from proof of work systems to
Byzantine fault tolerance or to proof of something else. Asking bank regulators to make
technology choices might not be ideal, so perhaps the appropriate policy instrument here
would be a carbon tax on mined coins.

Various policy mechanisms might be used to get from here to there including issuing
central-bank cryptocurrencies or monetising existing crytocurrencies, but only where
regulated entities such as exchanges, miners and wallet hosting firms pay their carbon
taxes. The market could then decide whether to go for moving to proof-of-stake coins,
or even (if they’re properly capitalised) letting the exchanges run a ledger directly.

Our eighth recommendation was therefore that regulators decide how to levy a
carbon tax on cryptocurrency mined using proof of work methods, and that the very
minimum acceptable should be the EUR 33 per tonne floor of the Emissions Trading
Scheme. From a technological point of view this would mean transitioning to more

efficient consensus algorithms, such as the one I present in chapter 5.

3.8 Conclusion

In this chapter we analysed the treatment of tainted bitcoins from legal, economic and
engineering perspectives, focusing on stolen bitcoins. Technologists claimed that taint
tracking was hard, as they assumed that taint would mix and dilute when coins are
joined; yet the relevant case law specifies first-in-first-out tracking, which turns out to
be technically easy. Technologists also assumed that bitcoin mixing made coins derived
from innocent and stolen inputs innocuous, whereas the legal effect of attempts to conceal
the source of funds is to taint the output.

We first described how to make it practical to trace stolen coins on the blockchain,
at least in the theoretical world described in academic research. The same applies to
other kinds of tainted coins such as those acquired via other crimes from ransomware to
drug trafficking.

We then built a visualisation tool to study the spread of taint on the blockchain.
This led us to discover some interesting patterns that could serve as useful heuristics for
picking out suspicious bitcoins. We published these tools and received communication
from many victims of bitcoin theft.

This led us to explore the limitations around the use of taint-tracking in practice, at
least by individual crime victims, and went on to describe how many bitcoin exchanges
have started working since early 2017, with off-blockchain transactions and the ownership
of the underlying bitcoins often being obscure.

We then took a close look at the measures taken by many governments to tackle
the most urgent serious-crime threats including large-scale money laundering and un-
derground drug markets, notably by forcing exchanges to register and perform basic due

diligence on their customers. These have culminated in the EU’s amending the fourth
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anti-money-laundering Directive to bring wallet hosting service providers as well, with

effect from November 2018. However, this still only tackles the problems of four years

ago: we described how regulation has failed to keep up. While regulators have tackled

the access and egress points where real money is transferred into digital currency and

vice versa, they have failed to notice that the growing volume of off-blockchain transac-

tions has created an unlicensed shadow banking system. This will have to be regulated,

just as the real banking system is, and for precisely the same reasons.

Finally, when we did this analysis in 2018, we made eight recommendations as a

guide for regulatory efforts which I gather here for convenience.

1.

The E-Money Directive should apply to exchanges doing business with EU citizens
which offer off-blockchain payments or consolidate cryptocurrency assets rather
than merely holding cryptographic keys on behalf of customers, in respect of all

these payments and assets.

. The relationship between an exchange and its customer should be covered by the

second Payment Services Directive.

Governments should prohibit the cryptocurrency exchanges they regulate from

clearing and settling transactions with unregulated exchanges.

. Central banks should consider issuing a cryptocurrency using a permissioned sys-

tem that supports smart contracts and micro transactions, has the legal status of

a bill of exchange and is redeemable at par for fiat money.

. Regulators should compel exchanges to make clear in their terms and conditions

whether they are custodians of cryptocurrency assets that the customers own, or
whether the assets are owned by the exchange with the customers simply having

a claim on the asset pool.

. Regulators should prohibit exchanges from buying and selling cryptocurrencies

that are explicitly designed to evade money-laundering and terrorist financing con-
trols. Regulators also need to carefully consider the issue of off-chain payment
mechanisms such as payment channels and what restrictions should be placed on

their usage.

Regulators should require regulated exchanges to be adequately capitalised, and

develop proper accounting standards to support this.

. Regulators should decide how to levy a carbon tax on cryptocurrency mined using

proof of work methods; the minimum acceptable should be the EUR 33 per tonne

floor of the Emissions Trading Scheme.

We believe that existing laws can be used to tame the cryptocurrency jungle and

make it safer both for private users and for innovation. An important step is to enforce
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the EU’s E-Money Directive in respect of digital currency assets held by EU exchanges
on their customers’ behalf, as well as for balances of Euros and other fiat money.

Settling the legal status of digital currencies should be used as an opportunity to move
operators from the proof of work systems that now emit more COg than Austria [57],
to alternative systems that do not do as much environmental damage, by means of a
carbon tax.

An interesting question is whether this would need new legislation, or even a trade
treaty (as might be needed, for example, to impose a tax on the embedded carbon content
of imported machines). If existing regulations can perhaps be used to implement our
other seven recommendations, perhaps they can be used to enforce a carbon tax as well,
by making it a condition of cryptocurrencies being traded on regulated exchanges.

At the time of writing, unfortunately, this carbon tax still has not been implemented
and regulators have generally continued with their hands-off policy when it comes to
PoW emissions. I hope that this changes in the near future since the popularity of
cryptocurrencies is on the rise again, most probably due to the pandemic and consequent
quantitative easing measures worldwide [34]. Cryptocurrencies seem to be here to stay,
we ought to hurry and make them less harmful to the environment.

A bright point to end this chapter on is the apparent utility of a central bank issued
cryptocurrency as well as of smart contracts to facilitate interactions between institu-
tions. Here, our optimism seems to have been validated with many companies now
adopting permissioned blockchains in a variety of contexts as well as several central
banks making strides towards issuing their own cryptocurrencies. We will discuss this
new avenue for research and engineering in the next chapter where we talk about the
challenges that come with getting a permissioned blockchain system out to customers as

well as the ways in which I have tried to address some of those issues.
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“Many a calm river begins as a turbulent waterfall, yet

none hurtles and foams all the way to the sea.”

—NMikhail Lermontov

Taming the blockchain

Permissionless networks! such as Bitcoin have an uphill task: they are trying to create a
trusted system out of a set of completely untrustworthy entities while also giving them
worthwhile economic incentives to participate in the system. In enterprise settings, there
is no need (nor is it usually feasible) to motivate actors to participate in this manner
as they can simply be instructed to do so. Moreover, enterprise systems usually have
defences against certain threats such as sybil attacks [84] via their identity management
systems. Thus, efficiencies ought to be possible in this more constrained setting. This
reasoning has led to the recent development of permissioned blockchains, also known as
Distributed Ledger Technologies (DLT's).

Following on from our own 2018 recommendations presented in the previous chapter,
where we urged governments and institutional actors to explore permissioned blockchains,
I decided to take a closer look at this emerging technology and see whether it is more
than just a solution looking for a problem.

To get hands-on experience with getting a real system out to paying customers, I
joined a startup, Jitsuin, and designed their blockchain back-end from the ground up
over the course of two years. The system we built is now being used by several large
enterprises.

The Jitsuin collaboration led me to discover some issues with existing frameworks

as well as mitigations to those problems. The very first of these issues was with GDPR

LA note on terminology: I use the word permissionless to denote systems where anyone is allowed to
participate in the consensus mechanism, and the word permissioned to denote systems where there is
gatekeeping on who can do so. This is completely orthogonal to a network being public or private which
denote who can read and write data to the system. It is perfectly plausible to have a permissioned yet
public blockchain as is the case for many self-sovereign identity projects such as Hyperledger Indy [118].
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compliance and the need to edit historical data; this led us to file a patent, which I
present here. The second issue plaguing blockchain systems in production is the ever-
increasing cost of readily available storage. I designed a mitigation for it, a patent for
which has also been filed.

As detailed in § 1.2, the patent on modifiable transactions was done collaboratively
with Jon Geater whereas the patent for storage scaling was invented solely by me and
later validated by Jon Geater.

I first present a succinct comparison of permissioned blockchain frameworks. I per-
formed this initially in 2018 when we were deciding on which framework to use for
Jitsuin; here, I have significantly shortened that focusing on attributes relevant to this

thesis and brought it up to date.

4.1 Why permissioned?

As we talked about in the chapter 2, the renewed impetus in studying decentralised
computation has been spurred on by the introduction of Ethereum and its smart con-
tracts. Ethereum has been pitched as a global trusted computer; this led to conjectures
that it could be used to disintermediate existing trusted third parties resulting in higher

efficiencies and greater transparency.

4.1.1 Issues with permissionless blockchains

There are several issues with the permissionless way of doing things when applied to

enterprise settings. These issues can broadly be categorised under one of four headings:
1. Cost of consensus
2. Transaction and metadata privacy
3. Throughput and latency limitations
4. Poor access control

I will discuss each in turn.

Cost of consensus. We have discussed the unsustainable toll that PoW has on the
environment in the previous chapter; the associated high energy cost means that spinning
up a new public chain that is resilient to attacks is prohibitively expensive?. Moreover,
unless the originating enterprise has some very specific requirements for a blockchain, it

makes little sense for them to spin up a new variant of Bitcoin or Ethereum.

2There is now a name for attacks that target small public blockchains: altcoin infanticide. Large
miners of Bitcoin target smaller cryptocurrencies and trivially perform 51% attacks on them. This is
done to snuff out any potential competition.[47]
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This means that enterprises considering public blockchains would probably use a
pre-existing one like Ethereum. This does not solve the cost of consensus, but merely
obfuscates it. The computation cost of maintaining the network is then paid by the min-
ers. In the early days of Bitcoin, the mining rewards were sufficient to motivate miners
to include transactions in the block and continue mining. However, miners increasingly
expect a transaction fee for them to consider including a transaction in a block. This
transaction fee depends on congestion and can show wild price fluctuations — not a good

basis for a reliable enterprise application.

Transaction and metadata privacy. By default, all transactions on the Ethereum
blockchain are public. This means that smart contracts deployed on the blockchain, the
data stored within them and all interactions with these contracts are visible globally.
Even if we use some encryption scheme so the transaction payloads aren’t visible to
everyone, the patterns of interaction with the contract remain visible by all. This meta-
data leakage is unacceptable in many enterprise applications. An additional side effect
of Ethereum’s broadcast nature is that organisations need to bear the cost of storing its
whole blockchain, including all the irrelevant data posted by parties in which they have
no interest.

There is also a tension between accountability and privacy in a broadcast system: the
more obfuscation we use, the harder it is for an auditor to verify the validity of actions.
For example, if you used frequently changing pseudonyms to hide interaction metadata,
it would be harder for a nosy competitor to glean your business secrets but it would also
be harder for an auditor to sign off your accounts, or for your internal auditor to look

for fraud.

Throughput and latency limitations. Another consequence of using proof of work
is poor performance. On average, Bitcoin can process about seven transactions per
second and each transaction takes tens of minutes to get confirmed. Compare that with
Visa which can easily process 22000 transactions per second and confirmation happens
within seconds [193].

While it may be possible to increase the throughput of a cryptocurrency system —
and there is active research in this domain — the latency limits will be harder to budge.
If transactions need to be communicated to an unbounded number of nodes, we need to
set the round trip times quite high, or not all nodes will receive messages in time and
frequent forks will occur. High latency appears inescapable for global permissionless

blockchains.

Poor access control. Closely linked to the issue of transaction privacy is the issue
of access control.? While it is possible to have write access control at the smart con-

tract layer, managing such systems with existing permissionless blockchains is tricky.

3We can think of transaction privacy as read access control; here I refer to write access control.
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Ethereum, and most other permissionless systems, use an address-based control which
means that the contracts can be programmed to check if a particular transaction was
signed using the right key. This is a very simplistic model for governing access to assets.
The task of designing an access control system resembling the complicated, hierarchical
systems that enterprise applications demand isn’t trivial. Address-based access control
also makes it difficult to use modern authentication methods such as Web access tokens
and instead compels developers to use security-sensitive keys directly. Finally, from an
operational standpoint, regulated businesses need to be able to exclude transactions em-
anating from states under sanctions (e.g. North Korea); this is difficult to ensure in a

permissionless system.

4.1.2 Permissioned blockchain primer

Faced with these issues, many enterprises started to look for ways to gain the trans-
parency and efficiency promised by blockchain networks without incurring the draw-
backs of permissionless networks. This is perhaps best demonstrated by JP Morgan:
at about the same time as its CEO, Jamie Dimon, was calling Bitcoin “a fraud” and
claiming he would “fire in a second” any JP Morgan trader trading bitcoins [122], it was
launching one of the first permissioned blockchain frameworks, Quorum [133]. What
was seen as a dissonance in the company at the time was actually a different take on
the blockchain model, one where not everyone was invited nor was everyone within the
network trusted. It served as a middle ground between the absolute centralisation of the
trusted third party model and the lawless world of the permissionless systems.

Of course JP Morgan wasn’t the only player interested in developing permissioned
blockchain frameworks. In December 2015, the Linux Foundation announced the cre-
ation of the Hyperledger Project [206]. This was intended to serve as an incubator host-
ing several different frameworks with promises of some interoperability between them.
The initial projects, Hyperledger Fabric and Hyperledger Sawtooth, were developed by
IBM and Intel respectively and subsequently entrusted to the Linux Foundation. Since
then, Hyperledger has grown to include six different frameworks, four libraries and sev-
eral other open-source tools.

So what distinguishes these frameworks from the permissionless networks that pre-
ceded them? The most obvious difference lies in the consensus layer. Instead of relying
on PoW or PoS, these frameworks use distributed consensus mechanisms, usually based
on some form of leader election protocol. These mechanisms are typically designed to
be energy efficient and provide quick consensus; however, this comes at the cost of much
lower scalability. Some of the common consensus algorithms used in frameworks are
Raft [169] and Tendermint [53].

Another crucial change that permissioned blockchain frameworks incorporate is a
more targeted network layer. Unlike permissionless blockchains where the goal is to

gossip transactions to as many nodes as possible, in a permissioned setting we seek to
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route transactions to specific nodes. Moreover, some frameworks incorporate the notion
of private channels which are subsets of nodes communicating over data that the rest of

the consensus network is not privy to.

4.1.3 What is the point?

What are companies that are investing in this technology hoping to gain? A recent
survey of 160 organisations by Rauchs et al. [180] suggests that the main motivator for
exploring permissioned blockchain systems is the potential for cost reduction stemming
from efficiency gains. These efficiency gains are found in one of three ways, as the authors

elaborate:

“(1) reduce costs by removing avoidable reconciliation steps between com-
pany ledgers, (2) generate revenues through the provision of new services
enabled by the access to shared data, and (3) create new market models
and types uniquely enabled by the shared network that did not previously
exist.” [180, Pg. 34]

The first of these is the primary motivator for most networks in their survey. This
suggests that disintermediation of trusted third parties and thus allowing direct collab-
oration is the focus of the push for permissioned blockchains.

Turning our attention to application domains, the authors report that the most
common application scenario is supply-chain tracking. Modern supply chains have many
independent actors with various degrees of collaboration between them leading to many

interfaces mediated by trusted third parties?

. This strong correlation between supply-
chain tracking and permissioned blockchains has been corroborated by several other
studies recently [92, 101].

Jitsuin’s goal is to create a shared lifecycle assurance system for industrial IoT de-
vices. This means incorporating not just the supply-chain relationships involved in the
production of the devices, but also keeping track of maintenance commitments over
the device’s lifetime. I joined Jitsuin right after its founding in late 2018 (before any
development had taken place) and was entrusted with designing the blockchain back-
end underpinning this assurance system. The remainder of this chapter catalogues my

efforts.

4.2 Comparison of permissioned blockchain frameworks

Table 4.1 illustrates a summary of the comparison between blockchain frameworks. The

initial survey was performed in early 2019 and updated in mid-2020 with the introduction

4Some supply chain experts [12] have suggested that blockchains are being used as an excuse to finally
move past cumbersome paper-based systems and that this is one of the main reasons for adoption as
well as the efficiency gains seen. The survey by Rauchs et al. does not indicate this, however.
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HL HL HL HL HL JPM R3

Characteristics Fabric | Sawtooth | Burrow | Iroha | Besu | Quorum | Corda

Pluggable consensus ° ° X X ° ° °

Flat hierarchy

Byzantine tolerance

EVM compatibility

Private channels
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Production ready

Table 4.1: SUMMARISED COMPARISON OF PERMISSIONED BLOCKCHAIN FRAMEWORKS.
Legend: characteristics are one of fully-exhibited (e), exhibited with caveats (o), not exhibited
(x), not applicable (NA), Certificates (Cert). HL stands for Hyperledger and JPM for JP
Morgan.

of Hyperledger Besu. I have only included frameworks with active repositories (at least
one commit per month for the last year) to weed out defunct ones.

The characteristics I have focused on here are:

e Pluggable consensus: the ability to switch consensus algorithms in the frame-
work. This is desirable so that one can choose the appropriate algorithm for a

given application.

e Flat hierarchy: whether nodes perform homogeneous functions or if there are
“special” nodes; it is important to check for this since some frameworks effectively
centralise the network by introducing special nodes (without making it clear in

their documentation that this is what they are doing).

e Byzantine tolerance: whether the framework comes with a Byzantine fault
tolerant consensus algorithm. Where a framework supports multiple consensus

algorithms, I rate it on the basis of the most resilient algorithm supported.

e EVM compatibility: whether the framework supports the Ethereum Virtual
Machine and Solidity contracts; I pay special attention to this since by far the
most amount of work around smart contracts has been done in Solidity resulting

in extensive tooling and contract support.

e Private channels: whether the framework has support for privacy preserving

channels to send data to subsets of nodes.

e Production ready: whether the framework is marked as ready (denoted by a 1.0

public release) or if it is experimental.

4.2.1 Hyperledger Fabric

Fabric [22] is one of the founding projects within Hyperledger and the most widely used

framework in Rauchs’ survey [180, Pg. 37]. Fabric foregoes the usual Ethereum Virtual
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Machine (EVM) and Solidity combination used in most other permissioned frameworks
and instead has its own Go based contract layer (which is called chaincode in Fabric
parlance).

Fabric supports pluggable consensus as well as private channels. Private channels
in Fabric protect against metadata leakage better than most: private data is never sent
to nodes that are not party to the private channel effectively creating a distinct sub-
network.

The main drawback of Fabric (apart from lack of EVM support) is its use of special
nodes called orderers that are responsible for ordering transactions sent to the network.
These orderers were built to reduce the overhead for reaching consensus by serialising
transactions and efficiently preventing double spending. However, they represent a single
point of failure in the system. While transactions are signed by ordinary peer nodes, if
the sole orderer for a channel goes offline, the channel cannot make any progress.

It is possible to distribute the ordering service into many orderers and have them
coordinate using a consensus algorithm; however, at that point we lose many of the
efficiency gains that made the hierarchy of nodes worthwhile. The effects of this trade-
off are apparent in the survey by Rauchs et al. where they found that most of the
projects using Fabric weren’t decentralised at all but rather were using a single orderer
and sometimes even a single peer [180]. Fabric’s documentation is also not explicit
enough about the issues with using a single orderer, possibly leading to engineers not
realising the centralised nature of their system.

A final issue with the idea of trying to decentralise the ordering service is that Fabric
currently doesn’t offer any byzantine fault tolerant consensus algorithm for coordinating
orderers; the only production-ready option is Raft which is only crash fault tolerant [169].

This renders the usage of Fabric in adversarial settings insecure.

4.2.2 Hyperledger Sawtooth

Sawtooth differs from other frameworks by having a Trusted Execution Environment
(TEE) based consensus algorithm called Proof of Elapsed Time (PoET) [120, 174]. Since
Sawtooth is an Intel project, the TEE used for PoET is Intel SGX. PoET unfortunately
suffers from fundamental issues: for one, it gives every node an incentive to break into
their own SGX enclave and second, SGX has been shown to be susceptible to a range of
attacks [62, 48, 190]. We will discuss PoET in greater detail in chapter 5.

To get past these vulnerabilities of PoET and the restriction of being tied to Intel
hardware, Sawtooth engineers implemented a variant of Practical Byzantine Fault Tol-
erance (PBFT) [59]. PBFT is an early byzantine fault tolerant consensus algorithm with
a flat hierarchy but poor scalability properties (networks with more than a dozen or so
nodes are impractical).

Sawtooth is an oddity on the smart contract side of things since it doesn’t come with

a fully fledged smart contract layer. Instead, it comes with primitives that allow appli-
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cation developers to define their own transaction processors and thus create quasi-smart
contracts. Sawtooth introduced a transaction processor called Seth (Sawtooth-Ethereum
integration project) that was supposed to make it possible to run EVM contracts on
Sawtooth. While Seth works for simple contracts, severe deficiencies remain in its im-
plementation meaning that Solidity contracts rarely work as intended on Seth. At the
time of writing, it also appears that Seth has been abandoned, having seen no new re-
leases in almost two years despite Solidity having gone through major revisions in that

timeframe.

4.2.3 Hyperledger Burrow

Burrow is a simple permissioned blockchain for running Solidity contracts with very
few add-on features. In fact, the architects proudly proclaim in their documentation:
“Blockchains are too exciting. Burrow wants to be boring ... The kind of boring that
lets you sleep well at night.” [70].

This “boring” way of doing things leads to a very simple deployment model: Burrow
comes with a flat, byzantine fault tolerant consensus algorithm (Tendermint [53]) that
works with very little parameter tuning. This means that making simple applications in
a small permissioned network is quite straightforward on Burrow compared to the other
frameworks here. Tendermint also demonstrates better scalability than PBFT, though
it too is limited to about a hundred nodes for reasonable latency requirements (say, 10
minutes for transaction confirmation).

Compounding this, Burrow doesn’t have pluggable consensus so developers can’t
swap out Tendermint for another consensus algorithm. There is also no support for pri-
vate transactions and private channels, rendering many enterprise applications difficult
to implement. Another drawback is that while the project homepage says that Burrow
is ready for production usage [117], the developers still haven’t released a production 1.0
build.

4.2.4 Hyperledger Iroha

Iroha [119], like Burrow, is a framework focused on simplicity and ease of deployment.
Consequently, it shares some of the same drawbacks: no private channels, no private
transactions and no pluggable consensus.

There are a few key differences between the two, however. For one, Iroha doesn’t
have native EVM compatibility; instead, Iroha allows clients to send so-called commands
to alter the state of assets. This is reminiscent of the transaction processor approach in
Sawtooth. Just as in Sawtooth, creating complex contracts is more involved with Iroha
as compared to EVM-compatible frameworks.

Another key difference is that Iroha’s consensus algorithm—Yet Another Consensus
(YAC) [160]—claims to provide Byzantine fault tolerance, but a closer reading of the

protocol shows some issues. For one, the authors make an assumption that the adversary
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cannot arbitrarily send reject packets without providing any justification. This means
that an adversary can cause a livelock by sending these packets. Secondly, YAC has an
ordering service performing the same functions as the orderers in Fabric; thus inheriting

the same centralisation issues we saw there.

4.2.5 Hyperledger Besu

Besu [116] is the latest entry into Hyperledger and was developed in conjunction with
the Enterprise Ethereum Alliance. It is fully compatible with the EVM and sticks to the
upstream Ethereum specification. Another strong point for Besu is pluggable consensus:
it supports three different consensus algorithm, one of which (IBFT2.0) is byzantine
fault tolerant. IBFT2.0 demonstrates similar scalability to PBFT.

Private channels in Besu are managed by a transaction manager which keeps track of
the state of private contracts. The transaction manager, called Orion [170], is interesting
because it provides multitenancy: multiple entities can associate their private data with
a single consensus node without data leakage. This is an important feature for network
sizes that exceed the limits of the consensus algorithm. With Orion, it is possible for each
entity to then be relegated to an Orion account while delegating consensus responsibility

to a subset of nodes®.

4.2.6 JP Morgan Quorum

Quorum [133] was initially developed by JP Morgan and has recently been acquired by
Consensys. It resembles Besu in a lot of ways: both have native EVM support, pluggable
consensus, a flat hierarchy, private channels and are production ready. Quorum falls
behind Besu in two domains: byzantine fault tolerance and lack of multitenancy. While
Quorum does support pluggable consensus, only one of its implemented algorithms—
Istanbul BFT [130]—is supposed to be Byzantine fault tolerant.

Unfortunately, the design of Istanbul BFT has a critical bug that violates its liveness
guarantees i.e. it is susceptible to deadlocks [129]. Thus, Quorum, despite having

pluggable consensus, currently doesn’t provide Byzantine fault tolerance.

4.2.7 R3 Corda

Corda [71] is the most popular non-Hyperledger platform in enterprises today [180, Pg.
37]. It has a heterogeneous composition of nodes in the consensus layer: where Fabric
had orderers, Corda has notaries and they perform a similar function. As in Fabric,
the default is for these notaries to be centralised for better performance but they can

optionally be distributed. Unlike Fabric, Corda’s notaries do come with a consensus

5This is obviously not as good as if the networks could scale to larger than a few dozen. But, in the
absence of such consensus algorithms available in production networks, multitenancy serves as a good
stop-gap measure.
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algorithm (BFT-SMaRT [195]) that is supposed to be byzantine fault tolerant. Unfor-
tunately, this algorithm is susceptible to replay attacks [182] which calls into question

its fault tolerance.

4.2.8 Other permissioned models

So far we have only talked about pure permissionless and pure permissioned systems; in

practice, there are a couple of additional models that we may encounter.

Hybrid model. A fairly common model [180, Pg. 62] for combining permissioned
and permissionless systems is using periodic anchoring. Anchoring, in general, refers
to the commitment of a hash to the blockchain instead of the actual payload; this is
often used in pure permissioned and permissionless systems as an easy way to hide
data and reduce storage costs. Periodic anchoring means that a permissioned system
runs in parallel with a permissionless system; all the operations are performed on the
permissioned system but the state of the permissioned blockchain is periodically anchored
to a permissionless system. This gives the system additional tamper resilience (even if
a majority of the nodes get compromised, they would not be able to revert transactions
beyond the latest anchor point). Transfer of semantic information (i.e. beyond just

opaque hashes) between different blockchain networks is an active area of research [177].

Not-a-network. It is an unfortunate reality brought about by the tremendous hype
around blockchains that a lot of blockchain projects are in fact running on a single com-
puter or under the control of a single entity. Rauchs et al. call these projects “blockchain
memes”% and categorise a shocking 77% of live enterprise networks as belonging to this
category.

Such deceptive models contribute to the suspect reputation of enterprise blockchains.
I had a suspicion that some of the blame for this could be assigned to frameworks with
non-flat hierarchies being opaque about their implicit centralisation. I contacted the
authors of the survey and was able to get access to their dataset”. There appears to be
some correlation here: when it comes to Corda, all but two projects implemented were
de facto centralised. The story with Fabric isn’t as clear cut but still worse than average:
83% of projects implemented with Fabric were centralised. This might suggest that the
default deployment layout of a framework may have an impact on the architecture of the
eventual live network. Further research is needed to see how many of these blockchain
meme projects are being wilfully deceptive and how many were merely over-optimistic

about their deployment.

SPerhaps a better name for such projects is “scams”.
"Thanks to Apolline Blandin for graciously arranging this.
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4.3 Blockchain archival

In the previous section we analysed existing permissioned blockchain systems and dis-
cussed their relative pros and cons. In this section and the next, I will highlight a
couple of common issues faced by permissioned blockchain engineers irrespective of the
framework used, and present solutions.

Blockchains impose certain infrastructure requirements that make their adoption into
enterprise systems difficult. One of these requirements is an endless supply of storage.
Furthermore, to verify the integrity of a blockchain, one needs to have access to the
entire blockchain — from the first block (known as the genesis block) to the current one.
This means that if one of the participants crashes and later wants to join the network (or
if a new participant wants to join), it must contact some other member and download
every missing block. This is unacceptable for systems that are expected to run for many
years since this operation would take a prohibitive amount of time. We would like to be
able to join the network—with full integrity guarantees—and only get historical blocks
when we need them for some application-driven need.

Removing the requirement of having all the blocks readily available would also help
nodes utilise cheaper, but slower, storage media for keeping historical blocks thus re-
ducing the costs associated with blockchain storage. Where we have assurances that
applications will not need access to raw historical data, we may even discard those
blocks avoiding the ever-increasing storage requirements.

Known techniques exist that aim to mitigate the storage problem by reducing the
storage space required for the blocks. This is usually done by either squashing empty
blocks together (only retaining their hashes) or by using some form of compression to
reduce the storage space requirement for all blocks in general. While these solutions
help to a certain extent, they only delay the inevitable. Eventually, unless you discard
old blocks, the same storage issues arise; in fact, because of the additional work of
decompression, the time requirement for new nodes joining the network may be higher
than uncompressed blocks.

In order to get around these storage, retrieval and verification requirements I created
a scheme that allows network participants to prune away old data while preserving the

following desirable properties:
e The current chain remains verifiable

e The points of time at which pruning occurred are clearly identifiable by all partic-

ipants
e The participants in pruning the chain are clearly identified

e The participants in pruning the chain are in the same—or higher—security context

as the participants in the consensus mechanism
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Figure 4.1: Overview of the regenesis system showing the creation of two sub-chains.

This scheme has since been filed as a patent (GB1916295.7); it has cleared the search
phase with no objections from the IPO and is now in the pending state. Here, I present

an abridged description, pseudocode can be found in Appendix A.1.

4.3.1 Regenesis overview

At the core of the scheme is the idea of regenesis which takes place periodically. This
means that at arbitrary intervals, the network arrives at unanimous consensus over
the current state of the blockchain and effectively commits a checkpoint. After this
checkpoint, we say that a new sub-chain has been initiated. The blockchain validation
process then only requires the validator to traverse blocks up to the last checkpoint and
then traverse only the checkpoints until the genesis block. Figure 4.1 shows an overview
of what the regenesis process looks like.

There are four main steps in the operation of this scheme:
1. Creation of the regenesis request
2. Creation of the transition block
3. Creation of the regenesis block
4. Validation of the chain
Let’s look at each of these in turn.
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4.3.2 Regenesis request

The regenesis request data structure is at the heart of this scheme, and contains the

following;:

e Regenesis number: A monotonically increasing counter of how many regenesis

operations have taken place
e Timestamp: Wall-clock time at which the regenesis request was initiated

e Sub-chain block number: Block number within this sub-chain at which the

regenesis request was initiated

e Chain block number: Block number within the entire chain at which the rege-

nesis request was initiated

e Public list of signatories: Complete list of authorised signatories that are al-
lowed to initiate and/or confirm regenesis requests. This may or may not be the

same as the set of nodes doing consensus — we leave this intentionally configurable.
e Signatures: Signatures of the authorised signatories over the previous contents

A point of clarification about the last entry: we require that k of n authorised signatories
sign the contents of the regenesis request, where k > n /2, in order to prevent so-called
partitioning attacks [149] where some of the authorised entities are unaware of a fork in
the blockchain. In cases where such partitioning attacks are unlikely, we can relax the
signing requirements accordingly.

The creation of the regenesis request is fairly straightforward: when the authorised
signatories decide that it is time to create a new sub-chain (e.g. by having a set number
of blocks in every sub-chain or via off-chain messaging), they each create the regenesis
request packet (all the content except the signatures). Then they each sign the packet
and send their signatures to all the other nodes. The signatures are ordered in a deter-
ministic manner (say, lexicographically) and then appended to the packet. The creation

of the regenesis request is now complete.

4.3.3 Transition block

Once the regenesis request has been created it needs to be packaged into a format that
can be easily parsed by the verification script. To do this we package it into a transition
block. The transition block consists of the hash of the previous block, the regenesis
request, the hash of the regenesis block of the current sub-chain and the consensus
signatures (or whatever proof is associated with the consensus algorithm in use) as part
of the usual block forming procedure. If, for some reason, the regenesis request is not
included in the intended block then it must be regenerated as described above. If the

set of authorised signatories has changed during the operation of the current sub-chain,
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then the proof of addition/removal of those signatories must also be included in the

transition block.

4.3.4 Regenesis block

Once the transition block has been accepted into the network, the nodes independently
create the regenesis block of the successor sub-chain. The regenesis block consists of
the hash of the previous block and the regenesis request. The consensus over this block
requires the signing of the block by a quorum of the authorised signatories. The same
caveat about partitioning attacks as in the creation of the regenesis request applies here.

Once the regenesis block has been accepted into the network, the blockchain can
continue its operation as normal. The next block is a regular block that includes the hash
of the regenesis block. The only modification from the usual operation of blockchains is
that each block now contains two block numbers: one from the last regenesis and one

from the original genesis block.

4.3.5 Validation

The above alterations do not change the linear, immutable nature of the blockchain —
the sub-chains only serve as labelled portions of the total chain. Due to the creation of
these sub-chains, the number of blocks one needs to read to validate a chain decreases
drastically. In Figure 4.1, validating this chain from the current block (block number
m-+n+2) only requires us to read a total of 6 blocks as opposed to m-+n+2 blocks. This
is because we do not need to validate the regular blocks in any non-current sub-chain. All
we need is the transition block and regenesis block for that sub-chain: validation is then
simply checking if the right signatories had authorised the regeneration and whether the
hash included in the transition block matches the hash of the regenesis block. Thus, we

can skip the validation of most of the chain without compromising security.

4.3.6 Dealing with state

The scheme presented above works for all permissioned blockchains for the purposes of
reducing the networking and computational cost associated with joining the network.
However, if we also want to discard old blocks and actually limit the total storage cost
then there are some caveats. If the framework uses an associative data store for keeping
track of all the state variables on chain, then there should not be any issues with simply
discarding old blocks. If the framework has components that use, say, a UTXO-based
model (as in Bitcoin, see § 3.3), where the current state of variables may be stored
in historical blocks with no forward references, then we need to checkpoint this state
too. This involves creating special blocks that carry forward all UTXOs at the time of

regenesis. However, depending on the number of such transactions, this may prove to
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be infeasible. Schemes for efficiently snapshotting the state of the chain would make for

an interesting avenue for future work.

4.4 Modifiable storage

The immutability of the blockchain is a double-edged sword: while it gives participants
assurance of stored data, it presents a serious problem for enterprise use of the technol-
ogy. Businesses are required to comply with many regulations in regard to information
management (such as the EU’s General Data Protection Regulation) which include re-
quirements in some cases to delete information that they hold, or to correct information
they have previously held or published. Companies face fines and reputational damage
if they accidentally (or otherwise) publish sensitive data on a blockchain and are then
unable to remove it [77].

This is just one of many legitimate reasons why it may be necessary to alter the

contents of a ledger. In a traditional blockchain implementation there are only 3 options:
1. Leave the data there and face the consequences;
2. Change the data and break the chain;

3. Go back to the transaction you want to change and manipulate the consensus

mechanism to create and force a fork.

To the best of my knowledge, there has been one other proposal to remedy this
situation which is the “Redactable Blockchain” system by Ateniese et al. [26]. Their
system replaces the standard hash functions used in blockchains (e.g. SHA-3) with
chameleon hash functions. A chameleon hash function [139] is a hash function with a
trapdoor: without knowledge of the trapdoor, it is hard to find collisions (as in a stan-
dard cryptographic hash function) but with knowledge of the trapdoor one can generate
collision efficiently. So, by using chameleon hash functions, the authors propose a system
whereby privileged actors (with knowledge of the trapdoor) can change arbitrary data
in any block without breaking the hash chain.

While this proposal works in the sense that data can be changed, and the chain can
be rebuilt, it suffers from a grave problem: nobody knows whether a change was made.
If any party were to make claims based on the redacted data, a court would be unable
to tell whether those claims were true or false if all the evidence available to them were
the chain itself. In short, the evidential value of the chain is destroyed.

To prevent surreptitious edits, we might want a system that enables transactions to

be modified (changed or redacted) with the following properties:
e The chain remains verifiable;

e The changed transactions are easily, and verifiably, identifiable;

79



[ HASH(B,) |

HASH ( Bo) HASH ( Bl) [ Modification Tx
Docko-t:
X Original=HASH(B2)
T3 Tn T3 Tn New=HASH(B2)’
— [ HASH(B) HASH(B,)

HASH(B,

Figure 4.2: Overview of the modifiable transaction scheme. Here transaction T'1 of block Bs
was modified changing the hash of By breaking the hash chain. This break is justified by the
MT included in block B,,.

e The participants who made the change are clearly, and verifiably, identifiable;

e The participants who made the change are in the same security context as the

participants in the consensus mechanism.

Jon Geater and I created a scheme that provides these properties. It has been filed as a
patent (GB1916291.6), has cleared the search phase and is now in the pending state. I

will now present an abridged description, pseudocode can be found in Appendix A.2.

4.4.1 Modifiable transactions overview

At the core of the patent are modification transactions (MTs). MTs are pointers to
transactions that have been modified along with the necessary signatures. As with
regenesis, only authorised signatories can issue MTs and these may or may not be the
same as the consensus nodes. In our scheme, when a transaction needs to be modified,
we simply instruct all nodes to do so. This breaks the hash chain. To remedy this, we
include MTs at the end of the chain which effectively provide a justification for why
the hash chain was broken at that point. Any entity validating the chain can then keep
track of all the points at which the hash chain was broken and see if all of them have
corresponding MTs with the requisite signatures. If they do, the chain is valid; if they

don’t, it is invalid. Figure 4.2 shows an overview of this scheme.

4.4.2 Modification request

A modification request initiates the modification process. It is generated by authorised

signatories and consists of:
e The ID of the block being modified;
e The ID of the transaction being modified;

e The intended modification of the transaction. This could be a simple redact, or
specify a specific pattern of bytes to overwrite. The pattern of bytes may be
used to indicate why the transaction was modified (e.g. privacy redaction, error

correction);
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e Signatures of authorised signatories.

The modification request is sent to the network like any other transaction but is processed

differently, as I explain below.

4.4.3 Processing a modification transaction

The modification request is understood as a special governance operation by the con-

sensus nodes and causes the following to happen:

1. The identified block is retrieved, and the identified transaction is overwritten in
the way specified in the transaction request. At this point, all nodes still retain a

copy of the old data;
2. A modification transaction is created and is added to a block;
3. Consensus is attempted over this block;

4. After consensus is reached and the modification is committed to the chain, the
specified transaction is overwritten and all the nodes store the new modified block,
discarding the old data.

The committed modification transaction consists of:

e The ID of the block that was modified;

The ID of the transaction within that block that was modified;

The way in which the transaction was modified;

The original hash of the block;

The new hash of the block;

Signatures of authorised signatories.

At this point the modification of the transaction is complete. We call the block in which
modification transaction is present a modification block. Let us now look at how to

validate a modified chain.

4.4.4 Validating a chain with modified transactions

The validation of blocks that contain no modified transactions is done as usual. Starting
from the genesis block, calculate the hash of the current block and check whether it
matches the hash stored in the next block; continue working forwards until you reach

the most recent block.®

8Traditionally, validation is described as working backwards from the most recent block to genesis.
Here, working forwards makes validating modified transactions easier to explain.
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If there is a modified transaction present at say, block B,,, the hash stored in B, 11
will not match. Store block B;, and the hash of B,, stored in B,,+1 in a list of ques-
tionable blocks. Now, when you encounter a modification block, execute the following

steps:

1. Verify the signatures on the modification transaction and that the requisite signa-

tories have all signed it.

2. Read the contents and look in the list of questionable blocks for a block ID matching
the one in the modification transaction. If it is not found, then verification of the

ledger fails immediately.

3. Verify that the original hash and the new hash of the questionable block match

the corresponding entries in the modification transaction.

4. If the above verification steps all succeed, remove the questionable block from the
list.

When the end of the chain is reached, if there are any questionable blocks left in the
list, validation of the chain has failed; otherwise, it has succeeded.

Overall, this scheme resembles that employed by newspaper archives where redactions
would carry a note along the lines of “This issue was redacted following the following
libel judgement in the High Court”. Here, the orders to redact are served collectively

by the network.

4.5 Conclusion

In this chapter, we discussed permissioned blockchains. We started off by looking at the
deficiencies of the permissionless model. Then we looked at the existing technologies and
compared some of the most popular permissioned blockchain frameworks. Following from
that comparison, we tackled a couple of common problems. First was the issue of storage
requirements and the cost associated with joining a long-running blockchain system. I
presented a solution to both these problems by introducing the concept of regenesis.
The second issue was a business need to edit historical data, which is impossible in a
traditional blockchain. I devised a way to support edits while leaving verifiable evidence
of all edits for auditing purposes.

Perhaps the most difficult issue to solve in this domain is that of consensus: only
three of the existing frameworks provide byzantine fault tolerance, and even those do so
with poor scalability (none scale beyond about a hundred nodes). In the next chapter, I
present a novel blockchain consensus algorithm that is byzantine fault tolerant and can

scale to thousands of nodes.

82



“No one can whistle a symphony. It takes a whole

orchestra to play it.”

—H.E. Luccock

Scaling blockchain consensus

Consensus algorithms play a critical role in the behaviour of distributed systems. There
has been a surge in interest in consensus research since the introduction of Bitcoin. These
follow in the footsteps of earlier research such as PBFT [59] which were designed for use
in small networks of up to a dozen or so nodes. Bitcoin, by leveraging economic incentives
and proof of work (PoW), managed to scale its network far beyond those network sizes.
It proved that it is indeed possible to realise a massively distributed system, but it has
its share of drawbacks: its throughput is low (approximately 7 transactions per second),
its latency is high (approximately 60 minutes) and most importantly, it wastes huge
amounts of energy. As we’ve discussed previously, the estimated energy consumption of
all Bitcoin miners is comparable to a medium-size country [57]. This has led a number
of researchers to ask whether we can find better ways to get consensus, without the COq

emissions of bitcoin mining.

In this chapter, I present Robust Round Robin, an incentivised consensus algorithm
that operates on a blockchain. It was designed in collaboration with Kari Kostiainen,
as detailed in § 1.2. Robust Round Robin can be used in both permissioned and per-
missionless settings depending on the gatekeeping mechanism utilised. In permissioned
settings, the incentivisation provided by the Robust Round Robin is unnecessary, thus
mirroring the vestigial nature of “gas” in existing permissioned frameworks derived from
Ethereum [87].
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5.1 Motivation

Any decentralised asset tracking service requires a consensus mechanism to prevent dou-
ble spending. Owing to the drawbacks of PoW mentioned above, several alternative
permissionless blockchain consensus schemes have been proposed. Proof of stake (PoS)
is arguably the most prominent approach that avoids the above energy waste. The ba-
sic idea in most PoS systems is to randomly choose, in each round, one of the system
participants as a consensus leader that extends the chain with a new block. Selection is
performed such that the probability of being chosen as the leader is proportional to the

owned stake, such as coins.

5.1.1 Naive random selection

The first PoS proposals [67] suggested a simple technique where the hash of the previous
block functions as a “random” seed for leader selection on the next round. However,
this approach is vulnerable to grinding attacks, where the leader of the previous rounds
tries different block candidates (e.g. by sampling from the pool of pending transactions)
and picks the block that gives him an advantage in leader selection on the next round.
By iterating through many candidate blocks he can pick one that makes him the leader
on the next round as well.

Another simple approach is to run a bias-resistant random beacon protocol among all
participants with stake. Random beacon is a distributed protocol that generates a new
random value periodically. The main drawback of this approach is that such protocols
traditionally have high communication and computation cost (e.g., O(n?) for a widely
used protocol by Cachin [55]).

5.1.2 Sophisticated random selection

Recent research has suggested more efficient random beacons, both as standalone pro-
tocols and as part of PoS blockchain systems.

RandHerd [201] is a standalone random beacon that leverages publicly verifiable se-
cret sharing (PVSS) and collective signing (CoSi) to produce unbiased and unpredictable
random values among a large set of participants. RandHerd divides all participants into
smaller committees of size ¢. A required threshold of participants from each committee
contributes to the output random value. The per-round complexity of RandHerd is re-
duced to O(c?log(n)). The main problem for permissionless blockchains is an expensive
initialisation routine where participants are divided into groups. This operation takes
several minutes for networks with more than a few dozen nodes. This slow reconfigura-
tion must be repeated when new participants join or leave the system.

Ouroboros [135] is a PoS system with a built-in random beacon. Ouroboros randomly
samples a committee that runs a PVSS-based protocol with complexity of O(n?). Since

this protocol is executed infrequently, the high cost is amortised over several rounds.
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Figure 5.1: Example of the cumulative effect of minor selection bias in a system where block
creation is rewarded with new stake. Triangles show the adversary’s block creation rate and
rewards increase. Circles show the adversary’s stake increase. Squares represent the baseline
(o = 0.33) of fair rewards and stake without bias.

However, the main drawback of this solution is that it requires committees with an
honest majority; this may mean that committees of thousands of participants must be
used to gain reasonable confidence of an honest majority across the entire system lifetime
which makes the protocol very expensive. Moreover, Ouroboros requires synchronous

communication which is difficult to achieve in large peer-to-peer networks.

In Algorand [154], random values are derived using verifiable random functions
(VRFs) [155]%. In each round, the chosen leader computes the next random value using
a VRF and the previous random value. A publicly verifiable proof 7 of this computation
is added to the block. VRF-based selection is efficient, but the main problem is that the

chosen leader may bias the protocol output, e.g. by skipping his turn.

To illustrate the effect of selection bias, consider an example system where multiple
leader candidates with priorities are chosen. This approach is used in most PoS systems,
because choosing only one leader prevents the system from proceeding if the leader is
offline or otherwise unable to communicate. Assume an adversary that controls a fraction
a = 0.33 of stake. On average, every ninth round the leader candidate with the first and
second priority both belong to the adversary; every 27 rounds this is the case for the
top three priority candidates, and so on. The adversary can now choose which one of
these leader candidates to use and pick the one that gives the most advantageous value
for the next selection. While this bias can be relatively small, its effect will accumulate
when system participation is incentivised by providing rewards such as new stake to
the chosen leader, as is common practice in blockchain systems. Figure 5.1 shows an
example starting from 1,000 units of stake. Due to the above bias, the adversary creates

blocks at slightly higher rate (=~ 0.36) and thus his share of stake increases. By the

VRFs are public-keyed hash functions. Only the owner of the private key can compute hashes but
anyone with the public key can verify the hash.
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time the system has 10,000 units of stake, the adversary controls most of the stake and
creates over 70% of the blocks, at which point the system is theirs.

Ouroboros Praos [75] is another PoS scheme that uses VRF's for leader selection. As
with Algorand, selection can be biased by the adversary. DFINITY [111] and Rapid-
Chain [221] are further examples of recent PoS schemes that perform unbiased leader
selection with significant communication cost. We review them and their limitations in
§ 5.8.

5.1.3 Selection using TEEs

In PoET [120], the consensus participants are attested SGX enclaves that wait for ran-
dom periods of time. The enclave that finishes first is chosen as the leader. If SGX
ensures code integrity, this enables secure leader selection.

However, participants now have an incentive to break one of their own SGX proces-
sors in order to win the leadership as often as they want. SGX was designed to protect
enclaves against malicious software and but not against physical attacks. Additionally,
recent research has demonstrated that software-only attacks like Foreshadow [213, 127]
based on the Meltdown vulnerability [144] can extract attestation keys from SGX pro-
cessors. Developing schemes that detect processors that win statistically “too often” is

possible, but eliminating all bias is difficult.

Requirements. Given these limitations of previous proposals, our goal was to design

a blockchain consensus scheme that meets the following requirements.

e Fairness. Our design should ensure leader selection fairness. As explained above,
even a relatively small bias in leader selection can have severe cumulative effects
when combined with block creation rewards. Therefore, the block creation rate of
each participant should be proportional to its stake in the system (we explain later

how stake is defined in our system).

e FEfficiency. Our system should be energy efficient. We do not want to run a system

with continuous consumptions of large amounts of energy as in PoW.

o Simplicity. We want to avoid complicated leader selection protocols that have high
communication costs, are slow to run, difficult to implement, or challenging to
deploy.

e Tolerance to physical TEE compromise. If TEEs are used, the adversary should not
gain any advantage by compromising protection mechanisms on their own proces-

SOrs.

To the best of our knowledge, none of the existing schemes meet all of the above

requirements.
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5.1.4 A deterministic approach to consensus

To tackle the leader selection problem, we propose a new permissionless blockchain
consensus scheme called Robust Round Robin (RRR). We establish reliable and long-
term identities and record the enrolment of each identity to the ledger. The number
of identities controlled by each participant in the system is limited to their stake. We
propose two concrete ways to establish identities, and thus two notions of stake.

Our first identity-creation mechanism is to bootstrap from existing infrastructures.
As an example, we use Intel’s SGX processors and attestation service (IAS) where the
stake of each participant is the number of SGX processors they control. (Our approach
is not limited to SGX, but similar identities could be bootstrapped also from other trust
structures such as mobile subscriptions or credit cards.) Our second identity-creation
mechanism is “mining” the identities starting from an initial fair distribution. In this
approach, the identities themselves function as stake. The first approach applies to a
partially decentralised setting where the consensus is fully decentralised but infrastruc-
ture providers can to be trusted for initial attestation. The second approach applies to
a fully decentralised setting similar to Bitcoin.

Our solution performs deterministic leader candidate selection. We assign an age to
each identity and place them into a queue in the order of decreasing age. Our notion
of age is either the number of rounds since the enrolment of the identity or its previous
successful block creation — whichever is later. Once a chosen leader candidate creates
a block successfully, its age becomes zero and it moves to the end of the queue again,
essentially achieving round-robin candidate selection.

Because such simple round-robin selection is vulnerable to attacks (e.g., deep forks)
and provides poor liveness, we complement it with a lightweight endorsement mecha-
nism. In each round, we sample a small subset of other identities as endorsers. Each
deterministically chosen leader candidate runs a simple protocol with the endorsers and
the candidate that first receives the required quorum of confirmations becomes the leader
in the creation of a new block. In rare cases, more than one candidate may be chosen, or
more than one block created by the same leader, but the probability of such events on
multiple successive rounds reduces exponentially, so forks remain shallow. The adver-
sary may bias endorser selection, but that does not enable attacks like double spending
or increase his rewards.

The main benefits of our solution compared to other PoS systems are fairness and
efficiency. As highlighted in Figure 5.2, solutions like Algorand [154] and Ouroboros
Praos [75] suffer from selection bias which can have large cumulative effect. In our solu-
tion, leader selection is based on a deterministic schedule and thus hard to bias during
system operation. Solutions like Ouroborous [135] and DFINITY [111] require expensive
protocols to establish unbiased randomness periodically. Our lightweight endorsement
protocol is simple and efficient. In contrast to previous TEE solutions like PoET [120],

participants gain no advantage by compromising their own platforms and in this regard
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Figure 5.2: The state-of-the-art PoS systems choose consensus leaders randomly which enables
good liveness and DoS resistance. Some such schemes use distributed randomness generation that
is efficient but can be biased and therefore such solutions do not provide fairness. Other schemes
use unbiased distributed randomness generation with high communication cost. Our solution,
Robust Round Robin, is fair and efficient, but provides weaker denial-of-service resistance.

our solution is resilient to TEE compromise. Another advantage of our scheme is that
since the rewards are distributed deterministically, there is no incentive for pooled min-
ing. This is an important benefit in permissionless settings where these mining pools

effectively centralise the network.

Deterministic leader selection has some drawbacks in contrast to randomised selec-
tion, as shown in Figure 5.2. Because the selection schedule is predictable, our solution
can be more susceptible to denial-of-service (DoS) attacks that target the next leader.
Another concern is an adversary that owns several old identities and therefore controls
block creation on several successive rounds. Such an adversary could prevent transac-
tion processing from targeted users temporarily. Although such DoS attacks cannot be

prevented fully, we outline ways to make them difficult to deploy in practice.

The performance and scalability of our solution is comparable to recent PoS schemes.
Users can consider transactions safely confirmed once they are extended by a small
number of blocks (e.g. d = 6 or 12). Since our endorsement protocol is simple, rounds
can be set short (e.g. 5 seconds in our experiments) which gives one or half a minute
transaction latency and throughput of 1500 tps. The per-round communication and
computation complexity is constant and small (e.g. approximately 100 messages per
round).

The rest of the chapter is organised as follows. § 5.2 presents an overview of our
system. § 5.3 details identity creation and § 5.4 system operation. § 5.5 provides security
analysis and § 5.6 performance evaluation. § 5.7 presents a discussion, § 5.8 reviews

related work and § 5.9 concludes the description of this algorithm.

5.2 Robust Round Robin overview

In this section, we provide an overview of our proposal, Robust Round Robin. We start
by listing our assumptions. After that, we explain our main ideas, discuss challenges,

and finally provide an overview of the protocol.

88



5.2.1 Assumptions

We consider two trust models. The first is a partially decentralised setting, where the
blockchain consensus is maintained by a permissionless set of participants, but we rely
on the integrity of an existing infrastructure (e.g. that Intel manufactures processors
and runs the SGX attestation service correctly) for sybil attack prevention. Our second
trust model is a fully decentralised setting with no trusted entities, in the spirit of Bitcoin
and most other permissionless blockchains.

We consider an adversary that controls a significant fraction « of stake (e.g. a =
0.33). Our adversary model is non-adaptive in the sense that the adversary cannot
arbitrarily choose for every time window which computing platforms or users’ key pairs
he controls.? If TEEs are used, we assume that the adversary can extract secret keys,
such as attestation keys, and modify attested enclave code on all of the processors to
which they have physical access.

We assume that the participants communicate over a peer-to-peer network. Within
each time window ¢, each participant is able to communicate with all other participants
except a small fraction § (e.g. f = 0.05). This model is motivated by previous studies
on the Bitcoin network where most, but not all, nodes receive broadcast messages within
a delay that can be easily estimated [42, 78].

Finally, we assume that participants have loosely synchronised clocks.

5.2.2 Identity creation

We create long-term and reliable identities and record the enrolment of each identity
on the blockchain. By the term “reliable” we mean identities that the adversary cannot
create without restrictions (i.e. resilient to sybil attacks [84]). This approach can be
used with different types of stake; we describe two concrete ways to establish identities,
and thus two notions of stake.

The first is bootstrapping identities from an existing infrastructure. We use Intel
SGX processors as an example because its attestation service provides a clean interface to
implement our protocol. However, we emphasise that our proposal is not limited to SGX
and identities could be bootstrapped from other infrastructures like mobile subscriptions,
credit cards, passports and other TEEs [218]. We discuss this further in § 5.7. When
SGX is used, the stake of each participant is the number of enrolled SGX processors she
controls. This approach works in the partially decentralised setting where trust in Intel
is required. We call this ‘partially decentralised’ because the infrastructure provider

plays no role in the operation of the consensus algorithm, just in identity creation.

2We note that some previous works like Algorand and Ouroboros consider a stronger fully adaptive
adversary [154, 135] that can freely choose controlled participants for each time window. Our take is
that such a fully adaptive adversary is academically interesting but not realistic. In practice, platform
compromise is hard to detect and repair. Furthermore, a compromise of one computing platform does
not mean that another recovers control from the adversary. For these reasons, we focus on non-adaptive
adversaries in this chapter.
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Our second way to create identities is to “mine” them starting from an initial fair
distribution. Each successful block creation is rewarded with new identities. In this
approach, the controlled identities themselves function as the stake. This approach
works in the fully decentralised setting. The starting point is an initial fair distribution

which can be created using PoW or an initial permissioned phase.

5.2.3 Starting point: deterministic selection

The starting point of Robust Round Robin is deterministic selection. We assign an age
to each identity such that the age refers to the number of rounds since its recorded
enrolment or previous block creation event, and we place all enrolled identities to a
virtual queue that is sorted in the decreasing order of age.? Once an identity creates a
block, its age is reset to zero and it moves back to the end of the queue (hence ‘round-

robin’). Because this selection schedule is deterministic, the adversary cannot bias it.

5.2.3.1 Security and liveness challenges

Perhaps the simplest variant would be to select the oldest identity as the leader in each
round and specify that a chain cannot skip rounds (i.e. each valid block must refer to a
valid block on the previous round, created by the single eligible leader on that round).

Such a rule would be impractical because the system would stall when the designated
leader is offline (i.e. very poor liveness). Thus, we need to consider variants where
multiple senior leader candidates, ranked in order of age, are selected and a chain is
allowed to skip rounds. This enables us to produce a new block in each round with high
probability.

We then need to define which chain branch is valid when more than one leader candi-
date creates a block (i.e. the chain forks). One option would be to favour the fork mined
by the oldest leader candidate. However, we then have to consider history re-writing
attacks where the adversary intentionally stalls when they are the oldest candidate, but,
after a long time, publishes a block that creates a fork deep in the chain.

To avoid such attacks, we adopt the common “longest chain” policy where the branch
with the most valid blocks is valid. Given this definition, we have two remaining design
challenges to consider. The first challenge, deep forks, is about security. Since enrolment
of new identities is open (permissionless), the adversary could enrol, its share (say, 50)
of identities successively regardless of the gatekeeping mechanism. Once these identities
become the oldest, they would be chosen as the leader on 50 successive rounds. In
each round, the adversary could extend one chain branch with a new block that he
broadcasts to the network immediately and another block on a separate branch which
will be published later causing a fork that is 50 blocks deep. Both branches would be

3 A similar round-robin selection could be realised through other means such as selecting identities in
lexicographic order.
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equally long and thus valid. This attack is an instance of the nothing-at-stake problem*

that is a common challenge in PoS systems.

The second challenge, inactive identities, is about liveness. We propose that par-
ticipants establish long-lived identities, but it would be unrealistic to assume that all
participants stay active forever. Once a blockchain has been running for ten years, a
significant fraction of identities established nine years ago might have become inactive
either temporarily or permanently (e.g. lost private key). This could cause extended
periods where the system is unable to produce blocks if none of the eligible leader can-

didates are active.

5.2.4 Final solution: Robust Round Robin

To solve the above two problems (i.e. deep forks and inactive identities), we complement
the simple and deterministic round-robin selection with a lightweight leader endorsement

mechanism.

In each round, a small set of oldest identities are chosen as leader candidates. Addi-
tionally, we randomly sample a subset of recently active identities to serve as endorsers.
The sampling is based on a random seed that is updated for each new block using verifi-
able random functions (VRFSs) similar to some recent systems [154, 75]. Each candidate
proposes a block and the endorsers confirm the block from the oldest candidate they ob-
serve. The leader candidate that receives the required quorum of ¢ confirmations from

the endorsers, is chosen as the leader to extend the chain with a new block.

The endorsers act as witnesses and vouch that (1) the candidate they confirmed was
the oldest active on that round and (2) the candidate committed to extend the chain
with a specific block. Such endorsement guarantees that—with a very high probability—
only one block from one leader is produced in each round and that adversaries cannot

go back in time to re-write history.

Could sampling be biased by the adversary? In Robust Round Robin, it brings no
cumulative advantage, such as increased rewards or possibility of double spending (see

§ 5.5 for the security analysis).

Besides preventing deep forks, the secondary purpose of the endorsement mechanism
is to track active identities. The leader that receives the required quorum of confir-
mations includes the received confirmations in the new block. By parsing the chain,
it becomes possible to verify which identities are active, so inactive identities can be

excluded from leader candidate and endorser selection.

Next, we describe our solution in more detail. § 5.3 explains identity creation and

§ 5.4 details system operation.

4 As the name suggests, the core issue here is that it does not cost the adversary anything to maintain
two different forks unlike PoW where they would have to do twice the work.
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Figure 5.3: SGX remote attestation protocol involving three parties: (i) the remote verifier,
(ii) the attested SGX platform, and (iii) Intel’s TAS online service.

5.3 Identity creation

In this section we describe two ways to establish identities for our solution: bootstrapping

from existing infrastructures and mining from an initial fair distribution.

5.3.1 Bootstrapping from existing infrastructures

Trusted Execution Environments (TEEs) like Intel’s SGX [126] enable execution of en-
claves in isolation from any untrusted software. For robust round robin, the most rele-
vant part of SGX is its attestation protocol which enables a remote entity to verify that
specific enclave code is running on a genuine SGX processor. The attested processor
signs a statement over the enclave measurement, which was recorded during its initiali-
sation. The verifier forwards the signed statement to the Intel Attestation Service (IAS),
an online service run by Intel, that sends back signed attestation evidence. Let us look

at this sequence in a bit more detail.

5.3.1.1 SGX attestations

The enclave initialisation actions performed by the operating system are recorded se-
curely by the CPU, creating a measurement that captures the enclave’s code configu-
ration. Remote attestation is a protocol where an external verifier can verify that an
enclave with the expected measurement was correctly initialised in a genuine SGX pro-
cessor. The attestation protocol involves three parties: (i) the remote verifier, (ii) the
attested SGX platform, and (iii) the TAS online service operated by Intel. This process
is illustrated in Figure 5.3.

The protocol proceeds as follows: (1) the remote verifier sends a random challenge to
an unprotected application on the attested platform that (2) forwards it to the enclave
that (3) returns a REPORT data structure encrypted for the Quoting Enclave containing
the enclave’s measurement. The REPORT data structure includes a USERDATA field,
where the attested enclave can include application-specific attestation information, such
as the hash of its public key. (4) The application forwards REPORT to the Quoting En-
clave that (5) verifies it and returns a QUOTE structure signed by a processor-specific
attestation key. (6) The application sends QUOTE to the remote verifier that (7) for-
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wards it to the IAS online service that (8) verifies the QUOTE signature, checks that the
attestation key has not been revoked, and in case of a successful attestation returns the
QUOTE structure signed by the IAS.

The attestation key is a part of a group signature scheme called Enhanced Privacy
ID (EPID) [123] that supports two signature modes. The default mode is privacy-
preserving. Another, linkable mode, allows the TAS to verify if the currently attested
CPU is the same as a previously attested CPU. Usage of SGX attestation requires
registration with Intel. Upon registration, each service provider receives a credential
that they use to authenticate to IAS. If linkable mode of attestation is used, IAS reports
the same pseudonym every time the same service provider requests attestation of the
same CPU [125].

5.3.1.2 Bootstrapping from SGX

We leverage the linkable attestation mode for bootstrapping identities. For network
identities, we use the public keys of key pairs that are generated inside enclaves. We
bind these keys to the SGX attestation protocol and save the attestation evidence,
signed by TAS, to the blockchain. Given such evidence, anyone can verify that the same
processor is enrolled at most once. This is crucial in defeating sybil attacks.
Importantly, our solution does not require enclave data confidentiality or execution
integrity. We use sealing to protect the TAS access credential, but its secrecy is not
relevant for consensus and is mostly a convenience for developers. As our system tolerates
adversaries that can compromise their own processors, the adversary has no incentive to

compromise their own platform.

5.3.1.3 Initialisation

A new blockchain is initialised by an entity that we call the chain creator. The creator
registers with Intel and obtains an access credential ¢, for TAS. At registration, the
creator specifies that linkable mode of attestation is used.

The creator chooses ng platforms as the initial system members. Each platform
installs enclave code that creates an asymmetric key pair, seals the private key sk;, and
exports the public key pk;. The creator performs a remote attestation on each platform.
During attestation, it supplies a hash of pk; as the USERDATA to be included as part of
the QUOTE structure Q;. If the attestation is successful, IAS signs ); that includes a
pseudonym p; for the platform. The attested enclaves send their public keys pk; to the
creator.

The creator checks that the public keys match the respective hashes reported in each
QUOTE structure @; and that all attested platforms are separate, i.e. each @Q; has a
different pseudonym p;. The chosen ngy platforms run a distributed random number
generation protocol (e.g. RandHound [201]) to establish an initial seedp that is used to

bootstrap seed generation for the following rounds. The platforms also produce a joint
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proof 7y that the seed was generated correctly (e.g. the seed signed by all participants).

The creator constructs a genesis block as:
B|0Ck0 == (pk;h thkza QQv ceey h67 866d07 7o, /Ld)

that includes public keys pk; and the signed quote structures @; for each initial
member, a hash of the enclave code h., the initial seed seedy and proof my, and a hash
id over all elements that serves as the chain identifier. The creator publishes the block

and sends the TAS access credential ¢, to the attested enclaves, which seal it.

5.3.1.4 Enrolment

After initialisation, the system proceeds in rounds that are explained in § 5.4. New
participants can request enrolment to the system at any round. The joining platform
installs the enclave code defined by h., creates a key pair, seals the private part sk, ex-
ports the public part pk, and contacts one of the current members, e.g. by broadcasting
to the peer-to-peer network.

The current member performs remote attestation on the new platform using h. as
the reference. During attestation, the enclave of the new platform supplies a hash
h(id||pkny||r||hs) as its USERDATA, where id is the chain identifier, r the round number
and h; the hash of the latest block (to bind the enrolment to a specific branch). If the
attestation is successful, the existing member obtains a signed QUOTE structure @,
from IAS, including an attestation pseudonym p,. It verifies that the pseudonym p,
does not appear in any of the previously enrolled platforms in the chain (recall that each
Q; is saved to the ledger). The verifier sends ¢, to the attested enclave and constructs

an enrolment message:

Enroll, = (Qn., pkn, T, hs)

and broadcasts it to the network. Once the enrolment message is included in a new
block, the new identity is established.

5.3.1.5 Re-enrolment

If an enrolled identity does not participate in the system (by sending confirmation mes-
sages) for sufficiently long, it will be excluded from selection as a leader candidate or
endorser. In such cases, the platform can run the enrolment protocol again. In re-
enrolment, a chosen verifier checks that the IAS service returns the same pseudonym p;
that was used for this identity (public key pk;) during enrolment. If this is the case, the
verifier can create and broadcast a new enrolment message with a flag that indicates
re-enrolment. Once re-enrolment is recorded to a new block, the platform is included in

leader candidate and endorser selection.
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5.3.2 Mining identities

Our second approach is to “mine” identities, that is, reward successful block creation
with new identities. A possible strawman solution would be to reward block creation
with new coins and have each owned coin directly correspond to one or more identities in
the system. As creation of new coins is recorded to the ledger, in each round the owner
of the oldest identity can be chosen as the miner. However, this strawman has one major
limitation: different coins of the same denomination would have different market values.
If a coin is old and soon eligible for block creation, its market value is higher than that
of a new coin due to the proximity of the future reward. It is a desirable property for
any monetary system that units of the same denomination all have the same value. This

is an issue if one were to use RRR for maintaining a cryptocurrency.

To avoid this problem, we decouple coins and identities. Every mining operation
creates a value reward, such as new stake, and additionally an identity reward. A new
identity to the system can then be priced at (N, > 1) identity rewards. By adjusting N,
it is possible to control the rate of new identity creation. The identity rewards can be
used in two ways: the block creator can enrol a new identity for herself or she can sell
them to a new user that wants to participate. This new user can then use the identity

to join the system.

5.3.2.1 Initialisation

The initial distribution of identities can be established using a preliminary PoW phase®

or via an initial permissioned phase.

This initial distribution of identities is the series of public keys pkg, pk1, ... from the
sequence of blocks InitBlocky = (pko, powy), InitBlock; = (pk1, pow;), ... Every initial
block contains the public key pk; of the miner that defines a new identity in the system,
and a PoW solution pow. Initial blocks do not contain transactions; they are broadcast
to the network, and their recipients store them. These blocks have a predetermined

order in the chain, such that every initially mined identity has an associated age.

Once the initial ng identities have been created, the participants controlling these
identities run a distributed randomness protocol, such as RandHound [201], to create the
initial random seedy and the matching proof 7y of the correctness of this protocol run
that are both attached to the last initial block: InitBlock,, = (pkn,, pown,, seedo, ).

The hash of this block is used as an identifier id for the new chain.

5Tt is worth noting that such a scheme would be vulnerable to “coin infanticide”, as mentioned in
§ 4.1 (e.g., as we shall see with Ethereum’s transition to PoS) . Using an atypical PoW function can help
mitigate such attacks to some degree. It can also be argued that since this PoW phase only exists for a
short initialisation phase, the window of opportunity—and the value of targets—available to attackers
is small.
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5.3.2.2 Enrolment

Once an identity pk,, has created N, blocks, it creates a new key pair (pky,, sk,) that it

uses for enrolment. The enrolment message
Enroll = (hq, ho, ..., hy, Dkn, SiGm)

contains a set of hashes {h;} that refer to the N, previously created blocks by pk,,
the public key of the new identity pk,, and a signature sig,, over these elements using
the private part of pk,,. The participant broadcasts the enrolment message, and once it
is included in a new block (see § 5.4), a new entity exists in the system. For an enrolment
message to be valid, we require that (1) the set of hashes h; refer to previous NN, valid
blocks, (2) the previous blocks have not been used to create a new identity already, (3)
all the referred previous blocks have been created by the same identity pk,,, and (4) the
enrolment message signature sig,, is correct.

The same mechanism can also be used to allow new participants to join the system.
The owner of the identity rewards can sell them to another participant by including a
public key received from the buyer to the enrolment message. The payment from the
buyer to the seller can be realised by using fiat money or smart contracts. The buyer
should release the money only once he sees the correct enrolment message in the chain
in a block that has been extended with d valid blocks (§ 5.5) to prevent double selling

of identity rewards.

5.4 System operation

Once the initial ng identities are established, our system proceeds in rounds that have
fixed length ¢,.. Algorithm 1 illustrates the sequence of operations per round. Next, we

elaborate on the system operation in each round r.

5.4.1 Candidate and endorser selection

At the beginning of each round, every identity tests if it is a leader candidate or endorser.
The number of leader candidates N, and endorsers N, are both fixed values (e.g. N, =
5, N = 100). Below, we describe algorithms for candidate and endorser selection. We
focus on presentation simplicity here; actual implementations will use straightforward

optimisations like caching previous values.

SelectCandidates() parses the chain based on two adjustable parameters: activity
threshold T, and N.. An example activity threshold is T, = 20,000 rounds that matches
one full day of operation. First, the algorithm selects the chain branch to use (see
SelectBranch below). Then, it parses the selected branch starting from the newest block
till the T, oldest block. All the identities with recorded confirmation messages in this

period are marked as active (SelectActive). Next, the algorithm finds the age of active
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Algorithm 1 Pseudocode for single round of RRR

1: procedure RRRROUND(chain, nodes{}, myID)
candidates{} + SelectCandidates(chain)

3 endorsers{} < SelectEndorsers(chain)

4 txs{} < receivePendingTzs()

5: if mylID € candidates then

6: goto: CandidateFlow
7

8

if mylID € endorsers then
goto: EndorserFlow

9: CandidateFlow:

10: intent < createlIntent()

11: broadcast(intent)

12: confirms{} < receiveCon firms()

13: for all confirm € confirms do

14: if validateCon firm(confirm,endorsers) # true then
15: confirms < confirms \ confirm

16: if mylID # con firm.candidate then

17: confirms < confirms \ confirm

18: if |confirms| < q then

19: goto: BlockFlow

20: newBlock < createBlock(tzs, con firms)

21: broadcast(newBlock)

22: chain < chain U newBlock

23: return true

24: EndorserFlow:

25: intents{} < receivelntents()

26: oldest +

27: for all intent € intents do

28: if validateIntent(intent, candidates) # true then
29: intents < intents \ intent

30: if oldest.candidate.age < intent.candidate.age then
31: oldest < intent

32: if oldest # () then

33: confirm < createCon firm(oldest)

34: sendToCandidates(con firm)

35: goto: BlockFlow

36: BlockFlow:

37: blocks{} < receiveBlocks()

38: newBlock « ()

39: for all block € blocks do

40: if validate Block(newBlock, candidates, endorsers) # true then
41: blocks < blocks \ block

42: if newBlock.age < block.age then

43: newBlock < block

44: if newBlock = () then

45: return false

46: chain < chain U newBlock

47: return true

identities and it marks an identity as inactive, when it has been the oldest for previous
N¢ rounds (to exclude it from selection if it is not responding). Finally, it sorts this list

by age and returns the N, oldest identities and their ages.

SelectEndorsers() computes a list of recently active identities as explained above

(SelectActive). If an identity was created less than enrolment threshold T, rounds ago
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Algorithm 2 SelectActive

1: procedure SELECTACTIVE(branch)
2: iterBlock < Top(branch)
: 10

3

4: ActiveSet{} + 0

5t while 7 < T, do

6: 1+ 1+1

7 BlockEndorsers < GetEndorsers(iterBlock)
8: for all Endorser € BlockEndorsers do

9: if Endorser ¢ ActiveSet then

10: ActiveSet < ActiveSet U Endorser
11: iterBlock < Next(iterBlock)

12: return ActiveSet

Algorithm 3 SelectCandidates

1: procedure SELECTCANDIDATES(branch)

ActiveSet{} + SELECTACTIVE(branch)

SortByAge(ActiveSet)

CandidateSet{} < ActiveSet[0:N._1]

while InactiveRounds(CandidateSet[0]) > N. do
CandidateSet[0] < Inactive
CandidateSet[N.] < ActiveSet[N.]
ShiftLeft(CandidateSet,1)

return CandidateSet

v

(e.g. T, = 100) it will be excluded from selection to prevent grinding attacks. The
algorithm selects N, identities using standard simple random sampling (without replace-
ment), where identities are sorted based on their public key binary. Random sampling

uses seed,_g from the stable part of the chain.

Algorithm 4 SelectEndorsers

1: procedure SELECTENDORSERS(branch)
2: ActiveNodes{} < SELECTACTIVE(branch)
for all node € ActiveNodes do
if enrolmentAge(node) < T. then
ActiveNodes = ActiveNodes \node

EndorserSet < RandomSampling(Seed,_q, ActiveNodes)
return EndorserSet

5.4.2 Endorsement protocol

Once the leader candidates and endorsers have been selected, each candidate runs an
interactive protocol, shown in Figure 5.4, with the endorsers. The protocol consists of

three fixed-length phases.

Intent phase. Each leader candidate ¢ broadcasts :
Intent = (id, pke, r, hp, By, Sigc)

This contains the chain identifier id, the candidate’s identity pk., the current round
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number 7, the hash of the previous block hy,, the hash of the transactions hy; the candi-
date proposes to include in the next block, and the candidate’s signature sig. over these
elements. If multiple chain branches exist, the candidate uses SelectBranch, described

below, to choose which branch to extend.

Confirmation phase. Each endorser e verifies all Intent messages received during the
intent phase by checking that the sender is a valid leader candidate. Among the valid

Intent messages, the endorser selects the oldest candidate and sends to it:
Confirme_,. = (id, h;, h(pk,), sige)

This indicates that endorser e has confirmed candidate c. This message contains
the chain identifier id, hash of the intent message h;, the endorser identity h(pk.), and
a signature sige over the previous elements. If multiple candidates have the same age
(i.e. they were enrolled in the same block), we choose the oldest candidate in the order
in which their enrolment messages appear in the block. If an endorser receives intent
messages that refer to more than one chain branch, the endorser picks the branch to

confirm using SelectBranch.

Block dissemination phase. If candidate c receives at least ¢ Confirm messages, it is
chosen as the leader to create a new block. The leader creates a new random seed seed,

and the matching proof 7, using the previous seed: {seed,,n,} < VRF(sky,, seed,_1).

Candidate Candidate
Nodep Node, Node Nodes, Nodet
r Select- Select- Select- Select-
Candidates Candidates Endorsers Endorsers
= QO
§ 8.4 Broadcast: Intentp (id, r, pka, hp, htx, Siga)
| Frmmmmmm oo ) >
Broadcast: Intenty (id, 1, pkx, hp, hty, Sigx)
___________________________________________________ )
-
r D Pick oldest Pick oIdestD
c
o
® 9 Confirmq.>x (id, hj, h(pk), sigs)
€ o <
= Confirmy.sx (id, h;, h(pky), sigy)
o) <
O
s Collect confirmations;
=T Dcreate block
5 2
OE Broadcast: Block (Intent, {Confirm}, seed, proof, {tx}, {Enroll}, sig,)
m -g ——————————————————————————————————————————————————— >
o

Figure 5.4: Endorsement protocol. Each leader candidate broadcasts Intent messages and en-
dorsers reply with Confirm messages. A node that receives the required quorum of confirmations
becomes an eligible leader for that round and can broadcast a new block.
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The used VRF should be such that given a random input, the output should be random,
even when the keys are generated by the adversary [105]. After that, the leader creates

and broadcasts a new block:
Block, = (Intent, {Confirm}, {tz}, {Enroll}, seed,, 7,, sig.)

This contains his intent, the received confirmations, new transactions {tx}, any en-
rolment messages of new identities, the new seed seed,., the matching proof 7., and a

signature sig. over these elements.

5.4.3 Chain validation

Chain validity is verified using the following algorithms.

SelectBranch() selects the valid branch among multiple choices. First, it verifies the
correctness of each branch using VerifyBranch. Then, it computes a length for each of
the branches which is defined by the number of rounds with missing blocks and selects
the longest branch. If more than one branch has the same length, it chooses the branch

with the older leader at the point of divergence.

Algorithm 5 SelectBranch

1: procedure SELECTBRANCH(Branches{})
2: for all branch € Branches{} do

3: if VERIFYBRANCH (branch) # true then
4: Branches < Branches \branch

5: Branches < SortByLength(Branches)

6: Longest{} « SelectLongest(Branches)

T if |Longest| =1 then

8: return Longest[0]

9: else

10: Selected < Longest[0]

11: counter <1

12: while counter < |Longest| do

13: current < Longest[counter]

14: Divergent < GetFork(Selected, current)
15: if LeaderAge(Selected, Divergent) < LeaderAge(current, Divergent) then
16: Selected < current

17: return Selected

VerifyBranch() checks that a given chain branch is correctly constructed (pseudocode
in Appendix A.3). It traverses the chain and checks that each block contains a correct
hash of the previous block. For each block, it verifies the VRF proof of the random seed.
All new identities must have correct Enroll messages (with valid attestation evidence or
identity rewards). The algorithm verifies that the miner of each block was a candidate
on that round (SelectCandidates), the block contains ¢ confirmations, the confirmation
messages contain the hash of the Intent message included to the block, the set of in-
cluded transaction match hy, from Intent, and the endorsers were eligible on that round

(SelectEndorsers).
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5.5 Security analysis

In this section, we analyse the security of our proposal. For our analysis we use the
definition of stability from Bonneau et al. [47] with minor adaptations. We say that a

consensus scheme is stable if it provides:

e Fuventual consensus. At any time, all honest nodes agree on a prefix of what will

eventually become the valid blockchain.

e FExponential convergence. The probability of a fork at depth d in the chain is pro-
portional to (279). That is, after a transaction is added to a block that is extended
with a small number of valid blocks, the transaction is permanently part of the

chain with a very high probability.

o Liveness. New blocks continue to be added and valid transactions included in the

blockchain within a reasonable amount of time.

e Correctness. All the blocks in the prefix of the eventually valid chain will only

include valid transactions.

e Fuirness. In expectation, consensus participants with a fraction « of all stake will
create a fraction « of all blocks, and collect a similar fraction of block creation

rewards.

5.5.1 Consensus and convergence

We first consider the benign case where no participant intentionally manipulates the
random seed. After that, we consider the more complicated case where the attacker
does manipulate the seed.

To examine the different possible cases in leader endorsement, consider an example
where the three oldest leader candidates are A, B and C. The endorser committee is
sampled based on seed,_;. When seed,_,; is unbiased and the identities that take part in
the sampling have been fixed before seed,_, is known (as is the case in our solution), on
average « of the sampled endorsers are adversary-controlled. Fraction 5 of the endorsers
may not receive Intent sent by the oldest candidate A. The remaining fraction 1 —a — 8
of endorsers who received all messages, confirm A as the leader. Those endorsers that
did not receive all messages may confirm another candidate (B or C). The adversary-
controlled endorsers may confirm more than one candidate (A and B), although such
equivocation leaves evidence that can be easily used to penalise malicious identities (see
§ 5.7 for discussion).

In a rare case, at least ¢ endorsers are sampled from the fraction « + 3 of active
identities. In such a case, the second-oldest candidate B may also receive the required
confirmations, causing two eligible leaders (A and B) and a fork in the chain. We

denote the probability of such benign fork sampling as Pr(BFS). Assuming sufficiently
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many active identities n,, it can be computed as:

Pr(BFS) = Niq << Ne )(a +B8) (1 —a — ﬁ)Ne—q—Z).

= q+

For example, when o« = 0.33, § = 0.05, N. = 100 and ¢ = 54, then Pr(BFS)
= 0.0008. That is, such sampling would take place, on average, every 1200 rounds.
Extending both forked branches requires another similar sampling. As the probability
of consecutive sampling decreases exponentially and the probability of three consecutive
samplings is already very low (5.78 x 10719) for such parameter values, we consider the
maximum depth of forks d = 3 in the absence of seed manipulation.

Next, we consider the adversarial case where the attacker intentionally manipulates
seed, to bias endorser selection. Recall that we use VRFs to update the seed for each new
block. If the adversary controls more than one oldest leader candidate, it may choose
which one of these identities it uses to create the block and update the seed. This gives
the adversary more than one seed to choose from. If the adversary similarly controls
more than one oldest-leader candidate on the next round, he can again choose which
candidate to use to update the seed. Such a process allows the adversary to build a “seed
prediction tree” whose expansion factor is the number of controlled oldest candidates
in each round and whose depth is the number of successive rounds where the adversary
controls more than one oldest candidate. Since identity enrolment is permissionless and
open, the adversary may control multiple oldest candidates on several successive rounds
and build a large seed-prediction tree.

Assume an adversary that in round r builds a seed prediction tree of depth d; and
with 280 leaves. We assume that building a tree larger than that is infeasible, as the tree
needs to be constructed online without pre-computation. This tree allows the adversary
to pick the seed-update schedule in round r that will give the best endorser sampling

280 predicted options. Recall from

sequence starting from round r + d; out of the
our analysis above that, given our example parameter values, benign fork sampling
probability Pr(BFS) = 0.0008. The probability of finding such sampling on, for example,
d = 12 successive rounds reduces exponentially and becomes very low (6.87 x 10732).

With the above seed-prediction tree, the adversary has 280

attempts to find such a
sequence of samples. We call the probability that the adversary finds such adversarial
fork sampling Pr(AFS) = 6.87 x 10732 x 289 = 8.3 x 107®. Thus setting the maximum
depth of forks to d = 12 prevents such attacks even if we grant the adversary the
unreasonably excessive power to compute and store such a large seed-prediction tree.
This, incidentally, is the same number of confirmations that merchants are recommended
to wait for before considering a transaction “final” by the Ethereum community. We
chose the values for N, and q after calculating the probability curves for several different
parameter values which can be found in the additional analysis in Appendix B.

Because identity enrolment is open, seed-prediction attacks cannot be prevented
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altogether. However, in § 5.7 we discuss how such attacks can be made difficult to
realise in practice by using multiple identity queues and forcing the adversary to plan

the attack years before its execution.

Adversarial fork sampling vs. liveness violation Adversarial fork sampling vs. liveness violation
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0.05 quorum q = 54 prevents forks at depth d =12 8 = 0.05 quorum ¢ = 108 prevents forks at depth
without compromising liveness. d = 6 without compromising liveness.

Figure 5.5: The quorum size g represents a trade-off between security and liveness. As g
increases, the adversarial fork sampling probability Pr(AFS) reduces and the adversarial liveness
violation probability Pr(ALV) increases.

Increasing the quorum size g reduces the probability of forks at depth d, but weakens
liveness guarantees as explained later. Figure 5.5a shows that the quorum value ¢ = 54
provides a good balance of security and liveness when N, = 100.

Increasing the number of endorsers N, also reduces d. As shown in Figure 5.5b,
when N, = 200 endorsers are used, forks can be reduced to d = 6 rounds without
compromising liveness. The main drawback of larger N, is that such a solution requires
more communication in each round. We discuss system performance and communication
complexity in more detail in § 5.6.

In Appendix B we extend this analysis to consider different parameter values, includ-
ing stronger adversaries (e.g. a = 0.4), better connectivity (e.g. § = 0.01), and larger

endorser committees (e.g. N, = 400).

5.5.2 Liveness

Block creation requires at least one of the leader candidates to receive ¢ confirmations.
We first consider the benign case where all endorsers confirm the oldest Intent they
receive. We denote the probability that more than N, — ¢ endorsers will be sampled
from the fraction of 3 identities that did not receive the Intent message as benign liveness

violation Pr(BLV) and compute it as:

=0
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Given the previous example parameters, this probability is negligible (6.96 x 10733).
Next, we consider the case where the adversary reduces the probability of successful block
creation by intentionally not sending Confirm messages to targeted leader candidates.

Such adversarial liveness violation probability Pr(ALV) can be computed as:

Pr(ALV) = Zq; <<N ivq N z> (a+ B)YNem 0T (1 — o — 5)‘“‘).

Given the previous parameters, the adversary can prevent mining with probability
0.062, that is, on average they can block it every 16th round. The probability of being
able to prevent mining on five successive rounds is 9.37 x 1077 (see Figure 5.5a). If the
adversary continues this strategy longer than the activity period T,, its identities will
be considered inactive and thus can no longer reduce the mining probability for other
participants.

As in any leader-based blockchain consensus scheme, the chosen leader can exclude
transactions from targeted users, so no such scheme can provide an absolute guarantee
that a new transaction is included in the next block. In our approach, this problem
is somewhat exacerbated. Since the adversary may control block creation on multiple
successive rounds, it may prevent inclusion of specific transactions for an even longer
period. So our proposal provides weaker resistance to such censorship than schemes
based on random leader selection. While we cannot prevent denial-of-service attacks
altogether, in § 5.7 we will discuss how such attacks can be made difficult to realise in

practice by using multiple identity queues.

5.5.3 Correctness

Regarding transaction correctness, as in any other leader-based consensus scheme, the
chosen leader can include invalid transactions in the published block. Users can detect
and ignore incorrectly formatted transactions. Transactions that appear valid in the
current branch but contradict transactions in another branch (e.g. double spending)
can be detected by waiting d rounds. Thus all transactions in the chain prefix up to

Block,_4 are either valid or ignored.

5.5.4 Fairness

The adversary can attempt to violate fairness in few ways. The first approach is that
the adversary does not include Enrol messages from the targeted victim participant in its
blocks. This approach can delay enrolment of a new identity by a few rounds, but cannot
prevent it, and thus does not violate fairness in the long term. The second approach
is that the adversary does not include Confirm messages from the victim in its blocks,

so after T, rounds the victim is excluded from miner candidate selection and has to
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re-enrol. This adversarial exclusion probability can be computed as

Pr(AE) = (1 — N, /ng)T=0-).

Assuming n, = 10,000 active participants and our example parameters, the adver-
sarial exclusion probability is negligible (3.25 x 107°?). If the size of the system increases
to n, = 100,000 the adversarial exclusion probability is still low (1.5 x 107¢). If the
grows larger than that, the value of T, may have to be increased to ensure that active

identities are not excluded from selection.

5.5.5 SGX considerations

Any attempt to enroll non-SGX platforms should fail, as the IAS will not return the
signed QUOTE needed for enrolment. Enrolling the same SGX platform multiple times
would also fail, because the IAS would return a pseudonym p,, that is already recorded for
another identity on the chain. The third alternative is to enrol the same SGX platform
to multiple chains and try to reuse enrolment from one chain to another. The QUOTE

contains the chain identifier id to block this.

The adversary gains no advantage (in terms of more identities or selection bias)
by breaking into their own SGX processors. Besides attestation, we only use enclaves
to protect the IAS credential, whose leakage does not allow the adversary to create
additional identities. A malicious chain creator could initialise an invalid chain, whose
members are not constrained to be SGX processors, but any legitimate participant can
detect this from the missing QUOTEs in the genesis block.

If the attestation service (IAS) is temporarily unavailable, new identities cannot be
enrolled. However, the system can produce new blocks and process incoming transactions

normally. Therefore, the TAS is not critical for operational liveness.

5.5.6 Privacy considerations

Since block creation is based on long-term identities, correlation of block creation events
by the same participant becomes trivial. This is a limitation of our approach compared
with systems where participants pick new identities for every round. However, the
identities used for transactions can be completely separate from those used for consensus
and block creation. For example, transactions can be based on changeable pseudonyms
or cryptographic commitments that hide user identities and transaction values [150, 208].
Such patterns are already common in permissioned blockchains where the consensus-layer

keys are disjoint from the smart-contract layer keys.
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5.6 Performance evaluation

In this section we explain the experiments we performed in order to estimate suitable

round duration ¢,, transaction latency and throughput.

5.6.1 Experimental setup

We built a globally distributed peer-to-peer network using Amazon’s AWS infrastructure.
We instantiated nodes in Frankfurt, London, Singapore, Mumbai and Oregon. We used
EC2 compute services with nodes ranging from t2.micro (single vCPU with 1 GB RAM)
to m4.2xlarge (8 vCPUs and 16 GB RAM). The node software was written in Java and
run on Ubuntu/Linux OS. To simulate the maximum round trip time, we ensured that
the leader candidate was never located in the same data centre as any of the endorsers.
To simulate global distribution of participants, we enforced that messages travel through
at least z different nodes (z = 0, 2 or 6) before reaching their destination. We set the
Intent and Confirm message sizes to 1 KB (although actual messages are smaller). Lastly,
we tested for three block sizes: 500KB, 1MB and 2MB.

We note here that these experiments do not incorporate adversarial or offline nodes.
The goal here is to provide a baseline for parameter values rather than to test the
robustness of the implementation we used. Additional testing is required to evaluate the

behaviour of our code under faulty or adversarial network conditions.

Network optimisations During testing we observed that most of the block dissem-
ination delay came from the initial block transmission by the leader candidate, due to
a high out-degree and multiple hops across geographically distant locations. To tackle
these issues, we implemented a networking structure as shown in Figure 5.6, where we
selected some nodes within a cluster of geographically distant nodes to serve as top-level
nodes, i.e. nodes that are directly connected to by leaders when broadcasting the block.
These top nodes have a large out-degree to mid-level nodes within the same geographical
area. This optimisation led to a significant reduction in block dissemination latency. We
did not see the need to use the same approach in the intent phase, as it did not lead to
any noticeable improvement.

We emphasise that the top and middle nodes are not different from the others. Any
node could be chosen as a top or middle node and messages may be broadcast to multiple
top nodes within a cluster. In a large deployment, the top-level nodes may be chosen by

reliability and performance metrics as in the Tor network.

5.6.2 Results

We measured message-delivery times for various network and block sizes. Figure 5.7

summarises the results of our experiments.
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Figure 5.6: Network layout optimisation used in our experiments.

In Figure 5.7a we plot the time required for leader selection (combined Intent message
delivery and Confirm message reception). This time grows from 130 ms for small endorser
committee size N, = 5 to 257 ms for large committee size N, = 1000. We conclude that
setting the combined duration of these two phases to one second is sufficient in a network
environment like ours. We include the arguably excess buffer to account for clock drift
and network jitter.

Figure 5.7b shows the time required for block dissemination (95th percentile) that
grows from 357 ms for a system size of n, = 10 active nodes to 1.1 seconds for a
system size of n, = 10,000 active nodes. We conclude that setting the duration of block
dissemination phase to 4 seconds is sufficient for our network. The above two values give

us a round duration of ¢, = 5 seconds.
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Figure 5.7: Experimental results for message delivery times in our test setup, a globally dis-
tributed peer-to-peer network using Amazon’s AWS infrastructure with no faulty nodes.

Throughput and latency. Given t, = 5 seconds, we can now estimate system

throughput ¢p for our solution as follows:

# X (B—H —(N. x S¢) — (na x Sg))
T 9

tp =

where H is the invariant block header (280 bytes), S¢ is the size of Confirm message
(416 bytes), B is the used block size, T' is the transaction size, and Sg is the size of
the Enroll message. Assuming B = 2 MB and T = 250 bytes, similar to Bitcoin [41],
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N. = 100 endorsers and few enrolments per round (owing to fast rounds), 99%+ of
the block is left for the transactions and the system throughput is approximately 1500
transaction per second. Transaction latency is one minute (when d = 12) or 30 seconds
(d=6).

5.7 Discussion

In this section we briefly discuss security and performance improvements, alternative
identities, the role of endorsers, penalisation of malicious participants, privacy implica-

tions, denial-of-service attacks and economic aspects.

Improved latency and liveness. An adversary who controls multiple oldest iden-
tities can predict seed evolution which enables deeper forks and thus higher latency.
Although seed prediction cannot be prevented completely, it can be made difficult to
realise in practice. One possible defensive approach is to use multiple queues. Recall
that in our approach all identities are placed into one queue in the order of their age
and the oldest identities are picked as leader candidates in round robin. Instead of us-
ing a single queue, identities could be placed into multiple queues. For example, in a
system that has been operational for five years and each year equally many identities
were enrolled, a separate queue could be established for each enrolment year. The leader
selection could happen such that the oldest identity is picked from each queue in turn.
To perform successful seed prediction, the adversary would now have to plan the attack
years in advance, so that they control identities in all queues at the right places. The
same applies for targeted liveness attacks.

Multiple queues could be used also as a performance enhancing mechanism. As with
sharding, each queue could process a separate set of incoming transactions in parallel to
increase the overall throughput. Multiple identity queues are thus a promising direction
for future work.

Predictable leader selection can make denial-of-service attacks easier. For example,
the adversary can prepare the attack in advance and launch it when the victim becomes
a leader candidate. On the other hand, such predictability can help participants avoid
DoS attacks. Participants can obtain multiple IP addresses and switch to a different one
before their identity becomes the leader candidate. Such strategies are harder to realise

with randomised leader selection.

Bootstrapping from other infrastructures. As in Intel SGX, reliable identities
could be bootstrapped from some other infrastructure. For example, mobile-phone op-
erators, credit-card companies or passport issuers could take the role of IAS and provide
an interface that allows their customers to enrol new identities, such as one identity per
person or per mobile-phone subscription. Another attestation infrastructure that could

be leveraged is TrustZone [25]. New and emerging secure processor architectures that
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are designed specifically for distributed ledger technologies [218] could also be used to
create Sybil-resistant unique identities. Recent efforts to standardise EPID provisioning
and attestation across manufacturers [124, 123] could provide a vendor-independent way

of bootstrapping these identities.

Expanding the role of endorsers. In our proposal, the endorsers confirm the oldest
leader candidate they observe, regardless of the content of the block the candidate pro-
poses to create. The endorsers’ role could be expanded to examine the proposed block,
e.g. for transaction validity. Such optimisations could allow the endorsers to ignore

leaders that try to extend the chain with invalid blocks.

Penalising malicious behaviour. In most permissionless consensus schemes, iden-
tities can be changed easily. For example, a Bitcoin miner can use a different public key
every time they start mining a new block. In our approach identities cannot be changed
after initial enrolment, as they are recorded in the blockchain. One advantage of long-
lived identities is that penalising malicious behaviour becomes possible. For example, if
an endorser confirms multiple intents in the same round, any entity that observes this
can broadcast the conflicting (and signed) confirmation messages and the next miner can
include them to a new block as evidence of cheating. Broadcast denunciation can help
eliminate malicious nodes from the system, providing an incentive to avoid misbehaviour

— similar incentives are missing in systems where identities are freely changeable.

Economic aspects. In case of SGX identities, participants are incentivised to buy the
cheapest processors that enable enrolment. If processors differ significantly in processing
and purchase costs, this raises questions about fairness [35]. We argue that no leading
manufacturer is likely to sell unused but outdated products at scale. Moreover, cheap
second-hand processors may not provide an advantage because those CPUs may have
already been enrolled. Lastly, the enrolment of old CPUs can be prevented: in SGX,
the attestation group signature does not identify the individual CPU but it does reveal
the manufacturing batch.

An important economic side-effect of deterministic leader selection is that it negates
the need for pooled mining. In random leader selection (whether PoW or PoS), there is
an incentive for small miners to collaborate with others and create a mining pool. This
gives them assurance of predictable earnings but it centralises the network. Bitcoin,
for example, has just four mining pools controlling 55.4% of its mining power [52]. By
making rewards predictable, we take away incentives for anyone to join or create a mining

pool thus eliminating this vector for centralisation.

Implementation. This research was motivated by a desire to find a scalable consensus
algorithm for permissioned blockchain frameworks. Robust Round Robin, while also

providing an incentive structure that makes it amenable to permissionless settings, is
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still adept at providing a consensus mechanism for permissioned networks. In this sense,
it resembles PoET which can also be used in either setting. Our efforts recently have thus
been to get a production version integrated with a permissioned blockchain framework so
the broader community can benefit from it. With this view in mind, we have developed
an implementation of RRR that is fully compatible with Quorum; the code for this can

be found at the project repository [51].

5.8 Related work

In § 5.1 we outlined the limitations of several related proposals. In this section we
review additional related work. For a general comparison and classification of blockchain
consensus, we refer the reader to the Systematisation-of-Knowledge paper by Bano et
al. [35]

Other Proof-of-Stake schemes. Ouroboros Praos [75] is another PoS scheme that
leverages VRF's for new random value generation in each round, similar to Algorand [154].
Its main limitation is that the randomness can be biased, so it does not provide fairness.

RapidChain [221] samples all consensus participants to get a reference committee,
which is then responsible for running a distributed randomness-generation protocol in
the start of each epoch to create new randomness for that epoch. The protocol is based
on verifiable secret sharing (VSS). The main limitations are that the reference committee
becomes an obvious target for attacks and the distributed random generation protocol
is expensive.

DFINITY [111] introduces a novel decentralised random beacon that uses BLS thresh-
old signatures to generate periodic unbiased random values. This scheme requires a setup
phase during which an expensive distributed key generation (DKG) protocol is run. New
random values can then be derived by collecting signature shares from sufficiently many
participants. The per-round or per-epoch randomness generation has low communica-
tion complexity, but at the cost of an expensive DKG protocol that needs to be repeated

when participants join or leave.

Other TEE solutions Proof of Luck (PoL) [156] is an SGX-based protocol with the
same basic idea and the same main limitations as PoET (recall § 5.1): participants have
an incentive to compromise their own platforms.

PoTS [21] is another PoS solution that uses SGX and is designed to tolerate compro-
mised TEEs that control up to 50% of the stake. One drawback is that by compromising
a small number of high-stake TEEs an attacker might compromise the entire system (due
to concentration of stake by a few rich individuals). Moreover, the approach does not
provide fairness. Finally, PoTS requires TEEs for its operation, while our proposal works

also without them.
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Resource Efficient Mining (REM) [223] replaces the hash computation of PoW with
attested enclave computation. This approach allows more useful usage of energy, but
does not eliminate the need for massive collective computation nor does it take away
incentives for participants to compromise their own TEEs. Our approach requires no
computationally intensive puzzles, saving significant amounts of energy compared to

protocols based on proof of work.

Coin aging. PPCoin [137] proposed that each coin have an associated age and leader
selection be based on a hashing procedure where the target difficulty is coin-specific and
lower for older coins. However, it is vulnerable to a simple attack where the adversary
waits until they own enough old coins, then creates a deep fork for double spending.
The authors suggest that such attacks could be blocked by a central time-stamping
mechanism — a strange argument to make for an ostensibly decentralised and permis-
sionless blockchain. Additionally, the leader selection is not fair, because selection can

be manipulated with simple grinding.

5.9 Conclusion

We have proposed an alternative idea for blockchain consensus—selecting consensus
leader candidates deterministically instead of the common random selection approach
and complementing such selection with a simple interactive endorsement protocol. The
main benefits of our solution are fairness and resilience to TEE compromise, as well as
relatively high throughput and scalability. As our analysis shows, fairness is especially
important in systems where block creation is rewarded with new stake which is a common
practice in permissionless blockchains. Although deterministic selection also has its own
limitations (weaker DoS resilience), our work provides a viable and previously unexplored

alternative to random selection.
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“Your assumptions are your windows on the world. Scrub them

off every once in a while, or the light won’t come in.”

—Isaac Asimov

Rethinking consensus

The previous chapter presented a scalable blockchain consensus algorithm in the form
of Robust Round Robin. Looking at the performance of that system, the dissemination
of new blocks ends up taking the vast majority of time as the network scales beyond a
hundred or so nodes. This is a fundamental limitation of operating on a shared ledger:
every node must have all the information on the ledger.

In this chapter, we present a new kind of decentralised network — one that builds
not upon a linear ledger but on a tree-like structure. We call this system Cambium!
and demonstrate how it seeks to achieve consensus with only logarithmic communication
costs in the number of nodes. To understand how it works and how such a system could

be useful, let us discuss its operational model with an illustrative example.

6.1 Lightweight yet verifiable commitments

When Alice is proving commitments to Bob, there are two kinds of commitments Bob
may be interested in: positive commitments, which Alice has an incentive to share, and
negative commitments which Alice may have an incentive to hide. Take for example car
registration and maintenance records: if Alice is selling her car to Bob, she’s happy to
share the times she has taken it in for scheduled maintenance, but she would prefer to
not show Bob the repairs from any accidents she had.

Let us consider this example of car maintenance in greater detail. Currently, there

is a trend of car manufacturers seeking greater control over the maintenance of the

!Cambium is named after a layer of plant tissue that plays a crucial role in plant growth and the
merging (inosculation) of trees.
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cars they produce. Mercedes-Benz, for example, no longer provides a physical service
book to owners as all maintenance records are now recorded in their database [14]. In
this model, the manufacturer becomes the sole source of truth for car history as well
as its gatekeeper. Tesla goes a step further, with the company actively campaigning
against right-to-repair laws claiming vaguely specified “cyberattacks” [141], restricting
access to repair information from garages and maintaining tight control of after-sale

servicing [142].

As it becomes the norm for cars to be Internet-connected and keep a record of
maintenance and repair actions, could we design a system that is less centralised than
Mercedes’ and Tesla’s vision? The users of such a system would be diverse and numerous:
service centres, car owners, buyers, and even insurance companies. The goal of this
system would be to have verifiable records of cars (maintenance, insurance claims, recalls)
in order to make the used car market less of a market for lemons without handing total
control to manufacturers or insurance companies. To simplify matters, we will ignore
repairs that don’t touch the electronics, such as when a car owner pays cash to a panel-
beater to straighten out a minor dent. We will assume that repairs of substance involve
interaction between a car’s systems and those of a garage, and can thus in principle
be logged electronically by the car, the garage or both. If lawmakers wish to open up

aftermarkets, are there any decentralised alternatives to OEM control?

One possible design would be to put everything on a blockchain. But that would hit
several scalability limits: with millions of cars on the road, the throughput ceilings of
permissionless blockchains would be breached. If we went the permissioned route, then
given the state of the art in blockchain consensus algorithms, it would not be feasible to
have every car and maintenance shop act as consensus nodes. Thus, we’d have to trust
the government or a small set of companies to run things, raising many policy issues

from cartels to privacy.

If we want to avoid big centralised systems and cannot use blockchains, what’s left?
Let us consider a simpler model where every stakeholder — car, maintenance shop or
insurance company — maintains their own records locally, and build a system that enables
each of them to prove exactly those facts that they need to prove. Let us assume, for
now, a central timestamping service that is universally trusted. When Alice takes her
car to the maintenance shop, her car and the maintenance shop create a packet that
states the date, the car ID and the work performed. They send this to the service which
returns a signed packet with the time of signing. The service itself need not store these
records, as it simply attests the time at which commitments were made. When Alice
wants to sell her car to Bob, and prove that the last scheduled maintenance was done,

the car can simply show him the signed timestamp.

The next step would be to decentralise the timestamping service. Existing distributed
timestamping schemes either build on top of blockchains [98, 113] or have multiple

rounds of communication between all nodes in the network [145]. While these schemes
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could provide us with eventual consistency and greater resilience to DoS attacks than a
centralised service, we do not believe any current designs scale enough to accommodate
the hundreds of millions of users of a car maintenance system deployed in say, dozens
of European countries. A possible approach could be to use one of these distributed
timestamping solutions among successive subsets of participants. We would then have
some nodes acting as delegates, running the timestamping protocol among themselves
and then broadcasting it to the network. However, such a delegation model is vulnerable
to adversarial take-over: compromising a very small proportion of the network gives the

adversary total control.

There is also a more fundamental issue with using a simple timestamping service.
Such systems work well for positive information, like scheduled maintenance, which Alice
has an incentive to show to Bob. Negative information is different: Alice needs a way to
prove to Bob that the history he has been shown is the complete record, with nothing

left out. We need an electronic equivalent of a paper logbook.

The obvious first attempt would be to make the car’s engine control unit tamper-
resistant. OEMs do this to some extent in order to demonstrate compliance with envi-
ronmental regulations and to control aftermarkets. However it is hard to do well enough
to exclude capable motivated opponents, given the cost pressures on OEMs and the com-
plexity of the ecosystem [185]. So, just as card payment systems rely to some extent on
the difficulty of cloning cards but also on logs and journals kept on bank and merchant
servers, we might ask whether we can fortify any tamper-resistance using a trustworthy

distributed system.

A simplistic approach might involve mandating that the timestamping service signs
exactly one packet per day (or per other time epoch) from every entity. If the car doesn’t
have anything to commit on some day then it must send a NULL message to the service

and store the signed acknowledgement.

Now, suppose Alice gets into a minor accident and goes to a repair shop to get it
fixed. The car maintains a record of the daily packets including the one for the day of
the repair. If she tampers with it and removes that record, then when she sells the car to
Bob, he knows that there is information missing. In this manner, we can add state to a
timestamping service so that a car can get attestation of a maintenance record, without
relying on a centralised database.

The timestamping service is still a single point of failure, so our next step will be
to allow all the cars, garages and other stakeholders to collaboratively act as such a
distributed timestamping service. In this new model, nodes aren’t expected to process
and store data that is irrelevant to them: Alice’s car only stores records for itself, not for
Dave’s, Charlie’s and Eve’s cars as it would in a blockchain system. Each stakeholder
stores a set of message hashes at each round, and these hashes together enable it to

prove both positive and negative assertions about commitments it has made in the past.

In the remainder of this chapter we will present a novel consensus algorithm, Cam-
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bium, that can be used to construct such a lightweight decentralised system.

6.2 Achieving consensus with logarithmic costs

Research on consensus has tended to assume that everyone must necessarily hear what
everyone else has said. Here, I challenge that implicit assumption and present a consensus
algorithm? that achieves global consensus despite each node communicating only with a
small subset of the network.

Recent research in Byzantine fault tolerance has been driven by the surge of inter-
est in Bitcoin and other ledger-based systems, where transactions sent by clients are
seen by every other node, and recorded in a globally-visible append-only ledger. This
requires communication costs to increase (at least) linearly in the number of nodes. If
the transactions contain code that must be executable, or at least verifiable, by all, then
the ledger must hold them globally. This means that we also have a linear increase in
per-node storage and computation costs. These issues inherently limit the scalability of
ledger-based systems.

Cambium solves the scaling problem in two ways. First, it builds not on a linear
ledger but rather on a data structure that we call the banyan trie. Banyan tries only
require nodes to store their own data and the proofs that support them, not blocks of
irrelevant data; the reader of a piece of data is responsible for validation, rather than
the writer (§ 6.4.10). Second, every node only communicates with a logarithmic number
of other nodes (§ 6.3.2). This provides a more scalable way of achieving decentralised
consensus, as the computation and storage costs per node grow only logarithmically in
the number of nodes, rather than more than linearly. It does not do everything that a
bitcoin or ethereum blockchain can do, but in some applications it is quite capable.

Many applications do not need a public ledger as the data are private by default.
The typical clients of the original Haber-Stornetta timestamping service [110] were patent
attorneys wishing to establish priority for inventions that were not yet public. Similarly,
many proposed blockchain applications assume that sensitive plaintext payloads are
stored off-chain, and only their hashes appear on the chain — so-called “anchoring”3.

Cambium has two further ideas. It is divided into time periods in each of which we
run a cycle of the protocol, and at each cycle, we run something similar to the Merkle
trees in a traditional timestamping service but in a distributed way. Hashes from each
node propagate to a root, from which hashes propagate out again to provide a basis for
the next epoch. We might call these ‘banyan trees’ after the trees that drop ‘prop roots’
to the ground, which sprout new trunks leading to a thicket of linked trees. The idea is
that the history of each thicket will eventually become consistent, just as we expect in

a blockchain.

2Designed in collaboration with Dann Toliver as detailed in § 1.2.
3This is also done to reduce storage costs and transaction fees.
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The final idea is that rather than using the traditional Merkle trees, we use Merkle
tries instead. A trie (which some people pronounce as ‘try’), also known as a prefix tree,
is an ordered tree used to store an associative data structure. All the descendants of
a node have a common prefix of the string associated with that node [163]. Tries are
used in applications such as dictionaries and search autocomplete. Our Banyan trie data
structure enables a proving node to marshal all the relevant commitments it’s made over
a series of epochs and display them to a verifying node. The nature of the trie data
structure means that any commitments of a certain type must appear in certain places,
so these places can be examined to prove a negative, without the exhaustive enumeration
required to establish a negative on a blockchain. It also means that the nodes can all
work out the current cycle root in parallel; in the absence of a severe attack or partition,
most will get the same value. If this description seems too telegraphic, we expand it in
the next section, and then describe the components fully in the section after that.

The banyan trie is closely related to the linked tries of the TODA Proof of Prove-
nance data structure [210], and is fully compatible with that structure. Our original
contribution in Cambium is a novel algorithm for distributed consensus, as the orig-
inal TODA-as-a-Service system uses banyan tries in a centralised system for proof of

provenance [209]. We retain compatibility with its use cases and explore others in § 6.7.

The design of Cambium is built up from a small number of sub-protocols, or modules,
described in § 6.4. Several of these modules have parameters that are tunable on a per-
installation basis, to allow interoperable accommodation of a wide variety of use cases
and network conditions. The source code for most modules is available at the project
repository [10].

Cambium’s security guarantees against forking attacks appear surprisingly robust
given its communication constraints, and are discussed in § 6.5. Furthermore, Cambium
provides for good censorship resilience due to its logarithmic communication patterns.
On the flip side, Cambium provides relatively poor liveness guarantees as compared to

blockchain consensus algorithms.

6.3 Design overview

In this section we introduce the core data structure underlying Cambium: the banyan
trie. Then, we show the “happy path” process for Cambium to illustrate protocol flow

under ideal conditions, and present some preliminary observations.

6.3.1 Banyan tries

As Cambium uses a trie-based data structure instead of a ledger, we first need to un-

derstand the trie as a data structure and see why it is a natural choice.
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Figure 6.1: Illustration of a binary trie.

6.3.1.1 Merkleised data structures

A Merkle tree uses a cryptographic hash function, which is collision-resistant and second-
preimage resistant, to hash the values at its leaves up to a value at the root which serves
as a commitment to all the values at the leaves. Structurally, it is a tree in which every
leaf node is labelled with a hash and every non-leaf node is labelled with a hash of the
concatenation of the hashes of its child nodes. Operationally, we can think of a Merkle
tree as a list of elements with a unique fingerprint and a short proof of membership for a
given element. If Alice has the list and Bob has the fingerprint, Alice can prove that her
list matches Bob’s fingerprint by sending the list to Bob. She can prove that an element
is in the list by sending the element and a short proof to Bob.

A Merkle trie is a similar data structure that in addition to a hash also assigns
an index to each node. Figure 6.1 illustrates a binary trie; note how the index of a
node is arrived at by traversing the trie. As the figure shows, the nodes at each level
are lexicographically ordered. Because of this, tries support efficient find and insert

operations using the indices [49].

Operationally, we can think of a Merkle trie as a key-value data structure (or dictio-
nary) with a unique fingerprint, a short proof of membership for a given key/value pair,
and a guarantee that each key has exactly one value (which may be null). If Alice has a
dictionary, then she can prove to Bob that some key/value pair z : y is in the dictionary
by sending that pair to Bob along with a short proof. And we get the crucial proofs of
non-existence: once Bob has validated that proof he knows that the only possible value

for x in that dictionary is y.

This operational view of Merkle tries makes clear why it is an obvious data structure
for committing to a single value. Recalling our discussion about the car maintenance
system, this is exactly what we want from our underlying data structure. Transactions

made with the car can be represented by Merkle proofs in a binary trie in Cambium.
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Figure 6.2: Illustration of a banyan trie; note the cycle root from the previous cycle trie being
used as an input to the next cycle trie, similar to the linking of blocks seen in blockchains.

6.3.1.2 Linking Merkle tries

Cambium proceeds in a series of discrete time periods, called cycles. The goal of each
cycle is to produce a cycle trie, containing all the activity in that cycle. Each leaf of
this cycle trie contains the Merkle root of the previous cycle trie, called its cycle root. A
banyan trie is a succession of cycle tries, just like a blockchain is a succession of blocks.

This banyan trie data structure is the core of Cambium. Each node has a different
view of it, and typically no node will have complete knowledge of any cycle trie. This
is unlike a blockchain, where every node sees the entire ledger. Here each node knows
only its own Merkle proof in each cycle trie; the only globally shared knowledge is the
sequence of cycle roots. Figure 6.2 illustrates this structure.

Each cyle trie within the banyan trie has a depth of log(n/c) where n is the total
number of nodes and ¢ is a configurable parameter denoting the size of a committee
(§ 6.3.2). Each cycle trie has n leaves, one for each of the nodes in the network; we shall
see how nodes are linked to these leaves in § 6.4.1. Furthermore, we will discuss how
each of these nodes use this mechanism to prove commitments in § 6.4.9. The goal of
Cambium is to securely and efficiently build up these cycle tries—and consequently the
banyan trie—for a large number of nodes. This is done by achieving local consensus first
in committees, and then merging the committees’ tries in a binary recursive structure
as shown in Figure 6.3. At the end of this process, most nodes should agree on the value

of the new cycle root.

6.3.2 Protocol flow

Here we present a more detailed summary of the protocol flow within Cambium. This
overview is intended to provide the intuition behind the design and enable to reader to
make sense of the details that follow in § 6.4. We follow Alice’s node as she builds up a
cycle in Cambium.

To generate the genesis cycle root, C'Ry, all the nodes must share a common piece

of information, in this case the list of all participating node addresses. We consider
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identity management to be out of scope here. As already discussed in Section 5.2.2,
we can bootstrap identity from whatever mechanisms are appropriate to the application
(national ID, a corporate asset register, Trusted Execution Environments, proof of work,
proof of stake, etc.) [43, 9, 63].

To obtain C'Ry, Alice sorts the list of addresses of all the nodes in the system and
then builds a binary Merkle tree with these as inputs; the Merkle root of this tree is
CRy. The rank of Alice’s address in the ordered list is her raw index. The nodes store

address-to-index and index-to-address mappings for efficient lookups.

Note that C; refers to the cycle trie built in cycle ¢, while C'R; refers to the cycle
root for that cycle trie.

We now join Alice at the beginning of cycle t > 1, where her first task is to find a fresh
committee. Committees consist of the neighbouring ¢ nodes in a permuted index list (¢
is a configurable parameter for a network, usually a small number that is a power of 2
e.g. 16). To calculate the permuted index, Alice uses a Pseudo-Random Permutation
(PRP) algorithm such as FastPRP [198] with the previous cycle root as the key and her
raw index as the input. Alice then calculates her committee for cycle ¢ using PRP on
the permuted indices for the neighbouring ¢ — 1 nodes. Alice now knows the raw indices

of her committee members, and looks up their addresses in the genesis Merkle tree.

Next, Alice attempts to achieve committee-level consensus. She sends a hash of her
input to her ¢ — 1 committee members, and receives their hashes. The committee then
executes a Byzantine fault tolerant (BFT) consensus algorithm (e.g. PBFT [59]) and
repeats it with unhashed inputs to arrive at the committee signed packet (CSP) — the
concatenation of every node’s input and signatures (§ 6.4.4).

Alice can now move beyond her committee and begin the merge process with neigh-
bouring committees. The first step is to find allies: a group of nodes with knowledge of
the neighbouring branch of the cycle trie under construction. For the first merge, if Alice
is in the mth committee in the permuted index list then her allies are the ¢ addresses in
the m — 1 or m + 1 committee, depending on the parity of m (§ 6.4.5).

Alice finds the addresses of her allies in the same manner as she did for her committee
(i.e., using PRP). Next, she sends her CSP to those allies, and receives theirs. Given a
well-formed allied CSP, Alice can form a merge packet, called M P;. This packet is the
hash of both CSPs concatenated together with some data and signatures (§ 6.4.6).

Ally selection is more complex after the first merge level (since there are more than
¢ nodes in the subtree at higher levels), but amounts to much the same thing: from all
the nodes that have knowledge of the neighbouring branch in the cycle trie, Alice selects
c using the deterministic algorithm in § 6.4.5. The merge packet is formed for this level,
and is used as input for the next merge level.

Alice continues this process through log(n/c) merge levels, where n is the total num-
ber of nodes. At the top level, once M P, /) is formed, she needs to confirm that the

total hole count and dissent count carried within it do not exceed the hole threshold and
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Figure 6.3: Illustration of the build process for a single cycle trie. Subsections in § 6.4 are
ordered according to this build process: § 6.4.1 and 6.4.2 cover the set-up phase, § 6.4.3 and
6.4.4 cover committee consensus (blue triangle), § 6.4.5 and 6.4.6 detail the merge process (yellow
ovals), and § 6.4.6.1 provides conditions for successfully forming the CR (red circle).

the dissent threshold respectively (§ 6.4.6.1).

Holes are a measure of how many committees were unsuccessful in participating in
the trie building process. A hole could happen because too many nodes were offline
for the committee to form a valid CSP, or because a partition kept the committee from
communicating with other nodes during the merge process. If the number of holes
exceeds the hole threshold then we failed to build this cycle trie, and we have to have

another go.

Dissent is a measure of disagreement over the value of the previous cycle root. Nodes
may disagree on the outcome because partitions cause holes for some but not others, or
because of Byzantine behaviour such as equivocating merge packets. Committees can
include dissenting nodes, but their CSPs denote the existence of dissent by setting a
flag in the CSP data structure. These dissent flags are added as we build up the trie.
Exceeding the dissent threshold in cycle ¢ causes a rollback, with the result that we have
to rebuild cycle trie ¢ — 1. This should be a rare occurrence under normal circumstances
(§ 6.4.7).

If the hole and dissent thresholds are not exceeded then we say that the cycle trie has
been successtully built, and M P,g(y, ) is the cycle root for cycle trie t. If the subsequent
two cycles, Ci11 and Cpya, are also successfully built, then we say that cycle trie Cy is
planted. Once a cycle trie is planted no rollback is possible; it is “set in stone”. Figure 6.3

illustrates the protocol flow for a single cycle as discussed.
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Figure 6.4: Illustration of a cycle trie build with n = 64 and committee size, ¢ = 8. Each
triangle represents a node. We have highlighted some nodes and uniquely coloured all so you
can follow the path each node takes. At the bottom, you see 8 committees (n/c) and at each
consecutive level you see the stack depth doubling. There are a total of 3 merge operations
(logy(n/c)). This figure is a screenshot from our open-sourced cycle trie visualisation tool [10].

6.3.3 Intracycle communication

Having walked through the build process from a single node’s perspective, it is worth
looking at what this accomplishes from a global perspective as well.

A cycle trie, being a binary Merkle trie, is a key/value data structure. Keys in
the cycle tries are each node’s permuted index in that cycle. Values are hashes: each
node is able to enter a single hash as the value of its key in that cycle trie. In the car
maintenance example, keys are permuted indices of the users, whether cars or garages,
and values are hashes of their commitments about car maintenance transactions. Cycle
tries therefore have a fixed height for a given number of participants n, equal to log(n/c)
where c is the committee size. Let us assume for the time being that there are ¢ million
nodes and therefore 20 levels in the cycle trie.

At the bottom of the cycle trie is the level of the committees, which can be thought
of as the first groups. A group has the following characteristics: there are ¢ nodes in a
group; its nodes are building the same branch of the cycle trie; their permuted indices
all fall in the same bucket; they all communicate their values with each other; and they
all communicate their value with their allied group.

The allied group of a committee, as mentioned above, is its neighbouring committee
in the cycle trie. By sharing their information, nodes from both the left and right
branches can determine the value of their common ancestor branch. Concretely, the
value of depth 19 from the top (i.e. merge level 1) is the hash of its left and right

child branches, which in this case are the committees (depth 20). See § 6.4.6 for a more
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concrete view of this.

Each node at level 1 now knows the value of that branch in the cycle trie. They would
like to know the value of level 2. To do this, they must communicate with nodes building
their neighbouring branch in the cycle trie. This communication must be limited (i.e.,
a constant overhead at each level), to avoid full broadcast and maintain logarithmic
scaling.

We therefore partition the nodes at this level 1 branch into two groups, and say the
group stack here has a depth of 2. Each group has a neighbouring allied group it merges
with. In particular, the first group in the left hand branch at level 1, Ly, merges with
the first group of the right hand branch Ry. Similar, the second group L; merges with
R;. Once this is complete all these nodes have a value for level 2, which now has a group
stack depth of 4. Each of those groups then merges across again to derive a value for
level 3.

At each subsequent level of the cycle trie, the number of branches halves, thus, the
group stack depth at each level goes up by a factor of two. Each new group mixes nodes
from across all the committees under that branch. This mixing algorithm, described
in § 6.4.5, is chosen to minimise the pairwise intersection of the group’s shared history;
thus maximising information spread. Interestingly, given a fixed total number of nodes,
this mixing is also fixed (see Figure 6.5). Figure 6.4 shows the shape of the group stack

in a cycle trie for a small network.

6.3.4 Intercycle communication

It is important to shuffle the system to prevent persistent local errors or attacks, such as
a node being stuck in a committee or branch of the trie with many offline or adversarial
nodes. Omne of our design decisions was to use a fixed communication layout while
building each cycle trie, but shuffle the index list between cycles using the previous cycle
root as the seed (§ 6.4.1).

This shuffling also helps solve a second problem: at the top of the cycle trie, how does
Alice know how widely shared her value for that cycle trie is? She may be successful, in
the sense that she arrived at a cycle root that meets the hole and dissent requirements,
but it might also happen that a partition created holes that affected Alice but not many
other nodes.

In such cases, the next cycle itself provides a resolution process. Permuting the
indices results in multiple new committee invitations: the ones Alice sends out to “her”
committee members, based on the cycle root she arrived at; and the ones sent to Alice
from other nodes based on the cycle roots they arrived at.

If there was a large partition event there may be many different roots for cycle
t, and Alice may be invited to many different committees. This will result in high
dissent counts for every cycle trie that is built in cycle ¢ + 1, and cycle ¢ will have to be

redone. However, one of those committees may be based on a very popular cycle root,
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Figure 6.5: Illustration of the intercycle communication pathways. Notice how the position
of nodes in the communication graph gets permuted but the pathways in the graph itself look
identical going from cycle to cycle.

Time

which builds a successful cycle in cycle ¢ + 1. Alice has very limited (i.e. logarithmic)
information about the global system, so there is no way to tell which committee she

should be in until their cycle tries are built.

6.3.5 Preliminary observations

We will discuss the security and performance characteristics of this protocol in detail
later, but a few things are worth observing right away. First, notice how we arrive at a
globally shared piece of information, the cycle root, without global broadcast communi-
cation. In fact, each node only communicates with O(log(n)) nodes in each cycle. This
has obvious scalability benefits: consensus with 10 million nodes only requires commu-
nication with approrimately 300 nodes, thus making it feasible over such large networks
for the first time.

124



Second, the construction of the banyan tries gives us data privacy by default. Each
node only shares a hash of its input, and that too only with its committee and first
merge allies. Thus, even for networks with hundreds of millions of nodes, only tens of
nodes hear each node’s input.

These two salient features benefit applications such as tracking maintenance and
provenance in companies, where permissioned blockchains are currently being used. In
permissioned settings, there is often an expectation of data privacy as well as a need for
widespread collaboration. This collaboration stands to become far more decentralised
and efficient (as discussed in § 6.1) by moving to Cambium, while an adversary who com-
promises a small number of corporate assets cannot use the inventory and maintenance
system to get an overall view of a company’s operations.

More generally, applications that lend themselves to shared, diffuse power structures
— a collective insurance pool, or a political movement, for instance — can grow and scale
without linear per-action cost increase and without building up a large pool of sensitive
information that needs to be protected, thereby increasing cost and risk. Cambium could
serve as the substrate for a new class of applications, allowing previously unexplorable

applications to be built.

6.3.6 Cambium and consensus

The traditional definition of a consensus algorithm usually mandates three properties:
termination, agreement and validity [72]. Termination refers to the property whereby
eventually all non-faulty nodes decide on some value. Agreement refers to the property
whereby all non-faulty nodes agree on the same value. Validity states that if all non-
faulty nodes proposed a value v then the accepted value must be v. Cambium aims to
provide termination and agreement but it explicitly is not “valid”. The value that is
agreed upon (i.e., the merkle root) is not proposed by any of the nodes but is rather a
culmination of all their inputs. A similar concern applies to some blockchain “consensus”
mechanisms [99] where the produced block isn’t typically proposed by any node but
rather contains the set of transactions proposed by all nodes. Cambium’s lack of validity
is stronger than those seen in blockchain systems and we acknowledge this difference
between classical consensus and Cambium, but refer to it as a consensus algorithm in

the looser sense of the word as has been used by the blockchain community.

6.4 Protocol module definitions

We now define and examine the steps performed in a Cambium system more formally.
They are ordered chronologically as we build up a cycle, as shown in Figure 6.3. Algo-
rithm 6 shows the sequence in which the modules are executed within a round. In the
module descriptions that follow, we assume a node with address A has just completed

cycle t with cycle root C'R;.
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Algorithm 6 Overall flow for Cambium round. c¢ stands for committee size, n for
number of nodes, HC for hole count, DC for dissent count, C'SP for committee signed
packet and C'R for cycle root.

1: procedure DoOCAMBIUMROUND(prevCR, myRawlIndez, IndexList, ¢, n)
2: cycleIndex < PRP(prevCR, myRawlndex)

3: myCommittee{} < selectPeers(cycleIndez,0)
4: myPath <
5: CSP,myPath < doCommitteeConsensus(myCommittee)
6: 141
T prevM P + CSP
8: while ¢ < log(n/c) do
9: myPeers;{} < selectPeers(cycleIndex, 1)
10: myAllies;{} < select Peers(get Ally(cycleIndex,i),1)
11: toSend < ResolvePeer Messages(myPeers;, prevM P)
12: sendToAllies(toSend)
13: AP; + ResolveAllyMessages(myAllies;)
14: if AP; = hole then
15: HC « toSend.holecount + 2
16: else
17: HC <+ toSend.holecount + AP;.holecount
18: DC <+ toSend.dissentcount + AP;.dissentcount
19: temp < (AP;hash||prevM Phash||prevCR||HC||DC!||i)
20: M P; « templ||hash(temp)
21: prevM P < MP;
22: myPath < myPath||temp
23: if countHoles(myPath) > holeT hreshold then
24: return false
25: if countDissent(myPath) > dissentThreshold then
26: return false

27: CR + MPhaShlog(n/c)
28: return CR, myPath

6.4.1 Index permutation

At the start of each cycle, every node calculates its cycle index. This is done by using
the permute function of a small domain Pseudo-Random Permutation (PRP) on the raw
index with the previous cycle root as the key. The requirements for the PRP function
are that it should map inputs from a domain of {0,1,...,n — 1} to outputs in the same
domain {0,1,...,n — 1}, give a unique bijection for each key, support both permute and
unpermute operations efficiently and, be pseudo-random. FastPRP [198], as an example,

appears to fulfil these requirements.

6.4.2 Committee selection

Cycle root CR; is called the natural root for A. Other nodes may have arrived at a
different natural cycle root in the case of network partitions or adversarial behaviour
(§ 6.5). Each node performs its index permutation using its natural root, as described
above.

The cycle index space is split into (n/c) contiguous committee buckets giving a
committee size of ¢. The committee size c is thus a tunable parameter, with higher

values of ¢ yielding more committee work (larger committees) but fewer merge operations
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Figure 6.6: Initial packet and envelope structure

(fewer committees). In our descriptions here, we will often assume the value of ¢ to be
16. This number is derived from the fact that it is desirable for ¢ to be a power of 2
for a simple implementation of the SelectPeers module (§ 6.4.5) and that PBFT, which
is used for arriving at committee-level consensus (§ 6.4.4), does not scale well beyond a
dozen or so nodes.

Each node finds its natural committee for cycle ¢ + 1, which are the ¢ — 1 other
nodes that fall in the same c-sized bucket. To put it more concretely, for a node with
cycle index @, its committee are the nodes with cycle indices i such that (a'/c) <
i < (d'/(2¢ —1)), excluding a’ itself. Once A knows the cycle indices of its committee
members, it calculates their raw indices by performing the PRP unpermute operation.
Then, it looks up their addresses in C'Ry.

6.4.3 Initial committee packets

Node A forms its initial packet, puts it into an envelope containing the addresses of the
committee members as shown in Figure 6.6 and sends it to its committee members. Node
A should receive initial packets from those nodes as well. If A only receives packets that
have the same natural cycle root as A, then we say that A has received no dissenting
messages. In this case, A can proceed to committee consensus (§ 6.4.4).

If A did receive a dissenting message, it checks its validity as described in algorithm 7.
A then sends its initial packet to all the committee members listed in the envelope of
the dissenting message, and proceeds to join their committees as a dissenting presence,

as described below.

6.4.4 Committee consensus

By this point A has received some natural initial packets, and maybe some dissenting
messages. The committee’s goal is to arrive at a committee signed packet (CSP), and in
the full version of Cambium it involves two rounds of committee consensus using PBFT.

In the first round, nodes attempt to arrive at consensus over the set of initial packets.
If > 2¢/3 nodes arrive at the same (natural) value then we say that we have successfully
completed the first round of consensus. This threshold of 2¢/3 is inherited from the

consensus algorithm used, in this case, PBFT [59]. For ¢ = 16, this would mean that
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Algorithm 7 Check Validity of Dissenting Initial Committee Packet

1: procedure VALIDITYCHECK (packet, myRawIndex, myAddr)
2: CR: < packet.cycleroot

3: if myAddr ¢ packet.addresses then

4: return false

5: sender RawIndex + lookup(packet.sender, CRy)
6: senderIndex < permute(sender RawIndex,CRy)
7 for all a € packet.addresses do

8: rawlIndex < lookup(a, CRo)

9: templIndex < permute(rawlIndex, CRy)
10: if tempIndex > (senderIndex/c + c) then
11: return false
12: if tempIndex < (senderIndex/c) then
13: return false
14: return true

> 11 nodes would need to be in agreement.

Next, all nodes commit a new packet, this time with their actual inputs instead of
the hash of inputs. This packet is the unrolled packet. The committee now attempts to
arrive at consensus over the committee’s dissent score and the set of unrolled packets.
Again, if > 2¢/3 nodes arrive at the same value then the agreed packet is termed the CSP
for this committee. The committee members can now move on to the first merge level.
This two step consensus is done to prevent the (unlikely) attack where the adversary
does a grinding attack simultaneously on all committees to bias the cycle root; in a
lower-threat environment such as within a company, we can happily dispense with the

first of the two rounds.

Given successful committee consensus, we get a CSP with the following fields: 1.
Each committee member’s input transaction packet as a hash T'P; as well as the trans-
action packet itself which contains the member’s input, natural cycle root and address; 2.
Dissenting messages, and any metadata values; and, 3. Committee members’ signatures

over the data structure.

Let us now consider failures in the two-step process. The first is failure to arrive
at consensus in the first round. This indicates that more than a third of the nodes are
either offline or that they believe in a different cycle root (since we do not use dissenting
messages for consensus). At this point, this committee is considered a hole and they
go to the next merge level with a hole (a set string signifying a hole) as the CSP. If
the committee failed at second round consensus, then it indicates that a formerly online
node is now unreachable. Here too, nodes mark their CSP as a hole and go to the next

merge level.

It is possible, due to network partitions, for some nodes in a committee to believe
that their committee is a hole while others believe it is not. However, it is not possible

for nodes to believe in two different non-hole CSPs for the same committee.
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6.4.5 Merge group selection

Now we need the CSP-bearing nodes to merge with their CSP-bearing neighbouring
allies, following the pattern up the cycle trie. As we move up the trie, the number of
nodes on either side of the merge operation increases exponentially. At the first merge
level, there are ¢ nodes on either side, at the second merge level there are 2c¢ nodes on
either side, third, there’s 4c and so on. This is illustrated in Figure 6.4.

So, we need a way to segment the peers (nodes with whom we already share a packet)
and the allies (nodes with whom we want to merge), in order to maintain our log(n)
communication threshold. Otherwise, at the top, all nodes would need to talk to each
other and we’d be back in the ledger-based communication model.

We have the following design principles for this operation: a small size for groups at
each level of the cycle trie, and maximum intermingling. Ideally your peers would be
different each time, and their previous peers would have been different, and so on. This
increases the opportunity for sharing missing information (e.g. data for filling holes), as
well as for detecting equivocation.

We achieve these properties by having nodes first discover their peer group at the
merge level: the set of nodes they share allies with. Allies are the ¢ number of nodes
that a node is supposed to communicate with at a particular merge level. At the first
merge level, the choice is obvious: your peer group is your committee and your ally
group is the neighbouring committee.

Things get trickier as we go up. At every merge level, we visualise groups lying on
group stacks as shown in Figure 6.4. In this way, we can assign each group a group stack
index on both sides of the merge. Also, at every successive merge level the shared prefix
of the respective cycle indices among the nodes merging goes down by one bit; this is
clear to see when one looks at the top of the trie: at the final merge, there is no common
prefix among nodes but at one level down, all nodes on the left have 0 as their common
prefix and those on the right have 1. Thus, the common prefix keeps increasing as we go
down the trie. We use this prefix and the group stack index to choose allies and peers.

For a node with group stack index i at level [ of the cycle trie we can determine
its group members (peers) by using Algorithm 8. The ally stack index is determined

similarly. Working code for this is available in our repository [10].

6.4.6 Merge process

As shown in Algorithm 6, this and the previous module are executed repeatedly by nodes
as they build the cycle trie and constitute the bulk of the time spent attaining consensus
in Cambium.

The goal is for groups to come to agreement on the branch value they share. Specif-
ically, two neighbouring ally groups at a merge branch need to create a new merge
packet (MP). The MP is the concatenation of the left-hand and right-hand branches’
merge packets, along with the cycle root C'R, the hole count HC', the dissent count DC|
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Algorithm 8 Merge Group Selection Algorithm. ci is the cycle index, [ is the level of
the cycle trie and c is the committee size.

1: procedure SELECTPEERS(ci, 1)
peers{} + 0

3 loge + loga(c)

4 prefix « ShiftLeft(ShiftRight(ci,l + logc),l 4 logc)
5: d + (ci A 2'71) — ShiftLeft(ci — p — (ci mod 24),1)
6: if d > 0 then
7.

8

14 d

: else
9: i d+2
10: for all j € [0...c] do
11: batch < (i +j) AND (2! — 1)
12: group < batch OR. (j x 2%)
13: peers < {peersU (prefix + group)}
14: return peers

the merge level | and the hash of these components. So, if we are at merge level [, let
temp = MPhashiiflt I MPhashﬁglht |CR| HC| DC ||, then M P, = temp|| Hash(temp)
where M Phashy refers to the hash component of M P that is, the last 32 bytes of M Py
The top level M Phashjg(n/c) is the new cycle root.

At every merge level [, each node comes in with its previous merge packet (M P,_1),
knowledge of its peer group (X;) and of its ally group (A;). At the end of the process,
we want all 2¢ nodes (¢ each in peer and ally group) to agree upon the merge packet
of this level, M P;. Each node signs their merge packet before sending it. For the sake
of simplicity, we refer to the MP brought in by an ally a as AP® for ally packet; also
without loss of generality, we assume that the node we'’re following up the trie (node A)
is on the left hand side of the merge at this level.

The merge process starts with A creating two queues ALLY-QUEUE and PEER-
QUEUE of length ¢ each for receiving incoming messages. It then sends its M P,_1,
to all peers in X;. Simultaneously it should receive messages from its peers, which it
stores in PEER-QUEUE. Once it receives all ¢ — 1 messages, or the timeout expires, it
executes a RESOLVE-PEER-MESSAGES algorithm.

Next, A sends its M P;_; to all the nodes in its A; and receives their APs into ALLY-
QUEUE. Once it receives all ¢ messages, or the timeout expires, it executes a RESOLVE-
ALLY-MESSAGES algorithm which result in the selection of a value for the accepted AP.
Then, A concatenates this AP with its M P,_; and hashes it to arrive at M P;. The two
resolution algorithms, illustrated in Figure 6.7, ensure homogeneity of operations across
all 2¢ nodes. Pseudocode for the resolution algorithms is in Appendix A.4. We discuss
calculation of the other data that go into the MP next.

6.4.6.1 Hole and dissent counts

At each merge level, the right-hand side and left-hand side nodes come with their hole

and dissent counts. Calculating the dissent count for M P, is then a simple matter of
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Figure 6.7: Flow for the message resolution algorithms.

adding the two values. Holes are slightly more complicated, however. If 2 found the AP
to be a hole then the hole count for M P, would be the sum of the previous hole count
and 2!=1. 21 represents the number of committees that now must be assumed to be
offline because we couldn’t get appropriate information for their subtrie. Thus, lapses
in communication higher up the trie mean larger hole counts. It is possible to do a hole
filling algorithm to increase the odds of arriving at consensus, which we discuss in § 6.9.
Regardless, large hole counts would result in having to rebuild the cycle, as configured
by the hole threshold.

Note that if a node encounters ally or peer messages based on an unknown cycle
root, it will not only store those messages but fully join the merge process. It not only
carries the values it is passed, but records all messages as well (in case this new cycle

trie turns out to be successful instead of its natural cycle).

6.4.6.2 Resolving disagreements

Earlier we mentioned the RESOLVE-ALLY-MESSAGES and RESOLVE-PEER-MESSAGES
algorithms used to resolve disagreements. Figure 6.7 shows the flow of these algorithms
while Appendix A.4 contains the detailed steps.

We note that this version of these algorithms works well for reliable networks. How-
ever, it is fragile: once a node chooses a value for a level, it never goes back to re-evaluate

it. This is a problem for holes. If, due to a network failure, a node puts a hole at level
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[ where other nodes have a value, there’s no way for it to correct that mistake later.
To solve this issue, we expect that some deployments will use windowing in conjunction
with the merge process. Windowing allows that node to use information from its peers

in level [ + 1 to fill holes in I. We discuss windowing in § 6.9.

6.4.7 Rollbacks

Rollbacks are caused by missing the required thresholds for dissent or holes, which are
global parameters. If both are missed the dissent rollback takes precedence. The precise
values for these thresholds will need to be tuned according to networking conditions
(the hole threshold can be lower if networking is robust) and adversarial assumptions (a
higher risk may entail a lower dissent threshold).

If there are too many holes in the cycle trie, this means that a significant number of
nodes did not have the opportunity to participate in building it. They might not have
direct knowledge of their path within it, requiring a cold-boot-like process to acquire it.
They may have also formed their own trie, for example due to a network partition, in
which case neither cycle trie should make progress. It is prudent to try building cycle ¢
again, since the goal is cohesion — even if that comes at the expense of availability during
network partitions. If the choice is whether your bank should provide a wrong balance,
or to be temporarily unavailable, we opt for unavailability. We expand upon this and
other limitations and trade-offs of our approach in § 6.9.

When the dissent scores are too high, that tells us there was widespread disagreement
about the previous cycle. If we had just built cycle ¢, we must now return to our mutually
shared cycle root ¢ — 2 and rebuild cycle ¢ — 1 from there. Dissent can arise from node
equivocation, but it can also arise naturally from network partitions, which cause some
nodes to believe a hole exists while others have a value. In either case, the result is
that different roots were arrived at for cycle ¢t — 1 by a significant number of nodes, and
therefore cycle t — 1 must be rebuilt.

The other cause of rollback is discovering that two conflicting pairs of successful
cycles have occurred. If Alice discovers that Bob has different successful cycle tries for
t and ¢ + 1, then equivocation has occurred and cycle trie ¢ should be rebuilt.

While rollbacks of up to two cycles is possible, it is not possible to rollback further.
Once a cycle is planted it can not be changed: having successfully built cycle t, now cycle
t — 2 is set in stone. If it is discovered that there are contradictory planted ¢ — 2 cycle
roots present in the network, then the security assumptions of the network have been
violated. Our security analysis (§ 6.5) shows that this ought to be extremely unlikely
even in the presence of powerful adversaries. There are a variety of responses imaginable
here, such as detecting and removing equivocating nodes, or rolling back further and
rebuilding, but for many use cases halting the system while retaining the integrity of the
earlier attestations is the natural solution, to be followed by a manual restart or other

operator intervention. While some may want a static system in which maintenance
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interventions become impossible, reality is dynamic, and the design of robust automatic
restart mechanisms depends on a good understanding of the attacks and other failures

from which recovery may be needed.

6.4.8 Cold boots

If you have been offline for a while and want to join the network again then you need to
do a cold boot. To re-join the network, Bob randomly picks m nodes and sends them
a request message. In response, these m nodes send back the entire sequence of cycle
roots for the banyan trie up to the current cycle t.

If all the responses agree on their cycle roots up to t — 2 then Bob can ask any of
the m nodes to send its Merkle proof for cycle £. Bob can then use this value as the
natural root and start participating in Cambium. The only way for the nodes not to
agree on values up to t — 2 in an uncompromised network is if some nodes send Bob
a false value. In case of differing values, Bob must ask for build paths (Merkle proofs
plus all the packets that went into making the proof) for cycle t — 2 from all m nodes.
Equivocating nodes will not be able to provide them, leaving Bob to communicate with

honest nodes.

6.4.9 Proving commitments

Suppose Bob wants to prove to Alice that he committed a value x in cycle t. We assume
that both Bob and Alice agree upon the value of the cycle root for cycle ¢ + 2, which is
assured in an uncompromised network.

If they do, then all Bob has to do to convince Alice is send his build path for cycle t.
This includes his input into the CSP and all the MPs going up. Alice then verifies the
build process by first checking if Bob was in the right committee given C;_; and then
calculating the successive MPs. If this arrives at the agreed root value for cycle ¢, then

Alice has proof that Bob had committed x in cycle t.

6.4.10 Double-spend prevention

A mechanism for double-spend prevention follows naturally from the above. Let us
suppose that Alice wants to prove to Bob that an asset in her possession has not been
sent to anyone else, say in the last 10 cycles (from cycle ¢ — 10 to t). Let us assume
an agreed semantic between Alice and Bob for what it means to “send an asset”. This
could, for example, be a UTXO-like model which requires Alice to specify a recipient
address and sign over the packet. The recipient can then use this signature, along with
Alice’s commit in that cycle, as proof of possession of the asset.

First, Alice and Bob need to agree upon the sequence of cycle roots up to cycle ¢+ 2.
Then, Alice needs to send her build proofs for cycles t — 10 to t. Bob does the verification

process laid out in § 6.4.9, repeating it ten times. Suppose for example that a Cambium
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system were being used to support a distributed system for peer-to-peer car rental, so
that the asset being verified is a car; this verification would need to be done from the
point where that car was purchased, or registered in the system, to the latest planted

cycle.

Optimisations are possible by encoding additional semantic information into the
input values at the committee level that are understood by all nodes. One such optimi-
sation that has been explored in prior work [210] is encoding information about a node’s
liveness into a commitment. So, for example, a node can signal that no inputs in its
address are allowed for the next 100 cycles while it is offline. Thus, for example, if Alice
rents her car to Bob for 100 cycles in return for a fixed payment, she could forego the

ability to rent it to anyone else and go offline.

Such optimisations are important because double-spend prevention in our prototype
version of Cambium incurs a linearly increasing cost: one Merkle proof per cycle needs
to be sent to the recipient who then needs to validate it. Another thing to consider here
is that if, in the above example, Alice was offline for cycle t —5, she would need to get the
CSP from her committee (or first level allies) in that cycle. If her committee successfully
built a non-hole packet in cycle £ — 5 but subsequently all committee members and first
level allies went permanently offline then it is impossible for Alice to prove that she
didn’t do a double spend in t — 5. This can be mitigated somewhat by windowing but
not completely (see § 6.9). Do note that if the CSP or MP at any merge level was a hole
then Alice can simply get any of the allies involved in committing that hole to provide

her with sufficient proof.

6.5 Security analysis

Here we present a sketch of Cambium’s security under two different adversarial models:
a Byzantine adversary with control over some minority of nodes, and the Dolev-Yao
model. We note that this is not an extensive security analysis and that more research is

needed to prove Cambium’s security against a wider range of attacks.

In this section, we will focus on a particular kind of attack where the goal of the
adversary is to fork the network: to have two (or more) sets of honest nodes continue to
make progress with divergent sequences of cycle roots. We do not analyse other kinds

of attacks such as denial of service or liveness violations here.

In Cambium, a cycle trie is planted when it and the subsequent two cycle tries are
successful. Therefore if the adversary can cause three successful cycles in a row on two

or more parallel forks then security properties have been violated.

After analysing the security of Cambium against these two models of forking attacks,

we briefly discuss its characteristics with regard to censorship resilience and privacy.
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6.5.1 Byzantine adversary

The Byzantine adversary model traditionally grants total control over some portion of
the network’s nodes to the adversary. The adversary here is limited in a variety of
ways: they have no ability to impede the operation of correct nodes, either directly or
indirectly through actions on the network; they have no ability to change which nodes
they control; and they have bounded computational power.

In order to fork the network, the Byzantine adversary has two strategies: top-down or
bottom-up. These strategies differ only in the first cycle of divergence, and are identical
from the second cycle onward. In pursuing these strategies, the adversary has two kinds
of costs: computational costs and sampling costs.

We assume a bounded delay in communication between any two honest nodes. Fur-
thermore, we assume that the adversarial nodes do not change, i.e. the same set of
byzantine nodes remain adversarial throughout the analysis.

We will first look at the bottom-up attack, where the adversary picks a victim node
and compromises its entire merge path up the cycle trie. We need to calculate how many
nodes the adversary needs to fork this one node, and then calculate the probability that
those adversarial nodes are in the right positions.

Suppose that the adversary wishes to convince Alice of some forked cycle. The
adversary necessarily needs to have 2¢/3 nodes in Alice’s committee. If this wasn’t the
case, then the adversary would be unable to meet the necessary consensus quorums on
two different CSPs.

Similarly, at merge level 1, the adversary needs to have control over at least 2¢/3
allies in order to meet the threshold for Alice to accept the forked ally message. This
continues at every merge level that follows, with the adversary needing at least 2¢/3
compromised allies for every merge group that Alice encounters on the way up.

Since there are log(n/c) merge levels, and 2c¢/3 required allies at each level, the
adversary requires at least 2¢/3 x log(n/c) adversarial nodes to compromise Alice. To
quantify the success probability of such a bottom-up attack, we calculate the probability
of the adversary being able to gain at least 2¢/3 nodes at each merge level.

To make our analysis more tractable we make a couple of adversary-favouring as-
sumptions. First, we assume that Alice will ignore ally messages beyond the 2¢/3 mes-
sages sent by the adversary. Second, we assume that even if Alice receives valid messages
belonging to a conflicting cycle root, she will continue building the path she is on and
not keep track of contradictory paths. In a real deployment, we would expect nodes to
keep track of contradictory build paths so that they have the necessary proof paths in
case their path fails and so that they may abandon a network should a fork deeper than
two cycles is discovered. Similarly, we assume Alice will ignore contradictory messages
sent by her peers.

Compromising one group of size ¢ at a given level requires having at least 2c¢/3

adversarial nodes, which must fit into ¢ spots. For an adversary with p fraction of nodes,
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and assuming that n X p > ¢ (so each sampling is independent), this probability is equal

to:

¢/3 loga(n/c)

> -p < (§) 6.1)

If instead of a targeted attack, the adversary wanted to compromise any node then
we need to multiply this probability by (n — np).To put this into perspective, if we
consider a network with n = 16,000, ¢ = 16 and adversarial share p = 1/3, then the
probability of compromise for a targeted attack, Peompromise = 1.97 X 10721, This is the
initial probability that the attack works. If an adversary waits for a cycle with their
nodes in all the right places, with this probability, they can convince Alice that the cycle
root is X’ while the other honest nodes believe it is X.

However, this is not enough. The adversary must find an X’ that repeats its success
in the previous cycle. This is the “grinding cost” for the attack, and it is substantial:
each hash calculation and subsequent simulation of the consequent cycle by the adversary
is equivalent to one sample. Assuming that the adversary canont bias Alice’s input into a
cycle, for a 50% chance of success, the adversary would need to do 1/P.ompromise Dumber
of calculations. If the adversary does not choose to do these calculations then the odds

of an adversary creating a fork of depth [ is:
Pfork - (Pcompromise)l (62)

Now, let us consider what changes if we roll back our adversary-friendly assumptions.
By doing the calculations, the adversary can make Alice only talk to adversary-controlled
nodes in the next cycle, however the adversary still cannot control the other honest nodes.
With a high probability, at least one honest node building the X-based cycle trie will be
in Alice’s X committee, and will invite her to join that committee. In a real deployment,
Alice will record this as dissent, communicate that she is building an X’-based trie and
follow the progress of the X-based tree. If at the end of the cycle, both X-based and X'-
based tries are successful then both nodes will assume a failure in consensus and rollback
two cycles (see § 6.4.7). Thus, with the parameters stated above, the adversary will not
be able to keep Alice fooled for longer than one cycle. The same considerations apply

to the top-down attack as well with only a minor difference in the initial probability?.

6.5.2 Dolev-Yao adversary

In the Dolev-Yao model, while it is possible for the adversary to completely stop the
building of cycle tries (a liveness violation), it is not possible for the adversary to fork

the network for two or more cycles.

4The initial probability for a top down attack is equal to a single committee compromise.
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We prove by induction that a Dolev-Yao adversary cannot produce a planted cycle
trie with any minority of nodes. First, we make the assertion that the hole count at
level 1 for every committee is an upper bound on the actual hole count (how many
committees are inactive). This is easy to see: at level 1, the only valid values are 0 or 1.
0 is only recorded if a well-formed CSP with quorum number of signatures are received
from the allies. Thus, inactive allies will necessarily be marked as 1 (in the absence of
equivocating nodes). Similarly, at merge level 2, we note that the hole value is between
0 and 3. The value chosen by an honest node here will necessarily be an upper bound
on the number of genuine holes. We have shown this to be the case at level 1; at level 2
if no message is received from allies then both the allying committees are recorded as a
hole. The only way for this not to be the case is to receive a well formed AP. This AP
will have a hole count of 0 or 1, and since there are no dishonest nodes in the Dolev-Yao
model, this will also be an upper bound on the number of genuine holes.

Inductively, we thus assert that at any given level ¢, the accepted hole count is an
upper bound on the genuine hole count. If the adversary censors communication from
allies at level i then the hole count recorded at that level is 2/ — 1, as the entire subtrie
on the allying side underneath level i is considered inactive.

Let us assume that the adversary splits out a minority of size g in cycle ¢ that
believes in cycle root X/, whereas the majority believes in X;. Then, in cycle ¢+ 1, if the
adversary censors connections between X/ and X; based nodes, the hole count for the
minority will be at least equal to (n—g) as shown above which will necessarily exceed the
hole threshold set for at least one of the forks. On the other hand, if the adversary does
not censor the connections, each X; committee member will be recorded as a dissent in
the X] trie. This in turn will exceed the dissent threshold for the minority.

Thus, while it is possible for a Dolev-Yao adversary to fork a small minority for a

single cycle, it is impossible for them to sustain that fork for a second cycle.

6.5.3 Censorship resilience and privacy

Cambium’s censorship resilience stems from two features. First is the index permutation
done every cycle. This ensures that given a cycle root not controlled by the adversary
(the difficulty of doing this is discussed above in § 6.5.1), no honest node ends up stuck
with the same set of nodes over multiple cycles. So, if a Byzantine adversary were trying
to censor a particular node by dropping messages at the committee level, the censorship
might succeed for a round or two before the victim would get bucketed with a set of
honest nodes.

The second defence we have against censorship is the network’s resistance to parti-
tioning attacks. While a Dolev-Yao adversary can stop Cambium from making progress
by causing a widespread network partition, as soon as this partition is lifted, the proto-
col can resume immediately with no need for a “reconciliation phase”. This is because

Cambium ensures that no two partitions can continue making progress; both partitions
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effectively end up doing a busy wait for each other.

The banyan trie is inherently more amenable to privacy preserving use than blockchains
due to the limited sharing of input data versus the global broadcast in the case of ledgers.
Moreover, we have shown that it is even possible to guarantee double spend prevention
while not submitting anything more than an opaque hash to the network. Of course,
the flip-side of this approach of submitting opaque hashes is that in order to talk to
counter-parties, you now need to have an out-of-band communication channel to send
the inputs behind the hash. One can think of this as analogous to the anchoring [132]

concept used in some private channel mechanisms in blockchains.

6.6 Performance analysis

Cambium is designed to have logarithmic complexity wherever feasible. The number of
rounds of communication, number of messages sent per node, size of the Merkle proof,
and computation per proof all scale logarithmically with the number of nodes in the
network. The only linearly growing components are the size of the address list, and the
list of transactions per node; both have a storage cost.

The main time-consuming activity is the intracycle network communication. To get a
better understanding the time taken during this communication we built a prototype and
performed some experiments on Amazon Web Services. We chose four geographically
distant datacentres to host our nodes: Ohio, Sydney, Seoul and London. The machines
used for these tests ranged from EC2’s t2.micro to t2.medium. One simplification we
made in the interest of ease of deployment is that we did not perform index permutation
in this test setup. We do not expect this to have a big impact on performance given the
ease of calculating the permutations.

Do note that our networking setup did not incorporate adversarial or offline nodes
and was operating on a very robust infrastructure (namely, AWS). The numbers reported
here should thus be understood as a best case from a networking standpoint.

To arrive at a number for timeouts, we needed to measure the average latency of
messages as a node moved up the cycle trie. We used one node as the logging node while
the rest were left unmonitored. Then we did several runs of the cycle build process with
varying network sizes. However, we kept a constant committee size of 16. The fixed size
means that increasing network size did not noticeably increase merge level times. The
average time taken for a single merge level in this configuration was 1.154 seconds with
a standard deviation of 0.13 seconds. Of this time, an average of 0.86 seconds was spent
on networking with the remaining being local computation (signature verification taking
the bulk of that time).

During more than 1000 runs, we never saw the time taken for a merge level exceed 2.5
seconds, with 99 percentile completion in under 1.9 seconds. This gives us confidence in

setting a timeout threshold of 2 seconds for merge levels under these robust networking
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Figure 6.8: Predicted and measured latencies. Note that the measured latencies do not include
address permutation. The reason why our projections and measurements correspond so tightly
to each other is because nodes wait for timeouts even if they have received all expected messages.
The predicted timings are calculated as t = t. + t,,log(n) where t. is time taken for committee
consensus and t,, is time taken for individual merge operations.

conditions. We set a timeout threshold of 6 seconds for the committee consensus due
to the extra rounds of communication there. These numbers give us the values seen in
Figure 6.8.

With our timeout of 2 seconds, we saw > 99 percentile message delivery in our
testing. Assuming this timeout, we see that the total time taken for single cycle trie
build in a network with 1000 nodes is 26 seconds, for 100,000 nodes it would only increase
to about 40 seconds. This demonstrates the logarithmic scaling of Cambium’s latency
with number of nodes (as shown by Figure 6.8’s exponential x-axis).

For productions systems, the timeout selection would have to be re-done with more
testing in the expected networking environment that a given production system is ex-

pected to operate in.

6.7 Use cases for Cambium

The differences between blockchains and Cambium are best illustrated by considering
the hypothetical car maintenance record system we talked about in § 6.1. Suppose a
permissioned blockchain like Hyperledger Sawtooth [120] is used to maintain data for all
cars. In this case, every independent entity would typically wish to join as a validator.
Every validator would need to maintain a complete copy of the ledger including all the
data committed by all other entities. This not only incurs a large storage requirement
but is also a liability — the committed data may contain sensitive information that
should not leak to the outside world. Smaller organisations would struggle to meet these

requirements and thus, would struggle to participate in the system. This would result
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in a centralised system with only a few big players able to bear the costs and liabilities.

Moreover, such blockchain-based systems are inherently limited in the number of
participants they can support if permissioned or impose high costs (energy, transaction
fees) if not. For example, in the US, there are ~230,000 auto repair shops [197] and ~280
million cars [91]. It is infeasible to have all cars serve as validators® using any existing
blockchain consensus algorithm. It might just about be possible to have all repair shops
act as validators if we use Robust Round Robin and set block times to be very high
(on the order of a day)®. Assuming it is possible, how would such a blockchain system
compare to a similarly set up Cambium one?

First, if we assume that only hashes of transactions are stored on the blockchain
(for storage and privacy reasons), we would be limited to about 30,000 transactions a
day for a standard block size of 1 MB. This would mean that only about a tenth of
repair shops would be able to commit data on a given day probably resulting in high
transaction fees or late limiting of some form. In Cambium, each node is able to send a
transaction per day. Second, the storage cost of the blockchain system would be about
1 MB per day while it is about 18 KB per day with Cambium. This difference may
not be too relevant in case of repair shops using desktop computers but is significant in
networks with constrained devices such as IoT sensors. Lastly, in the blockchain system
it is possible for any participant to monitor the activity of any other participant; this is
infeasible in Cambium since this information is only shared with 2¢ nodes per cycle.

In a more realistic deployment with existing production software, some form of escrow
or middleware service must be employed to run this consensus algorithm. These services
serve to centralise the system negating the desired trustlessness of blockchain systems.
Cambium sidesteps the scalability issues. Nodes only store their own input data and
Merkle proofs thus mitigating storage and data liability concerns. Logarithmic scalability
opens up the possibility of more widespread collaboration on trustworthy data without
centralised services.

Some novel applications are also opened up by Cambium. It provides a decentralised
build process for TODA’s Proof of Provenance (POP) data structure [210], which uses
tries to provide efficient proof structures for maintaining the uniqueness of digital things.
Cambium provides us with a way to have a massively distributed root of trust, something
that we did not yet have.

As for real-world analogies, there may be some similarity between the Cambrium
approach and traditional university governance, where staff (and some students) are al-
located more or less at random to a thicket of committees that keep their own minutes

but pass copies of minutes and of other paperwork to each other. There is no central

51 am omitting a discussion about proof of work based blockchains here due to their high energy cost
and susceptibility to coin infanticide. It is hard to imagine car owners being okay with their cars burning
more fuel to participate in some consensus protocol. Mining incentives are also quite tangential to the
goal of such a car maintenance platform.

5Do note that this is conjecture; RRR has only been tested up to a network size of 10,000 in an AWS
setup and I am not aware of any deployed permissioned blockchain with a larger network size.

140



controlling intelligence, and no central repository (at least until cloud-based word pro-
cessing came along), but individual decision makers and the committees that support
them can and do collect and file their own records of minutes to justify their decisions

if challenged or audited.

6.8 Comparison to existing systems

Compared with Bitcoin, Cambium provides scalability, privacy, better participant man-
agement and energy efficiency. Bitcoin, however, does not require a sybil-resistant
gatekeeping mechanism since Proof-of-Work acts as both a gatekeeper and a consen-
sus mechanism. Compared with Robust Round Robin, Cambium yet again provides
better scalability and privacy although they are closely matched in terms of participant
management and energy efficiency.

Another interesting point of comparison is with sidechains. To some degree, sidechains
make a similar trade-off of scalability vs. write validation. From an architectural point
of view, the primary difference ends up being the existence of a “main” chain that can
become a bottleneck. No such main chain exists in the case of Cambium; all nodes oper-
ate on the same data structure and follow the same consensus rules. This homogeneity
allows for easier assurance of data integrity than with sidechains, where one needs to be
party to the sidechain transaction to glean any trust information.

Perhaps the closest non-blockchain comparison to Cambium in terms of design is
Hashgraph [33]. Hashgraph abandons a linear blockchain in favour of a graph that
maintains a “gossip about gossip” record. Effectively, Hashgraph is contingent upon
the idea that if every node knows what every other node knows then each node can
calculate what another node would have voted for a given consensus question. This
means that votes need not be cast using explicit messaging protocols. Moreover, adding
new transactions is a matter of any node simply signing and gossiping it. Thus, the
validation of the data occurs as part of the normal gossip protocol. One drawback of
the Hashgraph approach is that nodes need to maintain the state of their peers, which
limits scalability especially on resource constrained devices; in Cambium, we do not need
peers to do this state maintenance. Moreover, the Hashgraph model is still based on
a global data store since all the nodes need to validate data submitted to the network.
Lastly, the throughput and latency of Hashgraph scales poorly, since all events need to

be communicated to all nodes.

6.9 Future work and limitations

6.9.1 Windowing

In any system based on banyan tries (not just Cambium), there are two distinct things

that can go wrong for node A at merge level k in cycle trie t. One is that A may fail to
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receive sufficient information from nodes in its ally group, resulting in A putting a hole
into the ally branch in cycle trie ¢t. If A’s peer B did receive sufficient information from
allies at this same merge branch then B will put a value into that branch. This will
ultimately result in A and B arriving at different cycle roots for cycle t, likely leading
in cycle t + 1 to their joining committees with dissent. If this division with some nodes
placing a value and others placing a hole happens often during cycle ¢ it could lead to
enough disagreement that we have to rebuild cycle ¢, slowing down the whole system.
The other thing that can go wrong is that a node might lie about its value. This also
leads to dissent in cycle ¢t + 1, and is the primary tool of the Byzantine adversary, as

explored in § 6.5.1.

There are many similarities between these two issues. In both cases nodes end
up with different values for the same merge branch. And in both cases having more
information — having access to previous merge branch values from your peers and allies,
for example — makes it harder for things to go wrong. It makes holes easier to fill, and

makes equivocation harder to hide.

Windowing can help mitigate both problems. This involves sending not only a signed
version of your current value (your M P), but also a selection (i.e. a window) of the
messages you received that lead you to that value. This provides more evidence to your
peers and allies which can be used to fill holes when messages from previous allies did
not meet thresholds. It also increases the difficulty of equivocation by requiring more

nodes to take part in the collusion.

A window, then, is the section of the trie that you are required to send to your
allies at each level. This window has a depth (number of preceding merge levels) and a
breadth (number of messages per merge level). Determining the correct values for those
parameters and coming up with a lightweight mechanism for dissemination of these

windows is an active area of research.

6.9.2 Identity management

In the introduction, we mentioned that Cambium can be used with a large range of
mechanisms such as PoW, PoS or centralised identity management. A gatekeeping layer
for Cambium that supports pluggable identity management systems would make real-
world deployments much simpler. The functions of any gatekeeping mechanism are
the prevention of sybil attacks [84] and the dissemination of the participant list to all
nodes. Going one step further, we believe it would be possible to design Cambium-like
consensus algorithms even in the absence of a globally visible address list, as long as the
total number of nodes is known. Exploring that possibility might lead to several new

consensus algorithms.
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6.9.3 Penalising misbehaviour

An avenue for penalising Byzantine nodes in Cambium would be by using Proofs of
Equivocation (PoEs). If in the course of building up their trie, a node encounters equiv-
ocating messages from another node then those two messages together constitute a PoE.
Ideally, we would want that PoE to be immediately disseminated to the entire network
and thus exclude the equivocating node from participation. However, doing this as part
of the build process introduces additional networking costs and doesn’t guarantee com-
plete dissemination. One alternative way to do it would be to have a parallel gossip
network for the network. This is decoupled from the cycle trie so while the transmission
isn’t immediate, it also wouldn’t have adverse effects on the core consensus protocol. De-
signing ways to broadcast PoEs quickly is a crucial defensive research question. There
may be some interesting parallels to existing work in ad-hoc networks such as the so-

called suicide attacks presented by Moore et al. [157].

6.9.4 Offline nodes

One problem with Cambium versus blockchains is that if a node is offline then it is
difficult for it to prove to a counterparty that it did not perform any actions during
that time period. This is crucial in any application where double-spend prevention is
required, as we discussed in § 6.4.10. Currently, the best that this node (call it A) can
do is ask its committee or merge level 1 allies in that cycle (call it cycle t) for their paths
which will show that A did not commit an input in that cycle. There are two issues with
this. First, the committee members and allies may be offline or may refuse to give A the
paths. Second, the committee and allies in ¢ might be adversarial and fill in a random
hash value instead of null for A; this is called junking.

Preventing junking and helping with null retrieval is critical for applications that
require double spend prevention. One avenue that we are currently exploring is intro-
ducing a “junk flag” that A can set when it comes back online. Setting this junk flag
would invalidate all inputs made by A (maliciously or otherwise) in the last k cycles.
This would mean that as long as A is not offline for longer than k cycles, junking it is
impossible. However, it also means that any counterparty wishing to get a proof from
A would now have to ask for £ more cycle proofs. This is not ideal since issues might
arise if A goes offline in those intervening cycles—it can’t prove that it hasn’t used the
junk flag. We are exploring workarounds to fix this issue and aim to incorporate it into

Cambium in the near future.

6.9.5 Liveness

As mentioned earlier, Cambium exhibits poorer liveness than traditional ledger based
consensus. This weakness stems partly from the lower number of messages sent per

node and partly because of the trie structure. Imagine a node attempting to perform
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the merge operation at level log(% — 1). At this level, its allies are responsible for
informing of the information pertaining to half of the network. If the node fails to
receive this information, it must attempt the cycle again. Thus, just ¢ number of nodes
being offline can cause a node to exceed its hole threshold. If this occurs for a large
number of nodes (tunable by adjusting the dissent threshold), the next cycle will fail
and cause the network to re-attempt this cycle. The windowing scheme mentioned above
mitigates this issue to some degree but poorer liveness vis-a-vis ledgers-based systems

seems to be a fundamentally difficult problem to solve for Cambium-like systems.

6.9.6 Defining semantics

In this chapter, I have spoken about the Cambium consensus mechanism in isolation.
In order to make useful applications on top of Cambium, we need to also design a
semantics layer that standardises and gives operational meaning to the data committed
by the nodes. In our leading example of car maintenance, we would need some way to
represent actions such as transfer of ownership, maintenance record update, signalling
no update, etc. Designing a standardised format that is adaptable for a wide range of

applications is an important step towards making Cambium-based systems a reality.

6.10 Conclusion

In this chapter, I presented Cambium and showed how it achieves its logarithmic scaling
properties by using banyan tries. We’ve also sketched out its resilience to certain attack
vectors by Byzantine and Dolev-Yao adversaries, giving us some security assurances of
planted cycle tries at the cost of poorer liveness. These properties lend themselves to
building consensus over larger-than-ever network sizes in relatively short periods of time.
We fully expect new Cambium-like algorithms in the future, fine-tuned to particular
applications and device constraints. We hope for Cambium to be to trie-based systems

what Bitcoin is to blockchains.
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“Neither question nor answer was meant as anything more

than a polite preamble to conversation.”

—Arundhati Roy, The God of Small Things

In closing

Centralised systems can be problematic because they skew power dynamics and create a
single point of failure. This is doubly true for information networks because of their ten-
dency towards centralisation due to well-known economic and technical factors. Making
systems that are decentralised by design is a goal as old as the Web itself, yet the Web
today resembles an oligopoly more than ever before.

The advent of Bitcoin and the blockchain networks that followed it has given many
researchers hope that these systems offer a way out. This hope stems not just from the
decentralised design of these networks but also from the possibility of cryptocurrencies
enabling novel economic models to displace the surveillance-driven business methods of
today.

I started off in chapter 3, by looking at the flipside of this hopeful new technology —
the crimes enabled by cryptocurrencies and the lack of effective recourse for victims. I
examined the scope of the problem and assessed the factors that make cryptocurrencies
tempting for criminals. Having looked at legal precedents, we developed a system for
tracking proceeds of crime as they are passed around on the blockchain. I also designed
a visualisation tool to help investigators and researchers spot transaction patterns that
could help single out suspicious actors.

Following the release of these tools, we got in touch with victims of cryptocurrency
theft as well as regulators. This led us to change our viewpoint on the cryptocurrency
ecosystem as we came to understand the exchanges’ outsized influence and fragmentary
oversight. This led us to draft eight recommendations for regulators including urging
central banks to explore implementing central-bank cryptocurrencies.

We turned our attention to permissioned blockchains in chapter 4. 1 started off

145



by explaining why permissionless systems don’t work for certain applications and why
permissioned blockchains could improve transparency and efficiency. To go beyond just
theory and see the issues involved in shipping a real production system to users, I worked
with a startup to design their permissioned blockchain backend.

This started off by comparing existing blockchain frameworks and noting common
issues. We then discussed two of those issues: the computational and storage costs
associated with an ever-growing blockchain, and the difficulty with editing historical
data. I also discussed the problems caused by the scalability deficiencies of existing
consensus algorithms.

I tackled this last issue in chapter 5 where we looked at consensus algorithms. I pre-
sented Robust Round Robin (RRR), a consensus algorithm for blockchains. RRR works
for both permissioned and permissionless settings. Compared with existing permission-
less networks, it aims to provide fairer distribution of rewards and higher throughput.
Compared with existing permissioned networks, it seeks to provide better scalability.

In chapter 6, I presented Cambium, a novel consensus algorithm that operates on
a trie-based data structure instead of a linear ledger. This enables us build networks
where transaction data is private by default and where the communication cost per node
is logarithmic to network size. I hope that Cambium becomes to trie-based systems what
Bitcoin is to blockchains.

Designing decentralised systems is hard, and designing them in such a way that they
remain decentralised is harder still. Yet I believe that it is a goal worth pursuing. I
hope that the work in this thesis helps nudge the designers of the next generation of
decentralised systems to take a broader, more considered view of their systems and the
effects their systems have on society. I also hope that the technologies presented here

play a role—however small—in the engineering of these systems.
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Supplementary pseudocode

In this section, I present the pseudocode for several algorithms used in this thesis in the

interests of reproducability.

A.1 Blockchain archival

Algorithm 9 Pseudocode for creating an archival sub-chain

1: procedure CREATESUBCHAIN(signatories{}, currentChain, quorum)

2:

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:

regenReq < ()
regenReq <+ {currentChain.regenNum + 1, currentT'S, currentChain.subBlock Num}
regenrReq < {currentChain.chainBlockNum, signatories{}}
sendToN etwork(regenReq)
sigs{} + 0
sigs{} < receiveFromNetwork()
regenReq < sigs{}
if |sigs| < quorum then
return false
transBlock < {regenReq,tz}
transBlock < createBlock(transBlock)
sendToN etwork(transBlock)
runConsensus()
if currentChain.block # transBlock then
return false
regenBlock +
regenBlock < {hash(transBlock), signatories{}}
regenBlock < createBlock(regenBlock)
sendToN etwork(regenBlock)
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21:
22:
23:
24:
25:
26:
27:

sigs{} < 0

sigs{} < receiveFromN etwork()

if |sigs| < quorum then
return false

if currentChain.block # transBlock then
return false

return true

A.2 DModifiable blockchain storage

As described in § 4.4, the protocol for creating a modification block is similar to the one

for creating a transition block shown in Algorithm 9. Here, I present the pseudocode for

validating a chain containing modifications.

Algorithm 10 Pseudocode for validating a modified chain

1: procedure VALIDATECHAIN(chain)

2:

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:

currBlock < chain.genesis
pending + 0
while currBlock.num < chain.current.num do
nextBlock + getBlock(chain, curr Block.num + 1)
if IMT|MT € currBlock.tzs then //MT stands for modification transaction
for all MT € currBlock.txs do
bool < validate(MT)
if bool # true then
return false
if MT.blockHash € pending then
pending \ MT.blockhash
else
return false
if hash(currBlock) # nextBlock.prevHash then
pending < currBlock
currBlock < nextBlock
if pending # () then
return false
return true

A.3 Robust Round Robin

Here I present the VerifyBranch algorithm used as part of the chain validation process
in RRR.

Algorithm 11 VerifyBranch

1: procedure VERIFYBRANCH(currentBranch)

2:
3:
4:

prevBlock < Genesis(currentBranch)
sterBlock < Next(prevBlock, currentBranch)
currentBlock < Top(currentBranch,)
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5: while iterBlock # CurrentBlock do

6: if Hash(prevBlock) # prevHash(iterBlock) then

7 return false

8: sterLeader < Leader(iterBlock)

9: if iterLeader ¢ SELECTCANDIDATES(currentBranch/0, iterBlock]) then
10: return false

11: intent < GetIntent(iterBlock)

12: if GetTzHash(intent) # Hash(GetTz(iterBlock)) then
13: return false

14: counter <0

15: for all endorsement € Endorsements(iterBlock) do
16: if VERIFYENDORSEMENT(endorsement,iterBlock) # true then
17: return false

18: counter <— counter+1

19: if counter < ¢ then

20: return false

21: if Verify VRF(iterBlock) # true then

22: return false

23: for all enrolment € Enrolments(iterBlock) do

24: if verify(enrolment) # true then

25: return false

26: prevBlock <« iterBlock

27: iterBlock < Next(iterBlock, currentBranch)

28: return true

A.4 Cambium modules

Here I present the pseudocode for the RESOLVE-PEER-MESSAGES and RESOLVE-ALLY-
MESSAGES algorithms shown in Figure 6.7.

Algorithm 12 Resolve Peer Messages

1: procedure RESOLVEPEERMESSAGES(Peers X;, myM P,_1)
peerQueue{} < 0
toSend{} + 0
while timeout() # 1 do
tempM P < Receive M P()
if tempM P.sender ¢ X; then
continue
if isValid(tempM P) then
peerQueue < tempM P

N

—

toSend < peerQueue U myM P,_;
return toSend

—_
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Algorithm 13 Resolve Ally Messages

1: procedure RESOLVEALLYMESSAGES(Allies A;)
allyQueue{} + 0
AP + hole
while timeout() # 1 do
tempPacket < Receive AllyPacket()
if tempPacket.sender ¢ A; then
continue
if isValid(tempPacket) then
9: allyQueue < allyQueue U tempPacket
10: allyAPMap{}{} < 0, {hole}
11: APCountMap{}{} < {hole}, {0}
12: advAllies{} + 0
13: for all p € allyQueue do

v

14: for all a € p do

15: if a.sender € advAllies then

16: continue

17: if allyAPMap[a.sender] = () then

18: allyAPMapla.sender]| + a

19: APCountMapla) + +

20: else

21: tempPacket < allyAP Map|a.sender]
22: if tempPacket # a then

23: APCountMapltempPacket] — —
24: advAllies < a.sender

25: maxCount < GetMaxCount(APCountMap)
26: if mazCount > (2|A|) then

27: AP + MazxCountPacket(APCountMap)
28: return AP

Algorithm 14 Get ally algorithm for a node with cycle index ¢ at merge level [.

1: procedure GETALLY(¢,1)

20 12+ 2

3: offset < loga(k) + 1

4 x < ShiftLeft(i, offset)

5: p < ShiftLeft((i — ShiftLeft(z, offset) — (i mod (2)),1)
6: zp+ (1&(12—-1))—p

7 z < ((zp mod 12) 4 12) mod 2

8: if (x mod 2) = 0 then

9: rz+—z+1

10: else

11: r+—x—1

12:  a+ ((p+2) & 271 | ShiftRight(p, 1) | ShiftRight(z, (I + log2(k)))
13: return a
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Additional parameter values for RRR

In the interest of thoroughness, I will now extend the analysis from § 5.5.1 to consider
further values for Robust Round Robin’s system parameters.

We start by examining the effect of larger «, i.e. cases where the adversary controls
a larger fraction of all identities in the system. As can be see from Figure B.la, when
a = 0.4 and the fraction of non-responsive identities remains as before (8 = 0.05), our
previous example value of N, = 200 endorsers leads to no quorum value ¢ that would
prevent forks at the same depth d = 12 without reducing liveness. To handle such cases,
we must either increase the endorser committee size or the maximum depth of forks.
Figure B.1b shows that increasing the size of the endorser committee moderately to
N = 400 and simultaneously increasing the depth of the forks to d = 18 allows us to
find a quorum value ¢ = 202 that provides good security and liveness at the same time.

Tolerating such stronger adversaries (a« = 0.4) becomes significantly easier in our
solution when the connectivity between consensus nodes is better. As shown in Fig-
ure B.lc, if we assume the fraction of non-responsive identities in each round to be
smaller (8 = 0.01), it is possible to find a suitable quorum size (¢ = 104) that provides
prevents forks at depth d = 12 using N, = 200 endorsers. Figure B.1d shows that in
principle stronger adversaries («« = 0.4) can be handled without increasing the commit-
tee size (N, = 100) by only increasing the maximum depth of forks (d = 22) which
would mean a latency of almost two minutes.

Allowing longer adversarial liveness violation enables shallower forks. Next, we con-
sider the case where we allow the adversary to prevent block creation for 10 rounds.
Figure B.le shows that when o = 0.4, 8 = 0.01 and we demand N, = 200 endorsers,
there is a quorum value ¢ = 111 that prevents forks at depth d = 7 (in contrast to the
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previous value d = 12). Similarly, Figure B.1f shows that when a = 0.33 and 8 = 0.05,
using N, = 100 endorsers there is a quorum value ¢ = 57 that prevents forks at depth
d=8.

We conclude that our proposal can be adapted to handle various assumptions re-
garding the strength of the adversary and connectivity between the system participants.
While it is best suited to scenarios where the adversary controls up to one-third of all
identities, stronger adversaries can be tolerated by using larger endorser committees or
by reducing liveness guarantees. The exact tuning of parameter values should therefore

be done based on the application and on the expected levels of adversarial activity.
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