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Abstract

Resilient routing for MANETs

Marco Caballero Gutierrez

Mobile ad hoc networks (MANETs) are the core technology that provides the US

military with adaptable and reliable battlefield communications. These self-organising

networks are ideal for rapidly changing scenarios that require connectivity even under

hostile conditions. The excitement and promise that these networks generated transferred

to the civilian space as well, fueling over a decade of research. However, they only

experienced limited success in this new setting, leading to a fragmentation into several

application-oriented sub-fields that dealt with narrower sets of constraints.

In this dissertation, I postulate that the unique properties of these networks makes

them much more error-prone than initially considered. Consequently, a focus on improving

their capabilities rather than on mitigating their faulty nature made the design of general-

purpose MANETs increasingly challenging. I support this argument through an extensive

set of experiments that is informed by analysis of the literature, history, and properties of

these networks.

Ultimately, my work contributes to the field in three fronts: Firstly, motivated by the

multiple challenges that research in this area presents, I designed and built MeshSim,

a real-time network simulator. This new platform focuses on code-fidelity and enables

me to follow a data-driven experimental cycle. Secondly, I present the Reactive Gossip

Routing family of protocols, designed to provide reliable and scalable routing by mitigating

the MANET properties that lead to faults. Using MeshSim, I evaluate these protocols

experimentally under increasingly harsher conditions and compare their effectivity against

the incumbents in the literature. Finally, I demonstrate through experimentation that

distance-vector routes are ill suited for MANETs due to a geographical-spreading effect

they induce, a result that extends to many routing metrics when used in shortest-path

algorithms.
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Chapter 1

Introduction

In the 1980s, the USA military developed a decentralised packet-radio system to provide

dynamic communications in battlefields [11]. This system forewent the use of fixed

infrastructure in favour of direct communication, where its nodes forwarded data for

each other to increase their respective reach. By the following decade, mobile ad hoc

networks (MANETs) that employed the same principles were introduced for civilian use.

Lacking the military’s specialised devices, researchers used personal computer (PCs) and

repurposed the radios from the IEEE 802.11 standard (Wi-Fi). But, instead of connecting

to a Wi-Fi access point (AP), these terminals established direct links with each other and

collaborated to provide network services. MANETs enabled innovative solutions at no

extra cost, such as on-the-fly networks, communication infrastructure for disaster recovery,

and connectivity in remote locations. They were heavily studied during the ’90s and early

’00s, but research in the field slowed down afterwards, splintering into specialised fields

based on application focus. However, a new generation of emerging applications as well as

renewed interest in previous ones are bringing attention back to the study of MANETs.

These applications include:

• The Amazon Sidewalk project[170], which seeks to create a MANET mesh for

Internet of Things (IoT) and Amazon devices.

• Unmanned Traffic Management (UTM)[135][131], a new technology that aims

to automatically manage airspace access for autonomous vehicles (such as drones),

and relies on multi-hop machine-to-machine (M2M) communication.

• Swarming robotics[149][157], a field that is rapidly gaining attention in industry

and academia, requires direct communication between the robots of a swarm to

coordinate and achieve complex tasks that no single robot could on their own[134].

• The realisation of self-driving cars in urban life will largely depend on their

integration to their environment. The use of vehicle-to-vehicle (V2V) and vehicle-to-
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infrastructure (V2I) communications can facilitate this integration by coordinating

cars among themselves[147] and smart roads[167] to achieve safer and more efficient

navigation.

• Community Networks are not new, but the COVID-19 pandemic highlighted the

need for internet connectivity for continued education and remote work. The Internet

Society is looking into the use of community networks to address this connectivity

gaps in Africa[142][169].

While all of these applications have their own set of characteristics and constraints

which can lead to very different communication solutions, they all share MANETs as

foundational work. That is to say, MANETs have shown to be a viable network architecture

to solve these problems even if less efficiently [101] [114] [90] [117] , making them the

baseline against which application-specific protocols compare. The problem with this

though, is that many of these applications were in their infancy or did not exist at all

when the original MANET research was published. This, in itself, invites a revisit to the

assumptions of the foundational work.

One such assumption is the side effects of reusing technology for new purposes. Besides

PCs and Wi-Fi radios, researchers also leveraged the broad library of routing techniques

from wired networking as means to forward data between MANET nodes. While this

decision sounds at worst, innocuous, it can not be overlooked either due to the significant

differences between wired networks and MANETs. Wired networks have fixed point-to-

point links, handle high volumes of data, and are concerned with latency, throughput,

and low-cost routes. Conversely, MANETs are decentralised, mobile, self-contained,

failure prone, and use an implicitly broadcast medium. Their algorithms require nodes to

cooperate between themselves to provide network services that have to balance local and

global good, while being mindful of power consumption.

The work present in this dissertation seeks to provide a new starting point for future

research in this field. I pursue this goal by reframing the MANET routing problem to

focus on properties of the problem space, rather than established routing techniques.

1.1 Problem statement

The difference in design objectives between wired networks and MANETs would suggest

the need for drastically different routing protocols for each one. However, several MANET

routing protocols are based on fixed networks protocols, for instance, DSDV [24] is based

on RIP [20], AODV [43] is derived from DSDV, OLSR [54] is based on LSR [7], OSPF-

MDR [91] is an extension of OSPF [97], and so on. The extent of this influence is not just

a few examples, as these protocols are some of the most influential work in the field, with
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hundreds of other protocols based on them or using them as benchmarks for performance

comparison. The problem with this influence is that it affects how the routing problem is

framed for MANETS, what techniques are used to solve it, and what metrics are used to

measure the effectivity of these solutions.

Paraphrasing Richard Bellman [1], the routing problem for fixed networks is defined as

finding the minimal sum of edge weights that form a connecting path between two vertices in

a weighted graph. This problem framing implies a fixed topology, and point-to-point links

between the nodes. There’s a plethora of proven algorithms to solve this problem (Dijkstra’s

shortest-path [145], Bellman-Ford [145], etc.), and just as many network protocols that

implement them (RIP, OSPF, etc.). And, on the implementation side, these protocols are

evaluated in terms of their latency, jitter, throughput, packet loss, etc.

Similarly, the MANET routing problem is concerned with the procurement of a sequence

of wireless links that form a path between any two nodes in a dynamic graph. This framing

implies significantly different properties than those of fixed networks, such as dynamic

topology (node mobility), a shared broadcast medium, power-constrained nodes, and

a naturally noisy environment. However, as discussed above, several of the protocols

designed to solve this problem draw heavily from the concepts and techniques of fixed

networks. These properties also invite the prioritisation of evaluation metrics such as

power consumption and efficiency/overhead, but most of the research that introduces these

protocols uses the same metrics as their fixed counterparts.

Given all this, one can reasonably argue that the design focus of fixed-network routing

protocols is unsuitable for MANETs, but what would the right focus then be? To answer

that question, let’s consider the MANET properties outlined earlier (figure 1.1), their

interactions with each other, and the constraints they might impose on a networked

system built on them. MANETs operate in a wireless, broadcast environment, making

them susceptible to interference from multiple sources and preventing neighbouring nodes

to transmit concurrently. Their mobility can induce unfavourable topologies and break

previously established routes, spanning trees, and other logical structures. Lastly, they are

limited in the number of calculations and transmission they can perform, and nodes can

power off at any give moment.

All of these challenges add up to the fact that MANETs experience frequent failures.

Of course, this is not to say that fixed networks do not have to deal with failures as well,

but with MANETs, failures are not an occasional contingency that one plans, they are a

constant.
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Figure 1.1: MANET properties and their derived constraints.

1.2 Research question and its substantiation

The grim conditions described in the previous section led me to postulate the following

research question: What is the performance effect of designing a MANET routing protocol

that favours resiliency over other metrics? After all, if frequent failures are the natural

state of MANETs, then perhaps designing a routing protocol whose primary objective

is resiliency could drive a compounding positive effect on traditional network metrics. If

true, such a protocol would be much more effective at solving most of the motivating

scenarios presented in this chapter than traditional MANET protocols, and as such, serve

as a better benchmark for application-specific protocols.

I explore this question throughout this dissertation in different stages. Firstly, I review

the existing literature on MANETs to inform and validate my assumptions, as well as

learn of existing routing protocols and their failure-coping strategies. Secondly, I explore

the research methodology and tools used in the field previously and analyse their relation

to failures in MANETs. Thirdly, I present the Reactive Gossip Routing protocol family,

a set of protocols that implement my ideas on routing resiliency. These protocols are

evaluated against the literature through extensive simulations, measuring the effect that

this design focus has on different networking metrics and answering this dissertation’s

research question.

1.3 Dissertation organisation and contributions

The contributions of this dissertation are presented sequentially, as each one builds from

the previous. The first contribution of this dissertation is presented in chapter 2 in the form
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of a historical recount of the field that classifies the work in generations. This classification

allows me to contrast the motivating scenarios and properties of each generation of MANET

technology. Chapter 2 also takes the ideas presented in this chapter and explores them in

the context of the literature, analysing how established protocols adapt to the MANET

properties, and how they cope with failure. A more focused literature review is also

presented in chapters 3 - 5 as pertaining to the contributions present in them, which are

the following:

1. Introduction of the MeshSim tool (Chapter 3). A significant challenge

the MANET research community has faced is the lack of consistent tooling for

experimentation and evaluation. Traditionally, experiments use either hardware-

based experimental setups (Testbeds), or software-based abstractions (Simulations) to

measure the effectivity of their work. Testbeds are sophisticated hardware setups used

to test network stacks in conditions very close to those of a real-world scenario. These

tools are ideal for performing high-fidelity experiments, but are usually expensive to

set up and maintain. Simulations, on the other hand, use readily available software

to speculate about the behaviour of a network stack for a given network model and

experimental conditions. They are versatile and cost effective, which makes them

very popular with researchers. However, they are merely abstractions of reality, and

thus, require significant additional validation for their results to be credible [83].

It is within this context that in chapter 3, I introduce MeshSim, a new simulator

that combines the advantages of simulations and testbeds to facilitate MANET

research. Written in Rust [127], a memory-safe programming language for systems

development, it provides a simplified IP networking model that allows researchers to

quickly and safely implement routing protocols. MeshSim’s features are critical for

the implementation of my experimental methodology, presented in section 1.4.

2. Reactive Gossip Routing protocol family (Chapter 4). The discoveries from

the literature review led me to design the reactive gossip routing (RGR) protocol,

which uses a variety of techniques to improve its resiliency, or, in other words, reduce

the impact of the constraints that MANETs impose on routing protocols. The

objective of this increased resiliency is to be able to provide satisfactory levels of

operation (measured in various metrics) even under hash conditions. This protocol

is later refined to use passive transmissions to inform a routing heuristic, which allow

it to make better routing decisions (RGRII). The introduction of a secondary radio

into RGRII as a mechanism to provide better data to the routing heuristic completes

the protocol family design.

3. Introduction of the distance-adjusted hop count(DAHC) routing metric

(Chapter 5). It is a long-held convention in the networking community that
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shortest-path routes are highly desirable. This view also aligns with common sense,

since these routes are intuitive to grasp and their advantages evident. After all, a

shorter route requires fewer transmissions for a packet to traverse it, consuming fewer

network resources, and potentially achieving a lower latency. Further, these routes

have been studied extensively for wired networks, and shortest-path algorithms are

at the core of some of the most used routing protocols for them.

Consequently, it is easy to see how these routes would seem like a natural fit for

MANETs. Unfortunately, when mobility is present, the efficiency obtained by

shortest-path routes comes at the expense of resiliency, which, as shown in chapter 4,

increases the routing overhead, lowers the system stability, and paradoxically, lowers

efficiency as well. To alleviate this effect, I present a new routing metric called

distance-adjusted hop count (DAHC), which improves on the traditional hop-count

metric by balancing the overall route length with the inter-node distance, leading to

fewer route breaks due to mobility.

1.4 Methodology

The experimental methodology followed in this dissertation is motivated by the acknowl-

edgement of the complex nature of wireless networking experiments, and a desire to

produce reproducible experiments that adhere to best practices in the field. To this effect,

I designed an experimental methodology called Calibration-Simulation-Validation

(CSV), which is influenced by Kurkowski et al. [83] and the work done at the SURAN

project [16]. Kurkowski et al. showed in their work “MANET Simulation Studies: The

Incredibles” that a significant amount of published work in the area falls short of the

standards required to make their results credible, even if the publication was peer reviewed.

Likewise, the SURAN project, developed by DARPA in the ‘80s placed a strong focus on

experimental fidelity, developing tools that allowed for simulated artefacts to be tested in

real hardware, raising the quality and credibility of their results. With the development of

MeshSim and the CSV methodology, I pursue the same objectives.

1.4.1 The calibration-simulation-validation cycle

This experimental methodology is designed to add an increased level of fidelity to my

simulation experiments, as well as validation beyond that of following best practices. The

CSV cycle consists of three stages that are executed sequentially and each one informs

the next (figure 1.2), similar to the Waterfall method of software development [12]. When

designing and running an experiment, I iterate through these stages as needed until I

determine the experiment is calibrated enough to be representative of the phenomena I want
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Figure 1.2: The Calibration-Simulation-Validation cycle.

to evaluate and knowing I have the tools to validate those results. Sections 1.4.1.1 - 1.4.1.3

describe each stage in more detail.

1.4.1.1 Calibration stage

This stage is concerned with the procurement of MeshSim configuration data that is

representative for the experiment in question. While simulations are advantageous and

convenient, they are at best, an approximation to reality, which is a known compromise of

using these tools. That being said, not all approximations are the same, and by collecting

real-world data I aim to make the results of the simulation a closer approximation to

reality.

Node 1 Node 2

Figure 1.3: Simple two-node echo experiment.

To illustrate this process, consider an experiment consisting on two static nodes echoing

packets to each other every second for a given period of time (figure 1.3). It would be

trivial to set up and run in most network simulators, however, how consistent would it be

with a real-world reproduction of that experiment? High-level metrics such as a packet

delivery ratio, mean latency, or packets lost would likely be very similar, but obscure

important factors. Latency, for instance, could be modelled in a discrete-event simulator

using any of the delay spread models set out by International Telecommunication Union

(ITU) [153]. Since the simulated transmission of a packet is practically instantaneous, it

could be scheduled to occur in the future according to this estimated delay. However,

latency is more than just the signal propagation time of a transmission, it also involves

the overhead of moving the data from the network stack of each node into the application
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Figure 1.4: Breakdown of the transmission latency of a packet.

consuming it. Further, this overhead is not deterministic, as it is affected by the operating

system’s scheduler, and other load factors.

Differences such as these tend to scale linearly with the size of the experiment, which

would make the validation stage very difficult, if not impossible. Instead of relying on these

approximations, I select hardware nodes with specific characteristics that can be used to

capture empirical measurements which are later fed into the simulator (see section 3.5).

Thus, nodes in my simulations are in a way a virtual representation of the selected hardware

nodes, which makes approximating their behaviour easier. What allows me to do this

easily is MeshSim’s operation modes (see chapter 3), which allow a node to either run

using simulated or real network interfaces. My calibration experiments are detailed further

in section 3.6.2.

1.4.1.2 Simulation stage

This stage is concerned with the actual execution of the simulation experiments that

evaluate my contributions. The simulated scenarios I crafted for my experiments range

from simple and general to complex and specific depending on their respective purpose, but

they all use the data produced in the calibration stage. The results of these simulations,

presented in chapters 4 and 5, form the body of evidence I use to draw conclusions

regarding my research questions.

I chose to use simulations for my experiments because their flexibility allows researchers

to represent complex scenarios with ease, but as stated earlier, they are abstractions of

reality, which makes their results approximations. These abstractions can be adjusted

via configuration parameters, modifying the behaviour of its subsystems and the entities

simulated within, which makes the documentation of these parameters very important.

Following the best practices for MANET simulations outlined by Kurkowski et al. [83], all

the parameters from my simulations (summarised in table 1.1) are recorded and made

available alongside this document. Each experiment in the subsequent chapters provides

a link to a repository that holds all the source code, configuration files, data (raw and

processed), and the scripts used to process the data. These artefacts are well documented

and provided in good faith to encourage reproducibility practices in science. Further
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details on how to craft and run a simulation with MeshSim are provided in chapters 3

and 4.

Policy Type
State the simulator used for experiments Reproducibility
Simulator code is available to others (open source) Reproducibility
State the operating system used Reproducibility
Provide the simulator version Reproducibility
Address the PRNG used Reproducibility
All experiment and configuration files are published Reproducibility
All raw data is published Reproducibility
Scripts used for analysis made available to others Reproducibility
Address the simulation type Best Practice
Address initialisation bias Best Practice
Stated the number of nodes used in the study Best Practice
Stated the size of the simulation area Best Practice
Stated the transmission range Best Practice
Stated the traffic send rate Best Practice
Stated the traffic type Best Practice
Stated the number of simulation runs (iterations) Best Practice
Stated mobility model used Best Practice
Stated the mean speed of the nodes Best Practice
Stated the speed variance about the mean Best Practice
Stated the mean pause of the nodes Best Practice
Stated the pause variance about the mean Best Practice

Table 1.1: Relevant policies in MANET simulation

1.4.1.3 Validation stage

Lastly, the validation stage closes the experimental feedback loop of my work. Each

simulation provides a set of data in the form of structured logs, which document every

event, action and reaction in the system throughout the entire simulation. These logs

can be parsed and aggregated to provide all sorts of metrics regarding the behaviour of

the routing protocol in question when executed under the conditions of each scenario.

An ideal validation of how closely these results approximate reality would be to repeat

the same experiment using a hardware node for each simulated node in the exact same

configuration as that described in the simulated scenarios. Unfortunately, such validations

are unfeasible as the simulated scenarios involve hundreds of nodes moving in particular

directions. And, even if one had the resources to orchestrate such an experiment, this

large-scale effort would likely be wasted as any area big enough to accommodate all the

nodes and their movements would also be subject to external radio-frequency interference.

The data obtained from such an experiment would still be useful, just too costly, especially
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since the results of the simulation and this real-world experiment would not match due to

the uncontrolled variables.

An alternative validation, however, would be to find a compromise that reduces the

cost of the validation experiment. By creating a smaller-scale experiment that could be

reproduced with real-world and simulated nodes, one could compare the metrics produced

from each one and determine how close they are to each other. If one determine’s these

curves are similar enough, the experiment is considered properly calibrated and the

abstraction is close enough to reality for the results to be significant. Therefore, one could

then proceed to run the larger scale simulations with the same configuration parameters,

with the confidence that produced results would also be significant. Of course, determining

how close these experiments need to be is not trivial and requires further analysis in itself.

Should the results between the validation experiment and the simulated one differ too

greatly, this would be indicative that further calibration is required, starting the cycle

again. The nature of what needs to be calibrated would depend on the results of a given

experiment, and might not be easily discernible from the difference in the aggregated

metrics, which makes the raw simulation logs essential for any investigation. Given this, I

would encourage any researcher using MeshSim in the future to publish all the raw data

alongside their results as I do with this work.

1.4.2 COVID-19 considerations

As the reader might be aware, the world was hit by the COVID-19 pandemic at the end

of 2019, affecting all aspects of our every day lives. Personally, this meant I had to spend

the last year of my PhD working from home, writing this document in isolation while I

tried to finish my experiments remotely. When it came to the simulation experiments, this

was not a major problem as the technological infrastructure provided by the Computer

Science & Technology department allowed me to login remotely to my simulation servers

and do the work I required. For the experiments that required access to hardware nodes,

however, this was a different story.

As mentioned in the previous section, the validation experiments consist in the deploy-

ment of twenty hardware nodes in a configuration that allowed for non-trivial routes to

be created, but small enough that it could be handled by just myself. The first challenge

of such a deployment is that nodes need be placed in locations such that the desired

topology is created, which requires significant spacing between them, lest we end up

with a fully connected graph for which routing is trivial. A deployment such as this

thus implies having access to space in which the nodes can be safely placed for their

operation. The careful placing of each node also means that a power supply might not

be available for them, so each node needs to be able to operate on batteries. Therefore,

to run a validation experiment, one needs to place the twenty fully charged hardware
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nodes in their predetermined positions, turn them on, and then coordinate them to start

their experimental payload at the same time. Such stringent requirements pushed me to

develop a centralised experiment-management system (see section 3.5.1), which runs on

my personal computer in my lab.

The result from this is that during my last year of PhD, I was unable to access my lab

due to the government-mandated lockdown, which rendered me unable to run my validation

experiments. Of course, I did run preliminary validation experiments (see section 6.1.3)

which aided me in the early development of MeshSim and the experiment-management

tool, as well as the required calibration experiments for the simulations, but the execution

of last validation stage was out of my hands. I disclose this information upfront and

in good faith for the consideration of examiners and readers alike, as the rest of this

dissertation is written following the original experimental intent and design.

1.5 List of publications

During my PhD, I have published the following papers (in chronological order, relevant

chapter indicated in bold):

• Marco Caballero and J. Crowcroft, ‘Demo: MeshSim: A Wireless Ad Hoc Net-

work Development Platform’, in Proceedings of the 12th Workshop on Challenged

Networks, New York, NY, USA, 2017, pp. 25–27. Chapter 3.

• Marco Caballero, Richard Mortier, Jon Crowcroft, ‘Fault-tolerance-first routing in

MANETs’, under submission. Chapter 4.
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Chapter 2

The rise of Mobile Ad Hoc Networks

The history of MANETs starts in 1972 when Professor Norman Abramson introduced the

world to the ALOHANET [2], the first radio-linked computer network in the world. His

system utilised random access radio-channel multiplexing to provide message switching over

the UHF band [132]. The ALOHA channels derived from his work became foundational in

the development of computer network technology such as Ethernet and computer radio

networks. With the success of Abramson’s work, the Defense Advanced Research Projects

Agency (DARPA) from the US government became very interested in advancing this

research. This interest would spark decades of research around computer radio networks

that I group in the following four generations.

2.1 First generation: Packet-radio networks

Following the success of ALOHANET came a project known as Packet-Radio Network

(PRNET). Funded by DARPA and led by its internal Information Processing Techniques

Office (IPTO), the project brought together several industrial partners such as SRI

International, BBN Technologies, Hazeltine Corp, and Rockwell Collins. The project goals

were to extend the work from ALOHANET to produce a multi-hop radio system capable

of supporting mobile nodes, which was a significantly more difficult problem.

Robert E. Kahn, one of the lead engineers in the project defined packet radio as “a

technology that extends the application of packet switching which evolved for networks

with point-to-point communication lines to the domain of broadcast radio” [5]. In the first

of multiple publications about the project [4], Kahn outlined that the improvements they

sought to implement over Abramson’s work were:

• Distributed control of the networking functions.

• Use of spread spectrum signalling for anti-jamming and coexistence purposes.

• Anti-spoof and authentication mechanisms.
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• The use of system protocols for routing, resource allocation, remote debugging and

other networking functions.

• Power-management capabilities.

The initial system design (Fig. 2.1), which was called Radionet, consisted of at least

two radio stations, a collection of geographically distributed radio repeaters, and a set of

terminal clients. The packet radio units operated in the UHF band (1710-1850 MHz) in a

single channel of 20 MHz, and they were the same for stations, repeaters and terminals.

However, each unit type had different functionality. The terminal clients were considered

the sources and sinks of transmissions. They were capable of initiating transmissions and

receiving packets, but do not forward them. Terminals also required means for input

(keyboards) and displaying data (screens). Repeaters were simple units outfitted with a

packet radio and configured to forward all received traffic. Finally, stations consisted of a

minicomputer connected to a packet radio, and acted as the control centre for the entire

system.

Terminal

Repeater

Station

Figure 2.1: Radionet diagram.

The first iteration of the system was crude. Repeaters were dumb units, and control

was centralised in one station, only using the other stations as backups. Routes could

only be calculated at the control station, so all traffic flowed to it, and then to its final

destination. However, they demonstrated it was functional when a test bed was built in

the San Francisco bay area in 1976.

Further iterations on the system saw upgrades all around, such as:

• Established routing protocols [5] [9] [11].

• Distributed control among a larger number of stations [3].

• Inter-networking [6] with Ethernet-based LANs, ARPANET, and SATNET.
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• Capability to do handoff between repeaters to continue providing coverage for a

moving terminal.

For its time, the system ended up being quite sophisticated, and demonstrated without

a doubt the feasibility and usefulness of packet-radio systems. So in the early 1980s, the US

military was ready to take these concepts and try them out in military communications.

2.2 Second generation: Battlefield communications

The success of the PRNET project convinced the US military that packet radio networks

were not only viable, but practical. So in 1983, they started the SURAN project [16].

The goals of the project were to expand the research from PRNET and produce a packet

radio network of military grade. This meant a significant hardening of the software and

hardware requirements, as well as a plethora of additional features.

The tactical focus of the system placed a greater importance on mobility, distributed

self-management and inter-networking. Further, the project had the following operational

requirements:

• Flexible and robust architecture that can accommodate dynamic changes in the

number of nodes and their geographical distribution.

• Robust operation, even when dealing with changing traffic demands and link condi-

tions.

• Provide resistance to data tampering and secure data and control traffic, despite

electronic countermeasures (ECM).

• Signal-transmission adaptability, to minimise interference, error links and allow

multiple simultaneous transmissions.

The project was very successful and yielded several advancements in the field. They

developed specialised hardware such as the Low-cost Packet Radio (LPR), the Network

Interface Unit (NIU), and the Automated Network Manager (ANM); the SURAN Protocols

Packages (SURAP); and dedicated testing facilities dubbed the SURAN Automated

Laboratory Testbed (SALT).

The LPR was a sophisticated x86-based radio that featured spread spectrum signalling,

forward error correction (FEC) in varying encoding rates, adjustable power output, and

operation over 20 channels in the UHF band, all controlled by software. The NIU was an

add-on for the LPR that provided TELNET, Gateway, Traffic generation, and end-to-end

encryption services. Finally, the ANM provided fault detection, performance monitoring

of the network, identification of compromised nodes, and encryption key distribution.

33



Throughout the project, several networking protocols were developed. As the project’s

iterations progressed, different versions of the system were released. Each release consisted

of a bundle of the hardware and a given package of the protocols, which were chosen to align

with the experimental goals of the release and in accordance to the protocol’s maturity.

The protocols addressed different layers of the networking stack and different needs, such as:

Link adaptivity, channel access, link scheduling and buffering, adaptive network routing,

routing in large networks, network security and management, and end-to-end protocols.

Three main SURAP versions were released:

• SURAP 1 - Distributed and dynamic routing for networks up to 50 nodes in size.

Had an emphasis on quick route update when a link failure was detected.

• SURAP 2 - Large node set support (up to 10,000 nodes). Uses hierarchical routing

with dynamically formed clusters.

• SURAP 3 - Builds up on previous work but enhances security features and adaptive

transmission parameters for the LPRs.

Lastly, but not least important is the SALT facilities. The development and experimen-

tal procedures of SURAN depended on two platforms provided by SALT: The Packet Radio

Integrated System Module (PRISM) [14] and a network simulator called PC-NETSIM [15].

PRISM consists of a matrix of coaxial cabling and programmable radio frequency (RF)

attenuators designed to test the radio-link conditions in several scenarios. Each PRISM

rack could house up to eight LPRs with their corresponding NIU. By configuring the

attenuators, different network topologies such as string, star or dense groups could be

achieved. The NIU unit accompanying each LPR would then be able to test different

traffic patterns in the configured topology. Its counterpart, PC-NETSIM, was an x86-based

simulator able to generate complex simulation scenarios. It had the added feature that

the code that ran in each node of the simulation was the actual, unaltered code that ran

on the LPRs, providing an additional level of validation to the simulation results.

The SURAN project was a wild success, both as a practical military network, and as

the first wireless ad hoc network. The principles laid out in it, as well as the plethora of

networking algorithms it developed would inspire academics in the upcoming decade when

this research area would move from the military and into academia.

However, the military sector (government and private) was by no means done with

research and development in this field. In 1997, the Joint Program Office (JPO) of the

USA’s Department of Defense (DoD) launched a project called Joint Tactical Radio

System (JTRS) [52]. The objective of this project was to create the next generation of

battlefield communications that could enable data, voice, and video communications for

all branches of the military. Following the principles and success of SURAN, the JTRS
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aims to replace the LPR with next-generation Software Defined Radios (SDR) capable

of adaptive frequencies and forms (waveforms) via software update. This shift to SDR

hardware instead of specialised radios aims to equip all armed forces with the same radio

unit and be able to customise its functionality by software to adapt as necessary. However,

unlike SURAN, this project is widely accepted as a huge failure. Even so, the DoD’s quest

for next-generation battlefield communications remains alive today [144].

On the other hand, the private military sector has seen great success in the development

of MANET-based communication solutions. Such is the case of the company Persistent

Systems, whose flagship radio, the MPU5 [159], is an example of successful MANETs in

the military space in the current age.

2.3 Third generation: Civilian MANETs

Up until the SURAN project, research into MANETs was dominated by government

agencies, the military, and their corporate contractors. This was natural, as the research

relied on the use of expensive computational facilities and of specialised radio equipment

that operated on regulated portions of the electromagnetic spectrum. It was shortly

after the conclusion of this project, however, that the MANET research field opened

up to the civilian sector. The catalyst for this transition was the advent of the IEEE

802.11 standard radios [161], commonly known as Wi-Fi. They were relatively inexpensive,

designed to work with off-the-shelves personal computers, and operated on the unlicensed

ISM band [133]. The availability of these radios in conjunction with the commoditisation

of personal computers in the 1990s provided academics with the hardware building blocks

necessary to build MANETs.

An initial obstacle to this goal was the fact that Wi-Fi radios were designed to operate

with network infrastructure as a wireless extension of Local Area Networks (LANs), and

not as peer-to-peer radios. What prevented them from being used as MANET radios was

the Medium Access Control (MAC) functionality. Wi-Fi radios by default utilise isotropic

or omnidirectional antennas. When they make transmission, all devices in radio range

receive it regardless of who the intended recipient is. Thus, the electromagnetic (EM)

waves from concurrent transmissions of neighbouring devices collide, rendering each other

useless. The Wi-Fi standard addresses this problem with inclusion of a MAC layer. This

layer runs multiple protocols that include a coordination function, which determines the

transmission order of clients to avoid collisions. In a traditional Wi-Fi network, it is the

Access Point (AP) who runs this coordination function.

In 1993, the Distributed Foundation Wireless Medium Access Control (DFWMAC) [19]

protocol was added to the Wi-Fi standard, enabling these radios to coordinate transmissions

without the need of a central control point. This addition to the Wi-Fi standard can
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be considered the informal inception of civilian MANETs. Later, by 1997, the Internet

Engineering Task Force (IETF) [21] created the MANET working group [33] to formally

track the development of this field.

DFWMAC defined a new distributed coordination function called Carrier-Sense Multiple

Access with Collision Avoidance (CSMA/CA). This function relies on medium sensing

and a distributed handshake used by clients to determine if they can transmit or not.

Nodes interested to make a data transmission first sense the medium for a period of time,

and if they determine it is free, they either begin their transmission or start the Collision

Avoidance (CA) handshake. This handshake involves sending a Request to Send (RTS)

message to the intended receiver of the data transmission, and waiting for a Clear to Send

(CTS) message reply from it.

Not all problems with the medium are solved by the MAC layer, of course. As the EM

waves of a transmission traverse free space, they decay in a rate inversely proportional to

the square of the distance they have travelled [69]. Past a certain distance, those radio

waves can no longer be reconstructed into Wi-Fi frames and nodes from that point onward

are considered to be out of radio range of the sender. However, those signals continue

traversing and become what is known as noise, which can interfere with the successful

reception of other transmissions, especially when this noise accumulates from multiple

sources. Additionally, the CSMA process only coordinates access to the medium for nodes

that are considered within radio range of the incumbent nodes, which creates the notorious

hidden and exposed terminal problems [72]. However, the CA handshake significantly

alleviates the hidden terminal problem.

Equipped with the necessary hardware, the only thing researchers needed to produce a

workable MANET was a mechanism to effectively relay data packets across the network

(more on that in section 2.5.1). The mechanism most commonly used for this purpose is

known as routing. The first routing protocol for third generation MANETs was DSDV [24],

which was published in 1994 and kicked off over a decade of intense research in this

area. It was designed in line with the IEEE 802.11 [161] standard, but published before

Wi-Fi cards were commercially available. DSDV is based on the Routing Information

Protocol (RIP) [13] for wired networks, and as such, takes an aggressive approach to route

calculations. Unlike most routing protocols, it can operate at the link layer of the OSI

model [121], updating existing routing tables, while another routing protocol operates

at the network layer. This mode enabled MANETS running DSDV to integrate with

Wi-Fi base stations, a feature that was telling of the author’s view of ad hoc networks:

As extensions of existing infrastructure. Such views were consistent with those of several

other authors at the time.

These views were a large departure from the SURAN project which was designed to

support primarily mobile nodes that formed autonomous networks mostly isolated from any
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infrastructure. However, they were not unexpected, as the equipment available to civilians

at the time consisted mostly of desktop and laptop computers, and it would be years

before the proliferation of mobile computing. Thus, most of the applications envisioned

by researchers at the time implied low mobility and some form of integration with fixed

networks, such as on-the-fly networks for business or academic settings, temporary offices,

disaster recovery, or sensor networks [61]. In light of these low-mobility scenarios, it made

sense to repurpose routing techniques from the fixed networks literature.

However, it was not long before the vision for MANET applications expanded and

included scenarios with more numerous and mobile nodes. For instance, a very attractive

scenario for MANETs in the early ’00s was content delivery and communication between

handheld computers (also known as PDAs). This scenario raised the number of potential

nodes in a network from a few dozen in office settings to thousands on the streets, all

of which were on the go. Researchers soon learned how some of the most sophisticated

protocols published in the literature became nearly inoperable in the presence of such

mobility.

Several coping mechanisms were developed to handle this scale and mobility with

varying levels of success, with some protocols simply stating upfront they were designed

for low mobility only. But a very successful strategy was to depart from the generalist

approach MANETs had had so far, and focus either on a set of problem or constraints.

This approach allowed researchers to discard some edge cases and utilise the properties of

this constrained domain to their advantage. For instance, content delivery to PDAs does

not require real-time delivery as opposed to other applications like live video streaming,

thus, the requirements about the liveness of the data can be relaxed and eventual delivery

techniques can be incorporated. This trend gave way to several specialised subfields of

MANETs such as delay-tolerant networks (DTN), vehicular ad hoc networks (VANET),

wireless sensor networks (WSN), wireless mesh networks (WMN), etc. This fracturing of

the field saw increased interest and research activity in this subfields and a waning interest

in general MANET research.

2.4 Fourth generation: Autonmous networks

As the research interest into generalised MANETs diminished in favour of application-

specific ones, some of the applications previously considered for MANETs solidified while

others evaporated. The big push to have MANETs integrate with existing infrastructure

became successful with the emergence of Mesh networking [81], which has seen both

commercial success [154][152][166] and acceptance within industry standards [109]. While

MANETs are not yet widely deployed for natural disaster recovery as it was hoped, the

technology has been adopted to create communication systems that work in the cases
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of other infrastructure shutdowns. Such is the case of Bridgefy [156], Firechat [136]

and Briar [151], which have been deployed during government-mandated infrastructure

shutdowns due to protests in countries like Egypt, Taiwan, and Hong Kong [122] [125]. For

other MANET applications it became simpler to use cellular data networks due to their

wide adoption. Incidentally, the explosion in cellular data demand has grown so much that

MANETs became an attractive alternative for offloading some of that traffic [119] [124].

A common factor in the applications of the previous generation is that they are human-

centric. That is to say, humans directly consume the services enabled by these applications,

and they also directly operate the devices they run on. For instance, Mesh networking

provides better connectivity for human-operated devices like smart phones, tablet and

laptop computers; Early VANETs were envisioned to provide traffic reports and warnings

for human drivers [116][107][98], or distribute content to car devices such as map data for

navigation [108]; And, content distribution applications were often modelled on human

social connections [99][96].

What distinguishes the fourth generation of MANETs, is a departure from this human-

centric objective. The consulting firm PWC estimates that over 76,000 drones will be flying

daily over the UK by 2030 [165]. Most of these drones will be autonomous and airspace

access will be orchestrated by Unmanned Traffic Management (UTM) systems[135][131].

Early WSNs provided actionable data directly to humans, such as the state of the

soil on a farm [94][128]; while fourth generation WSNs provide real-time data that is

combined at multiple levels to trigger autonomous systems in smart cities [141] and

industrial settings [163]. New generation VANETs no long aim to give information to the

driver, but rather, provide the vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I)

communication necessary for autonomous and coordinated driving [147][167]. By removing

the human factor, many of these applications will scale to larger sizes, with nodes moving

faster than before. While exceptional work has been done in all these subfields, plenty of

the solutions in them were deemed appropriate by benchmarking against general-purpose

MANET protocols that were unsuitable for dynamic environments then, and even more

so now. To further discuss the suitability of a MANET-based network architecture for a

given application, however, it is necessary to first dissect their anatomy.

2.5 Building a MANET

As stated in previous sections, a mobile ad hoc network (MANET) can be defined as a

collection of independent nodes that communicate through wireless links and collaborate

to provide network services and forward data for each other. The high-level anatomy of a

MANET node, depicted in figured 2.2, consists of a collection of wireless links, a network

stack, and a computing unit. It is important to dissect its composition to understand the
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needs of its subcomponents, such that we can evaluate how well do different solutions

meet these needs.

Computing unit

Network Stack

Wireless links

Figure 2.2: High-level anatomy of a MANET node.

A wireless link is a virtual connection between two nodes established through a radio-

frequency channel provided by a wireless network interface card (NIC) and managed by

a medium access control layer (MAC). The MAC layer allows semi-concurrent medium

access to neighbouring nodes by establishing an access order, thus preventing collisions of

their transmissions. It can also provide several features that are commonly used by higher

level components, such as adaptive power control and various link-layer statistics. The

most commonly used wireless links for MANETs are Wi-Fi links, which operate in the

ISM band [182]. These links provide relatively high bandwidth, a medium transmission

range, and power consumption low enough that even battery-powered systems can use

it. The suitability of a given wireless technology for a MANET will depend on how well

the radio-link budget (bandwidth, transmission range, power consumption) matches the

application requirements. Other alternative radio technologies include Bluetooth [59],

Zigbee [53], LoRa [155], and WAVE [100].

The network stack refers to the software run by each node to provide its networking

functionality. This stack ranges from the NIC drivers to the networking system calls of

the kernel, but since these components are provided for all network activities (not just

MANETs), we focus on the delivery mechanism used by nodes to forward data between

each other. This mechanism generally involves a set of protocols that, through different

operations, determine the best way to relay data from a source node to a destination(s),

passing through multiple intermediary nodes. The effectivity of these mechanisms is crucial

to the success of a MANET, and its performance depends on multiple factors, such as the

application in question; the bandwidth and latency requirements; the mobility, quantity,

and concentration of nodes, etc.

Lastly, the computing unit of a MANET node refers simply to the actual computer
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that controls the wireless NIC and runs the code for the network stack. The computing

capacity of these units tends to be diverse and is difficult to control for, as any node with

the appropriate hardware and software can join a MANET. While power consumption

increases linearly with computing capacity, it is generally desirable to have as high a

computing capacity as possible as this allows for more complex route calculations. However,

this capacity is generally not factored heavily into the design of a MANET because it is

fixed once chosen. Conversely, the soft nature of the data delivery mechanism makes it

easy to switch at any moment, often with dramatic changes to the performance of the

system. It is because of this, that the majority of MANET research focused on these

mechanisms.

2.5.1 Data-delivery mechanisms

The ultimate goal of any network is to deliver data between its endpoints. The basic

premise of data delivery in MANETs is that, since not all nodes are in direct transmission

range of each other, intermediary nodes will relay data packets between them. The way in

which these packets can be relayed is hugely varied and their effectivity is dependant on

multiple factors, starting with the overlaying application using the network.

For instance, one näıve way to deliver a data packet from a source to a destination, is

for the source node to transmit the packet and have every receiving node forward it. This

mechanism creates multiple replicas of the original packet which should reach all of the

connected nodes of the network and eventually reach the destination, provided there is a

path to it. A more sophisticated mechanism would consist on forwarding a packet one node

at a time through a sequence of suitable intermediary nodes until it reaches its destination.

This mechanism is predicated on being able to determine which intermediary nodes are

suitable for forwarding the packet, and what is the cost of acquiring this information. No

data-delivery mechanism is perfect for all applications, which calls for a clear delimitation

of the scope of the literature review where my work fits. To this end, it is important to

review these techniques, their properties, advantages and disadvantages.

2.5.1.1 Replication

Replication-based mechanisms involve the creation of copies of a packet at different stages

of its traversal through the network, with each replica following a different path towards

their destination. The techniques based on this mechanism usually have little information

about the network state and thus rely on the replicas to probe different potential paths to

the destination concurrently.

The simplest replication-based technique is called näıve flooding, and it involves the for-

warding of all received data packets between the nodes of a network.Since all transmissions
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in a broadcast medium are received by every node in range, each transmission effectively

creates a replica of the packet for each receiving node. Of course, additional control logic

is necessary to keep nodes from re-forwarding packets from their neighbours and avoid

creating infinite loops between them. The packet replicas it creates at intermediary nodes

add a high level of fault-tolerance and likelihood of delivery, since they will probe all

available paths in the network. It is also not affected by the mobility of the nodes, making

it suitable for data delivery in high-mobility scenarios. However, it is considered to be

very inefficient due to its high overhead and the contention it induces in the medium [42].

More sophisticated replication-based techniques improve on the efficiency of näıve

flooding through different means. Gossip-based flooding [60][130] utilises a probabilistic

approach to determine whether to forward a packet at each node or not. Since most of

the replicas created by flooding end up being useless, the removal of a significant portion

of them through the gossip factor would improve network performance while keeping its

reachability properties intact. However, probabilistic approaches can not deterministically

guarantee packet delivery.

A different approach to improve the performance of flooding comes from determining

Minimum Connected Dominating Set (MCDS), which is the minimum set of nodes that

would have to broadcast a packet for it to reach all nodes in the network. Since this

problem is proven to intractable (NP-Complete) [56], approximations to this set are instead

used through different heuristics such as self-pruning and dominant pruning [56].

While inherently inefficient, replication-based techniques can be quite useful in MANETs

if applied judiciously. They are commonly used by routing protocols to probe the topology

of the network, and are useful when transmissions are either infrequent, require to reach

all nodes, or nodes have a very high mobility rate. These techniques remain an active

area of research, as recent publications (2021) find uses for them in new settings such as

content distribution in MANETs with low-bandwidth links [171].

2.5.1.2 Forwarding

Contrary to their replication counterparts, forwarding-based techniques seek to utilise

knowledge about the network topology to forward each packet only by the necessary

nodes in order to reach their destination. Based on this knowledge, packets are forwarded

sequentially in a node-by-node basis utilising unicast transmission. That is to say, each

transmission has an intended destination, so even if neighbouring nodes are to receive it,

they would normally discard it rather than queue it up.

Routing is the most common technique in this family and in MANET data delivery in

general. It is defined as the process through which a source and destination determine

the most desirable subset of nodes in the network to use as intermediaries to relay data

packets between them (Fig. 2.3). The chosen nodes relay the data packets sequentially
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node by node, and this sequence is known as a route. The criteria to determine a node’s

suitability for a route is a significant design decision, and several protocols are mostly

differentiated between themselves by these criteria.

Node A

Node B

Figure 2.3: A wireless ad hoc network displaying three potential
routes between nodes A and B (shortest route highlighted).

To create and maintain routes as well as support other protocol operations, nodes

exchange control packets. The overhead of a protocol is then defined as the ratio of control

to data packets, and it is considered an important measure of a protocol’s efficiency.

Since the capacity of a wireless network is limited [46], an efficient protocol spends more

of it relaying data packets than control packets. A poor selection criteria for adding

nodes to routes also contributes to overhead, since suboptimal routes produce unnecessary

transmissions [62].

Since only a relevant subset of nodes are involved in data transmission between

each source-destination pair, the network-wide resources consumed by each data flow is

significantly lower than that of flooding, making it generally much more efficient. However,

it is not without its drawbacks. Depending on the nature of the routing protocol, it

might incur a delay when a new route is required, or spend significant resources to have

routes readily available. Further, the acquisition of said routes is dependant on a path

existing to intended destination, which might not always be the case (e.g. partitioned

networks). Lastly, the utility of these routes is affected by all factors that can cause a

link to disconnect, such as mobility, medium contention, power downs, or interference.

Nevertheless, routing is the most popular data-delivery technique in MANETs given its

suitability for most applications.

Another forwarding-based technique that is used in MANETs is greedy forwarding.

In this scheme, a full route from a source to a destination has not been calculated in
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advance. Instead, routing decisions are made at every node according to the minimisation

of a given set of metrics, with nodes choosing the best next hop for the packet based on

their local view of the network. The advantage of this technique over end-to-end routes

is that it doesn’t depend on having a fully accurate view of the network at every node.

Since topology updates are received faster by closer nodes than to further ones, as a packet

progresses closer to its destination, better forwarding decisions can be made. Protocols

based on this technique benefit from added resiliency to topological updates, but can still

be subject to forwarding errors and require the overhead of propagating the necessary

information for forwarding decisions to all nodes. Same as routing, they also depend on

the existence of a connected path to the destination.

2.5.2 Connectivity and Mobility models

As discussed earlier, when designing a MANET, one should be mindful of choosing

computing nodes, wireless links, and networking protocols that align with the needs of the

application that will utilise it. Thus, the properties of the application are of paramount

importance. While an in-depth exploration of all the potential application properties is

out of scope for this document, there are two exceptions: The expected distribution and

mobility of nodes.

The distribution of nodes refers to the expected quantity of nodes and their geographical

concentration. This property factors heavily into the choice of network protocol to use for

several reasons. Firstly, some network protocols perform occasional flooding operations

which might complete in an acceptable time for medium networks, but not so much for

large ones. Secondly, the concentration and distribution of these nodes also has an impact

in the network design. While dense MANETs (figure 2.4a) present many alternative

paths, link-state protocols may struggle to keep up with the state of so many neighbours;

conversely, sparse configurations (figure 2.4b) impose a low overhead in terms keeping

track with link-state, but provide few paths between nodes. Lastly, we most consider that

this node distribution also affects the connectivity of the nodes and could be split the

network (figure 2.4c), causing a lack of paths between its various subsets. This split could

be the natural network formation from the application (e.g. two different sites or user

groups), or induced by the mobility of nodes.

The mobility pattern of the nodes (i.e. the mobility model) is tightly coupled to the

nature of the application, and can inform the selection of network protocols as well. A

model that expects a high degree of mobility from its nodes might require a protocol that

converges quickly, that is unaffected by mobility, or that is fault tolerant. Alternatively, a

model that presents some degree of predictability in the node trajectories could open up

different avenues for connectivity, like the store-and-carry paradigm.

The store-and-carry paradigm involves the addition of a packet buffer to each MANET
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Figure 2.4: Different node distributions.

node such that, in the case that a path is not currently available to the destination,

the packet would be stored and transmitted at a later time. To illustrate this principle,

consider figure 2.5 in which we can see the orbits of two geo-synchronous satellites. If these

satellites needed to transmit data to each other, they could keep track of their respective

orbit times and wait for the next transmission window (e.g. when they are close enough

to establish a wireless link).

The store-and-carry paradigm can be used to enhance both replication-based (e.g.

Spray-and-wait [84]) and forwarding-based (e.g. CarTel [87]) protocols to overcome

disconnected network scenarios. Of course, this paradigm is not infallible and for it to be

applicable, two pre-requisites must be met. Firstly, the mobility model must guarantee

a future transmission window, which is more complex than just having some degree of

predictability in the mobility model. Consider the Manhattan mobility model [63] as

depicted in figure 2.6. While the model can predict that at time t0, node A will have a

transmission window with the network in the future (juncture β), link conditions (duration,

bandwidth, quality) might not be appropriate to transmit the payload. Further, should

node A choose to turn left at juncture β, there is no guarantee a new transmission

window will emerge in the future. Secondly, the application must be able to tolerate the

44



Figure 2.5: Geo-synchronous orbits of two satellites.
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Figure 2.6: Manhattan mobility model example.

delay incurred by waiting for a transmission window. While this might be fine for some

applications, real-time applications such as audio/video streaming or swarming robotics

are unlikely to be able to cope with this delay.

2.6 Research Scope

MANET research has several dimensions and layers, and no one solution is ideal for all

the combinations of these variables. Thus, it is fundamental to define the scope of my

research to identify the relevant variables and understand where it fits in the literature. To

address the research question I postulate in section 1.2 within the context of the problem

statement defined in section 1.1, and in line with the motivating scenarios of Chapter 1,

I intend to design a network protocol more adept than those in the literature at solving
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the general MANET routing problem. This protocol will be evaluated extensively by

simulation experiments, designed to test it and the protocols it will be benchmarked

against under a variety of relevant conditions to determine their suitability to solve the

aforementioned problem.

The choice of focusing on routing protocols is motivated by the fact that they have

shown to be suitable for general MANETs as well as application-specific ones with different

levels of effectivity (see chapter 1). Within this context, my focus is on routing protocols

that produce end-to-end paths. While other solutions like the use of the store-and-carry

(SC) paradigm can enhance these protocols to support disconnected paths to some degree,

they are not suitable for all scenarios. There are two reasons for this:

1. For SC to be beneficial, there must be future contact opportunities between nodes,

and the more information that can be inferred about them the better.

2. The use of SC requires a relaxation of the delay bounds for packet delivery to

accommodate for the carry phase of the paradigm.

While some applications might have information about contact opportunities and

might not be sensitive to this added delay, that is not the case for all. For instance,

audio/video streaming and the transmission of navigation data for swarming robotics

are very delay-sensitive. Since my work aims to improve on the general-purpose routing

protocols in the literature to serve as a better benchmark for application-specific ones, it

would not make sense to incorporate this technique in my solution or the evaluation. One

could argue that regardless of delay sensitivity, an end-to-end routing protocol can not

deliver packets through a disconnected network, while protocols the implement SC can at

least eventually deliver them. However, eventual delivery might not be sufficient for all

applications. Conversely, early failure detection is something that most applications can

benefit from, and something that end-to-end routing protocols can provide in the case of a

disconnected network.

Considering this scope, the rest of this chapter will explore the most prominent routing

protocols in the literature and provide an analysis of their suitability to solve the MANET

routing problem.

2.7 Routing protocols

Given the impact of routing protocols to the performance of a MANET, a significant

portion of research in this area has been dedicated to them. This abundance of work makes

the task of performing a comprehensive literature review of MANET routing protocols

challenging. However, one can still focus on the most significant work in the area and

narrow down the reviewing scope as pertinent.

46



Noisy
Environment Mobility

Broadcast
medium

Power
constrained

Structure
decay

Reduced
throughput

Costly
Transmissions

Contention
sensitive

Clustering /
Sparsity

Frequent Failures

Limited
operations

Network
partitions

Figure 2.7: MANET properties and their derived constraints.

The protocols present in this review are grouped according to the protocol family they

belong to. This logical grouping is important as it allows for direct comparison between

members of the same family, which share similar design objectives, and with members of

the other families for contrast. By the end of this section, it will become obvious that no

protocol is infallible, and all of them have tradeoffs. Nevertheless, some of them have been

preferred by both academia and industry to study, extend, compare against, and even

implement, making them the de facto benchmarks in the field.

Of course, for a review to bring value, it needs to be more than a simple recount of

what has been done, but offer an analysis of each protocol and characterise their potential

to solve the general MANET routing problem accordingly. Several patterns emerge during

this review, such as the techniques used as building blocks or common design tradeoffs.

These patterns can be used to discern the preferred scenarios or applications for each

protocol, or used to predict their performance under a given set of metrics. This analysis,

however, requires me to first define the criteria on which I will compare them.

The most import measurement of a routing protocol’s effectiveness is packet delivery,

but that can only be assessed experimentally. Analytically, however, we can still look at

how the different parts of a protocol may promote or hinder its goal. In other words, we

evaluate how well its design fits with the properties of the problem domain.

The problem domain at hand was initially introduced in section 1.1 and depicted

in figure 2.7. Each MANET property presents different challenges to routing protocols

which are amplified at their intersections, leading to frequent failures.Thus, it would be

reasonable to hypothesise that mitigating the impact of each individual property on a

protocol could lead to fewer failures, promoting fault-tolerance through the reduction of

faults. This hypothesis is supported by the work of Jabbar et al. [113], who identified

mobility and radio range as the primary operational parameters that predict resiliency
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of MANETs at the topological level. By this reasoning, the evaluation criteria I will

use through the rest of this chapter is based on how well each protocol adapts to these

properties

Requirement Definition Scale
Mobility The extend to which the protocol can continue its

normal operations under varying degrees of node
mobility.

See table 2.2

Power usage Design considerations built into a protocol to mit-
igate its power requirements.

See table 2.3

Contention Design considerations built into a protocol to mit-
igate the medium contention it generates

See table 2.4

Scalability A protocol’s ability to adapt to changing condi-
tions in the number and distribution (density) of
nodes it supports.

See table 2.5

Table 2.1: Summary of the MANET requirements.

I call this criteria the MANET requirements, which are summarised in table 2.1. Each

requirement is graded on a scale with three possible ranks, from lower to higher, given

in accordance of how well a protocol fulfils it. A higher fulfilment is desirable for all

requirements, but different wording is used for the scales as semantically appropriate.

These requirement scales are provided in tables 2.2 - 2.5.

Grade Definition
Limited Only supports a small degree of mobility before

its operations are severely hindered.
Viable The impact caused by mobility is constant, limited,

or there are mitigations in place.
Friendly Mobility assumed as the norm. Protocol opera-

tions do not rely on any order. Continues working
properly under constant mobility.

Table 2.2: Grade scale for mobility.

When considering a protocol’s suitability for mobility, we consider how the mobility

of the nodes may directly affect the mechanisms used by the protocol to do its job. For

instance, mobility of a node might break an established route, trigger transmissions to

update the network’s topology, invalidate caches, etc. Thus, a protocol designed for

mobility would have mechanisms (implicit or explicit) that limit these effects. The grading

scale of this requirement is detailed in table 2.2.

When it comes to the power consumption of a protocol, there are two main sources

for it: transmissions and calculations. While the power-consumption implications of a

protocol’s calculations are implementation dependant, one can identify expensive mecha-

nisms in their design such as frequent recalculations or lack caching. Likewise, the power
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Grade Definition
Unrestricted No considerations at all are designed into the

power consumption of the protocol.
Controlled Some mitigations are in place. The scaling of

power consumption with other metrics is limited
or capped.

Efficient Several mitigations are in place. Power consump-
tion is one of the primary metrics that drive the
logic of the protocol.

Table 2.3: Grade scale for power-consumption.

consumption of radio operations (transmissions and receptions) are dependant on the

hardware, drivers, and OS used on devices, and are he dominating component in power

consumption of a protocol. But by estimating the number of radio operations performed

by a protocol based on its design, one can get an idea of its power efficiency. Table 2.3

explains the criteria used for this requirement.

Grade Definition
Unrestricted The routing overhead is quite large or it scales

up with other metrics (like mobility or scalabil-
ity). There are no mitigations in place for the
contention.

Controlled The protocol is aware of the contention of its
operations. It makes efforts to mitigate it, or
limits the rate at which it scales up with the other
metrics. Avoids transmissions when possible.

Efficient The protocol is fully oriented towards minimising
contention. Several mitigations are in place. Often
relies on cross-layer operations, working with the
MAC and PHY layers.

Table 2.4: Grade scale for medium contention.

Medium contention in MANETs is caused by neighbouring nodes (e.g. within radio

range of each other) attempting to make transmissions concurrently. MAC protocols address

this by creating a sequence of ordered accesses to the medium between the incumbent

nodes. However, it is routing protocols who initiate these transmissions and who can

determine how traffic patterns affect contention for better or for worse. Further, most

transmitted packets have an expectation of being forwarded by other nodes, potentially

introducing further contention in different regions of the network, Thus, a good predictor

of contention of a protocol is its routing overhead, since fewer transmissions result in fewer

opportunities for nodes to contend over the medium. Table 2.4 details the grading scale

for this requirement.
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Grade Definition
Low The protocol only operates well within a limited

range of node densities or network sizes.
Medium Protocol operations are somewhat affected by net-

work size, node density, or both.
High Protocol performance and operations are inde-

pendent of network size, and are not especially
affected by node density.

Table 2.5: Grade scale for scalability.

Lastly, we consider the scalability requirement. While this one does not match directly

to one of the MANET properties from figure 2.7, it is a consequence of the interactions of

these properties. The need for this requirement is due to the fact that several common

techniques in routing protocols are affected by network size, making them suitable for

smaller networks, but completely unviable for larger ones. Further, plenty of protocols are

also designed under the assumption that a plethora of different paths between the nodes

will be available, and their effectiveness collapses under sparse configurations. The grade

scale for this requirement is detailed in table 2.5.

Having defined the criteria for the analytical evaluation of the protocols, the following

sections will present them one by one, grouped by their respective protocol family. This

chapter is completed in section 2.7.4, which provides a conclusion of the protocol review.

A summary of this evaluation is present in table 2.27, which provides a head-to-head

comparison of how the protocols measure up in the MANET requirements.

2.7.1 Proactive protocols

Also known as table-driven, this family of protocols favours spending network resources

(transmissions, computations, and power) to avoid having an initial delay in procuring a

suitable route to any given destination. They generally have one or more routing tables

which they can use to produce any route required, and actively work to keep these tables

up to date. This strategy often results in the production of a significant amount of control

traffic for route procurement and maintenance, thus, they are best suited to support

latency-sensitive applications. Their shortcomings are generally around the computational,

spectral, and energy resources spent in maintaining their routing tables.

The means through which their routing tables are built and maintained are varied,

as are the metrics used for route calculations. These protocols commonly rely on either

distance-vector or link-state metrics to model the network, and estimate the shortest route

between sources and destinations. They rely heavily on having an accurate vision of the

network, so they actively exchange information about network topology at different rates

and conditions. These techniques are function as building blocks for protocol design, and
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one can see them being mixed and matched all over the literature. The following are some

of the most relevant proactive protocols in the literature.

2.7.1.1 Destination-Sequenced Dynamic-Vector (DSDV)

DSDV frames the routing problem between two nodes in MANETs as a distributed version

of the shortest-path problem [8]. As such, it implements a variation of a known algorithm

for this problem called the Distributed Bellman-Ford algorithm (DBF) [104]. Its core

mechanic is keeping an up-to-date routing table, with entries for all destinations in the

network. Each entry in the table has a destination, a preferred neighbour for reaching it,

a cost metric (in hops), and a route sequence number.

When a node receives a data packet, it extracts the destination identifier from the

header. Then it looks it up in the routing table and forwards the packet to the listed

preferred neighbour. This process continues in the next node of the route until the data

packet reaches its destination. Of course, a crucial aspect of the protocol is how that

routing table is constructed and maintained.

All nodes periodically broadcast their entire routing table to their immediate neighbours

(i.e. within radio range). Upon reception of such message, nodes process the incoming

table, adding new routes as needed, and updating existing routes if appropriate. A route

is updated when the cost of reaching a destination d through a neighbour n (Costdn + 1)

is lower than the current node’s cost of reaching that destination. Further, when a node

updates a route, it advertises this change to its neighbours in order to disseminate up-to-

date routing information through the network. The same updates happen when a node is

no longer reachable, due to mobility, interference, or power failure.

Route advertisements can be either updates to the routing table or the full table, as

each node deems appropriate. Nodes can also control the rate at which it advertises route

changes it detects. These measures seek to prevent control traffic from overtaking the

network. Control traffic refers to the packets produced by a protocol in order to establish

and maintain routes. It is differentiated from data traffic, which is the actual data the

protocol intends to deliver across the network. A deeper exploration of these concepts will

be done in chapter 4.

DSDV implements route-tagging as a solution to the route loops often created by DBF.

Each node maintains a route sequence number that it includes in all table broadcasts,

and that it increases periodically. When a node contemplates updating a route due to

received information, it first checks the received sequence number. If it is higher than

the stored sequence number, the route is updated regardless of the cost metric. If the

sequence numbers are equal, the cost metric is evaluated. And if the sequence number is

lower, the message is discarded and the route remains unchanged. This method allows

nodes to distinguish between stale and current route data, which aids in the avoidance of

51



DSDV
Mobility: Limited

Mobility breaks links, and link breaks trigger topology updates in this protocol. A
few nodes in constant, moderate mobility would be enough to trigger a broadcast
storm that would take down the entire network.
Contention: Unrestricted
Its routing overhead scales quadratically with the network size, creating more con-
tention. Further, unintended synchronisation events can cause high, localised con-
tention.

Power: Unrestricted
Given the large routing overhead of this protocol, its power consumption is dominated
by radio transmissions.
Scalability: Low
Only supports small network sizes before the control traffic collapses the network, due
to its heavy routing overhead.

Table 2.6: DSDV’s MANET grade.

route-loop creation, as well as keeping fresh and usable routes. DSDV’s MANET grade is

given in table 2.6.

2.7.1.2 Wireless Routing protocol (WRP)

Another protocol based on the DBF algorithm is WRP [28], by Murthy et al. Its overall

design and mechanisms are very similar to those of DSDV, but with some added refinements.

In order to minimise the time of convergence of the network when the topology changes, it

also keeps track of the next-to-last hop to each destination. If a source node is transmitting

to a particular destination, but the topology is slowly changing (due to mobility perhaps),

the source depends on receiving a new control message from the destination in order to

update its routing table and adjust its routes. However, by keeping track of this next-to-last

hop, which is slightly closer to the source, and can report on the link to the destination

due to its immediacy, the source can learn about relevant topology changes from two

nodes, and converge its routes faster. This faster convergence makes the temporal route

loops that are commonly present in DBF-based solutions shorter. Further, it places great

importance on reliable data transmission, using both passive and active acknowledgement

(ACK) at each hop, as appropriate.

When an intermediate node i forwards a packet, and it expects the next node j

downstream to forward it too, node i can listen on the radio channel. Upon overhearing

node j forwarding the packet, it can then confirm the packet was received at the other

end. This passive acknowledgement is ”free”, as it does not require further computations

or messaging to be obtained. However, a lack of it does not guarantee the packet was not

received either, as node j might have chosen to queue it, drop it, or node i was simply
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WRP
Mobility: Limited

Mobility triggers topology changes that are flooded through the entire network.
Contention: Unrestricted
High overhead that leads to significant contention. Unintended synchronisation of
operations among neighbours leads to more contention events.

Power: Unrestricted
Power consumption is dominated by its routing overhead and beaconing. A network
running this protocol could drain the batteries of all its nodes, without ever transmit-
ting a single data packet.
Scalability: Low
Only supports small network sizes before the control traffic collapses the network, due
to its heavy routing overhead.

Table 2.7: WRP’s MANET grade.

unable to overhear its retransmission due to packet collisions or interference.

When a stronger guarantee of delivery is needed, protocols can use active acknowledge-

ments. This is usually achieved by setting a field in the packet header that indicates to

node j that node i requires confirmation of reception. Node j can then unicast a short

packet to node i providing this confirmation. That ACK packet can either be empty,

or contain a given packet id, in case many pending packets are waiting for confirmation.

Both of these ACKs can be provided at the data link or network layers. WRP’s MANET

grade is practically identical to that of DSDV (see table 2.7), as their mechanisms are very

similar.

2.7.1.3 Source-tree adaptive routing (STAR)

Departing from the traditional DBF approach, Garcia-Luna-Aceves et al. introduced the

STAR protocol [40]. In this paper, the authors remark that proactive protocols produce

notoriously more control packets than their reactive counterpart. This created a notion

in the community that they were significantly less efficient. The goal of STAR was to

design a proactive protocol that rivals reactive protocols in their efficiency of control traffic.

Unlike previous protocols, STAR uses a link-state metric to guide its routing decisions,

rather than distance vector. Protocols that rely on this technique track the properties of

virtual links between nodes, such as signal strength, per-hop latency, and packet drop rate.

To achieve its efficiency goals, each node in STAR only keeps partial topology informa-

tion: A list of links to its immediate neighbours, and a source tree. This source tree is the

set of preferred links along all possible paths from the current node, to every destination.

This partial topology is periodically beaconed using Link State Update (LSU) packets. To

maximise the utility of these packets, but reduce their size, most LSU packets contain as

many link updates as possible (partial update). If too many updates are detected for a
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single LSU packet, it can be further broken down as needed. Periodically, nodes transmit

their full source tree (full update), even if no updates are detected. This is necessary to

break potential routing loops, to onboard new nodes joining the network, and specially

useful for initialising the protocol.

STAR (ORA)
Mobility: Limited

Mobility causes topology changes, triggering LSU updates, which can quickly overtake
the network.
Contention: Unrestricted
The use of partial LSUs diminishes the protocol’s bandwidth requirements, providing
slight improvements in its overhead and contention, but not significant enough to
improve its grade in this metric.

Power: Unrestricted
The reduced overhead also implies reduced power consumption. These changes,
however, are minimal to the overall operation of the protocol, which can still drain
the batteries from its units without transmitting a single data packet.
Scalability: Low
Topology updates are flooded through the entire network, preventing the protocol
from supporting anything but small size networks.

Table 2.8: STAR’s (ORA) MANET grade.

STAR (LORA)
Mobility: Viable

Topology updates are no longer reported immediately. However, they still need to
converge for the protocol to operate correctly, and this convergence is negatively
affected by mobility.
Contention: Controlled
The tracking of partial topology, use of partial LSU packets, and reduced control
traffic improve its contention grade with respect to the ORA version.

Power: Unrestricted
With the improved topology update rate, and smaller updates due to keeping partial
topology, I consider this metric to be borderline controlled. However, no direct power
considerations are made in the protocol to upgrade it.
Scalability: Low
On the higher-end of low, close to medium. Even if just partially, it still tracks the
network topology, causing the overhead to grow with the node count. Further, node
clustering can cause contention hot zones.

Table 2.9: STAR’s (LORA) MANET grade.

On initialisation, the source tree of every node is just the collection of links to its

neighbours, as detected by the link layer (a one-hop tree). As nodes receive the first LSU

from its neighbours (containing the links to its neighbours’ neighbours), it learns about

new destinations and choses the best links to reach them, thus growing its source tree (now
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a two-hop tree). This process continues until every node learns about every destination,

and has produced a tree of routes routed at itself. With this tree at hand, STAR uses

Dijkstra’s SPF algorithm [104] to calculate the best routes to all destinations.

The efficiency gained from keeping partial topology information (as opposed to full

topology) is marginal at best. STAR’s authors recognised that the real source of inefficiency

from previous DBF-based algorithms is the rate of control traffic updates. To address

this, STAR can operate in two different modes. Optimum routing approach (ORA) mode,

which seeks to update the routing tables as quickly as possible, and produce optimal routes

based on any of the link-state metrics. And least-overhead routing approach (LORA)

mode, which seeks to provide viable paths, regardless of their optimality, and produce as

little control traffic as possible. The selected operation mode changes the performance of

the protocol drastically. Under ORA, link changes to the partial topology are reported

immediately (like DSDV and WRP). Under LORA, however, a node only reports changes

to its source tree when either a destination is no longer reachable due to them, when a new

destination becomes available, or when it detects these changes can induce a routing loop.

The authors also recognise that all table-driven protocols up to that point adhered to the

ORA model, as they have been adaptation from wired-network protocols. The MANET

grade of both versions of the protocol can be found in tables 2.8 and 2.9.

2.7.1.4 Clusterhead Gateway Switch Routing (CGSR)

The protocols discussed so far had what is considered a ”flat view” of the network. That

is, all nodes are considered to be peers, of equal importance and no real distinction in

their roles. Chiang et al. had a different approach in mind, which they introduced in their

CGSR protocol [30].

The design goals of CGSR are to reduce routing overhead and spectral pollution, in

order to support larger network sizes. The primary mean used to reach this goal is the

use of clusters : non-overlapping virtual areas that divide the entire network. Each node

belongs to exactly one cluster and can only communicate directly with members of the

same cluster. If a mobile node crosses cluster boundaries, it switches membership to the

new cluster. Conversely, each cluster has a clusterhead node, which is elected among its

peers, and oversees the cluster’s operation. Nodes at the border of a cluster area are called

gateways, and they coordinate with the clusterheads for inter-cluster communication.

Ideally, adjacent clusters are configured to non-overlapping radio channels to prevent

interference. Inside the cluster, all nodes communicate with a protocol very similar to

DSDV and flood topology data regularly. The flooding, however, does not cross cluster

boundaries, which enables CGSR to support larger network sizes.

All clusterheads keep a member’s table, which they exchange with other clusterheads

periodically. So when a node wants to communicate with a node in another cluster, its
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CGSR
Mobility: Viable

Even though the intra-cluster protocol is DSDV, the propagation of changes induced
by mobility is capped at the cluster limit. Further, while nodes remain within their
cluster, their inter-cluster reachability remains unchanged.
Contention: Controlled
This metric is dominated by node density. A high node density in any cluster would
collapse it. However, if all clusters are in a workable state, the use of multiple radio
interfaces/channels localise the medium contention at the cluster level.

Power: Unrestricted
As with other proactive protocols, the power consumption is dominated by the radio
operations. CGSR still runs DSDV on top of its own inter-cluster protocol, making it
very power hungry.
Scalability: Medium
The cluster-level isolation allows the protocol to extend over large geographical areas
and supporting a high number of nodes, but it is very susceptible to node-density
contention. Further, the clusterhead is a significant bottleneck for inter-cluster
communication.

Table 2.10: CGSR’s MANET grade.

clusterhead can calculate the route. These are shortest-path routes made of clusterhead

and gateway nodes.

Further, CGSR supports (and almost recommends) the use of multiple radio interfaces

per node. This extension allows nodes to belong to more than one cluster simultaneously,

and enables gateway nodes to more effectively forward traffic across clusters. Without

multiple interfaces, gateway nodes need to switch their configured radio channel dynamically

to communicate with adjacent clusters, which the authors admit is not ideal. CGSR’s

MANET grade is given in table 2.10.

2.7.1.5 Fisheye State Routing (FSR)

Similar to CGSR, the FSR protocol [51], by Pei et al. takes a hierarchical (i.e. non-

flat) view of the network. FSR is a link-state protocol uses hierarchies to control the

dissemination of topological data. It is based on the concept of the eye of a fish, which

captures a great level of detail near its focal point, and the detail dilutes the further away

from it. This concept is implemented with concentric areas/hierarchies around every node.

For a given node n, the focal point is the hierarchy that contains all nodes one hop away.

The next hierarchy consists of all nodes that are at most two hops away. Finally, the last

hierarchy consists of all nodes more than two hops away from node n.

Nodes in FSR disseminate topological information periodically, rather than as a reaction

to changes. These update packets contain the link-state data of a given hierarchy only,

and use sequence numbers to avoid routing loops. The frequency for which a hierarchy’s
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data is disseminated is directly proportional to how close it is to the node. Further, these

packets are not flooded. They are broadcast to all immediate neighbours, who process the

updates and then discard the packet. Thus, every node has very detailed and fresh data

regarding the topology close to it, and a less accurate view of nodes further away.

FSR
Mobility: Viable

On the higher end of viable, closing to friendly. Mobility triggers no operations,
and its greedy-routing-based routes do not break because of it. However, topology
information is slow to reach the outer hierarchy. At higher mobility rates, routing
would be unfeasible.
Contention: Controlled
The protocol’s hierarchies severely mitigate the contention created by flooding the
topology updates. However, it is still susceptible to high contention in node-dense
scenarios.

Power: Unrestricted
While the protocol’s overhead is heavily optimised when compared to other link-state
proactive protocols, all nodes still constantly flood their topology information.
Scalability: Medium
Most control traffic is unaffected by the size of the network, as it is localised. However,
node density is still a major limiting factor.

Table 2.11: FSR’s MANET grade.

Route calculation in FSR is done with a shortest-path approximation. That is, nodes

calculate shortest-path routes normally with the topological data they have, even though

they know it might not be entirely accurate. This approach works because routing decisions

are performed greedily. At every node, a decision is made regarding which is the best next

hop for reaching the intended destination. So while the first hop might not be ideal, the

closer the packet gets to its destination, the more accurate data gets to make routing

decisions.

Simulation results by the authors show FSR scales well with network size and mobility,

even though it’s a proactive protocol. This performance, however, is subject to some

observations. Firstly, the number of hierarchies and their radius need to be adjusted to

network size. Secondly, while lower overhead is great, if link-state data propagates too

slowly, routing will not work. The greedy forwarding depends on the assumption that

link-state data at all nodes is accurate enough to get the packet closer, and not farther

away from its destination with every hop. See table 2.11 for more details.

2.7.1.6 Greedy Perimeter Stateless Routing (GPSR)

Another notable greedy protocol is GPSR [48], by Karp et al. In this paper, the authors

make the observation that the dominant factors in scaling a routing algorithm for MANETs
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are the number of nodes, and the rate of change in the topology of the network. In order

to remove this susceptibility from their protocol, they chose a location-aided approach. By

assuming each node is equipped with a Global Positioning System (GPS) device that can

inform it of its real-time position, they forego the dissemination of topology data.

Instead, this protocol depends on a location service called the Grid Location Service

(GLS [50]). Under GLS, each node choses a set of nodes from the network to act as location

servers for it, to whom they report their location periodically. The algorithm for choosing

them relies on the id of the nodes and concentric hierarchies (much like FSR). At each

hierarchical level, three nodes are chosen as location servers, such that the closer one gets

to a node, the more location servers can be queried for its position, but even nodes far

away from it can learn its location. When node A wants to find out the location of node

B, it uses the same selection algorithm to find B’s location servers, and queries the closest

one for the location. This enables all nodes in the network to find out the position of every

other node at any point in time.

GPSR
Mobility: Viable

While the routing protocol is practically unaffected by mobility, a high mobility rate
would severely affect the underlying GLS protocol.
Contention: Controlled
The contention created from the routing protocol is minimal, however, the GLS still
uses a form of controlled flooding.

Power: Unrestricted
No considerations are made for power consumption, and GLS performs periodic
flooding.
Scalability: High
While the number of location servers per node grows with the node distribution,
which increases the overhead, it does so at a sub-linear rate. No other operations are
affected by node count or density.

Table 2.12: GPSR’s MANET grade.

The state kept by each node to support GPSR is quite small, as they only keep track of

the position of their immediate neighbours, which they obtain regularly through beaconing.

Thus, route calculations become very simple. When a source node (s) wants to send

a packet to a destination node (d), it queries the GLS for the coordinates of d. Using

Euclidean-distance calculations, s determines which of its immediate neighbours is closest

to d, and forwards the packet to it (greedy forwarding). The process repeats at each node

until the packet reaches its destination. The protocol is conceptually quite similar to FSR,

but it uses location data instead of link-state data. The experiments compare it against the

reactive protocol DSR (see section 2.7.2.2), and indicate that GPSR incurs less overhead

than DSR in most scenarios. See table 2.12 for further analysis of its performance.
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2.7.1.7 Distance Routing Effect Algorithm for Mobility (DREAM)

Another notable location-aided protocol is DREAM [37], by Basagni et al. Like GPSR,

all nodes are expected to have a GPS device that they use to get their real-time position.

Unlike GPSR, though, it follows a more traditional proactive approach, in which all

nodes periodically flood their own location through the network. Instead of building a

connectivity map of the network to make routing decisions, nodes utilise the locations

flooded by each potential destination. In order for this approach to work, DREAM relies

on two key observations about the temporal-spatial distribution of nodes in the network:

• Distance effect - The further apart two nodes are, the slower their positions change

relative to each other.

• Position propagation rate - The rate at which a node broadcasts its own position

to neighbours must be proportional to its own velocity.

The distance effect means that nodes further away from a given node n do not need

to be updated about its position as frequently as those closer. Therefore, two position

update packets are used. Short-lived packets, that have a smaller lifetime and traverse only

a short distance away from its origin. And long-lived packets, which conversely have a

lifetime and are meant to inform nodes further away of the general direction of node n.

Both types of packets are designed to be very small in order to have short transmissions,

which drives radio collisions down and aids in keeping power consumption low.

All nodes keep a Location Table (LT), which is populated by the reception of location

update packets. Upon reception of such a packet, an entry in the LT is created or updated

with the node identifier, its position, its distance to the current node, and its direction,

which is calculated via its polar angle. This direction is subsequently used for routing

decisions.

When a node n wants to send a data packet to node d, it consults the LT to get the

distance, direction, and optional velocity of d. Then, node n estimates a ”cone” of angle

α rooted at itself and bisected by the line segment of the Euclidean distance between n

and d, such that given d ’s estimated velocity, it is very likely within that cone. Using α,

n gets a list of immediate neighbours in that direction, and forwards the data packet to

them. The process repeats at each node, greedily, until the packet reaches its destination.

This forwarding principle is very similar to that of FSR, in which the initial decision is

known to be an approximation, with an expectation to improve at each hop.

It is worth noting that, unlike other location-aided protocols, DREAM has a natural

resistance to GPS inaccuracies, since the position of a node is not as crucial as its relative

direction from other nodes. However, the protocol does depend on nodes knowing their

own velocity. If this is estimated by sampling the GPS over time, that may lead to
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DREAM
Mobility: Friendly

While the routing protocol is practically unaffected by mobility, a high mobility rate
would severely affect the underlying GLS protocol.
Contention: Controlled
On the lower end of controlled. While most control packets are localised, the rate
at which they are transmitted grows directly with mobility rate. However, the short
transmission time of these packets lowers the collision window for each one.

Power: Controlled
The control messages are designed to be short bursts that consume less power. The
periodic beaconing also slows down as needed when the nodes slow down.
Scalability: Medium
On the higher end of medium. Most control traffic is localised, so neither node density
nor count have a strong impact on the network’s performance. Network size is limited
by the flooding of position updates.

Table 2.13: DREAM’s MANET grade.

significant protocol misbehaviour. This, of course, can be mitigated by equipping the

nodes with accurate velocity sensors, which are more common today than they were when

the protocol was published. DREAM’s MANET grade is provided in table 2.13.

2.7.1.8 Optimised link-state routing (OLSR)

One of the most prominent proactive protocols in existence is OLSR [54], by Jacquet et

al. OLSR goes back to the core premise of proactive protocols by performing aggressive

route calculations based on link-state topology information, but making the right design

choices to mitigate the shortcomings of this approach. In a nutshell, the protocol calculates

shortest-path routes by using the network topology information kept at all nodes. The

topology information is periodically flooded by most nodes (but not all). The key about

the protocol is how that topology data is flooded.

All nodes in the network periodically exchange hello messages with their immediate

neighbours. These hello messages contain a list of the known immediate neighbours of

those neighbours. Which means all nodes are informed of the topology of their respective

neighbourhood up to two hops away. Equipped with this information, each node selects a

minimum set of its one-hop neighbours such that all two-hop neighbours are reachable

by them. These nodes are called Multi-Point Relay (MPR) nodes. In each hello message,

nodes indicate which neighbours they have selected as MPRs. The selected nodes keep

track of this as well, and the set of all nodes that have selected a given node as an MPR is

called its MPR selector set. This is useful information because it can be seen as ”the set

of nodes through which a given node can be reached”.

The second type of periodic messages sent by nodes are called topology control (TC)
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OLSR
Mobility: Limited

The MPR nodes create a network spine through which most traffic flows. Link breaks
cause by mobility of any of those nodes carries a significant overhead.
Contention: Controlled
The use of MPR nodes reduces the propagation of control traffic significantly. How-
ever, link breaks of these nodes still need to be propagated, and may even lead to
synchronised contention events.

Power: Unrestricted
No power-consumption considerations are made.
Scalability: Medium
Hello messages are localised, but their rate and size are a function of node density.
The number of MPR nodes and their maintenance overhead is affected by network
size.

Table 2.14: OLSR’s MANET grade.

messages. These messages contain the nodes MPR selector set, and are only forwarded by

MPR nodes at each hop. Thus, nodes can construct a connectivity graph of MPR nodes

that guarantee all other nodes are reachable by. When constructing routes, these routes

contain only MPR nodes.

Further, OLSR seeks to control its overhead by sending control messages periodically,

rather than as a reaction to link breaks. These control messages can be split into smaller

updates as needed to save bandwidth, and make radio transmissions shorter. Further

analysis of OLSR’s performance is provided in table 2.14.

OLSR has been very well received by academia and industry through the years. The

protocol reached a level of maturity sufficient to be accepted as an internet standard [65],

and has several implementations for various operating systems. However, it is not without

faults, and has been reported [101] to not work well with high mobility or in scenarios in

which the MPR set of nodes changes frequently. It has received several updates through the

years to address its shortcomings, culminating in a second major version of the standard

(OLSRv2) [123] published in 2014.

2.7.1.9 Better approach to mobile ad hoc networking (BATMAN)

The last proactive protocol to be reviewed in this section is BATMAN [101], by Johnson

et al. This is a very interesting protocol for various reasons. Firstly, instead of using

simulation as most academic work, this protocol was developed using a large testbed of

300 hardware nodes in the city of Berlin. Secondly, it was created as a direct reaction

to the shortcomings of OLSR experimented by its authors when attempting to create a

community network. And finally, its design is quite simple, yet sophisticated, and very

different from all other protocols reviewed so far in this chapter.
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Instead of distance vector, link state, or location-aided techniques, this protocol uses a

stigmergic1 approach for route building, inspired by other processes in nature such as ant

colonies. The core of its operation is the flooding of originator packets. These packets are

produced periodically by all nodes, and include the id of the originator node, the id of

the last node to forward it, and a sequence number for freshness. Upon reception of these

packets, nodes keep count of how many of them they have received for a given destination

in the current sliding window (configurable time window), and the node through which it

was received.

BATMAN
Mobility: Friendly

Mobility does not trigger any actions or affect the protocol’s operations. A high degree
of mobility can make the forwarding decisions at each node less accurate, but this is
not a problem as long as they get the packet closer to the node after each hop.
Contention: Controlled
On the lower-end of controlled, since the overhead is significant; however, no network
conditions cause the overhead to grow or scale.

Power: Unrestricted
Control traffic grows quadratically with size, although node density is not an issue.
Scalability: Low
Hello messages are located, but their rate and size are a function of node density. The
number of MPR nodes and their maintenance overhead is affected by network size.

Table 2.15: BATMAN’s MANET grade.

When data packets need to be sent, instead of calculating full routes, BATMAN

uses a greedy approach and forwards the packet to the best candidate node to reach the

intended destination. The best candidate in this case would be the immediate neighbour

through which the highest count of originator packets have been received for the intended

destination in the last sliding window. This process is repeated at each node until the

packet reaches its destination.

This simple design does not specifically account for edge cases in topologies that could

create temporary routing loops, or what happens in periods of congestion when originator

packets do not flow as freely. Their experimentation in the 300-node testbed comparing

BATMAN with OLSR indicate the former has a higher throughput, support for a larger

number of nodes, more efficient use of resources and a constant routing overhead (as

opposed to OLSR). BATMAN’s MANET grade is given in table 2.15.

1A nature-inspired mechanism of indirect coordination between agents through an environment.
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2.7.2 Reactive protocols

The tradeoffs made by this protocol family are opposite to those of their proactive

counterparts, as they favour resource efficiency over packet latency, and thus, only calculate

routes for destinations when they are needed. These protocols are characterised by the

use of the query - response mechanism for route procurement. This mechanism consists of

two stages: A route discovery (query), and a route response.

A route discovery is the process through which a node finds a suitable path from itself

to an intended destination. It is commonly achieved by flooding a route discovery packet,

which allows the protocol to probe all available and connected paths in the network from

the source. The response phase of the route procurement operation is triggered once the

discovery packet reaches its intended destination. This phase involves the complimentary

process of finding a route from the destination to the source, which can be done by

recording the path taken by the packet to reach the destination (route accumulation),

flooding again, or other means. A route between two nodes is considered to be established

when the source node receives the route response notification from the intended destination,

at which point data packets can begin to flow.

Route discoveries are considered expensive operations. They require computational

and spectral resources and add additional latency to data packets, which incentivises

protocols to maximise their usage for as long as possible. To this end, some protocols

rely on route-maintenance processes to avoid an early teardown. These processes usually

involve the use maintenance control packets to make sure the expected links are still valid.

Once a route is no longer needed or it becomes unavailable, these protocols usually initiate

a route teardown process.

Similarly to their proactive counterparts, the main difference among reactive protocols

is how they procure, maintain and teardown routes. The design of these phases can vary

significantly, leading to different levels of resource usage and performance. The main

drawback on these protocols is around the route discovery process. While the initial

latency cost introduced by the discovery process is amortised through the extended use of

the route, some applications might not be able to tolerate it. Further, concurrent flooding-

based discovery process can lead to high medium contention and network congestion, both

of which are highly undesirable. Thus, the suitability of these protocols to any given

application will depend on how judicious they are in mitigating both these factors. The

following are some of the most relevant protocols in this family.

2.7.2.1 NP

One of the earliest published reactive protocols is NP [25], by Corson et al. The protocol

itself is one of the most basic implementations of how reactive protocols operate, as

described in section 2.7.2. It operates based on two principles: nothing is calculated
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before it is needed, and shortest-path routes are not that important, since all routes

can break at any moment due to mobility or a changing environment. It also uses link-

state measurements for route calculation, and it keeps track of the state of links to its

immediate neighbours (which is unassigned by default). Further, this state is assumed to

be provided by the link layer protocol in place, and does not define any packets to probe

its neighbourhood.

The protocol defines three different control packets: query (QRY), reply (RPY), and

failure query (FQ) packets. When a node needs a route to a destination, it floods the

network with QRY packets that include the id of the destination. All nodes processing

a QRY packet check first if they have a route established to the destination. If they do,

they construct a RPY packet and send it over the link through which it received the

QRY, pruning the route discovery. If not, they forward the packet over their unassigned

links. As the QRY packets are forwarded, the link states to those nodes are changed to

downstream (upon confirmation of reception, provided by the link layer). When a QRY

packet reaches its destination, a RPY packet is constructed and sent to the originator.

There is no assumption about the directionality of the links, so the RPY can flow through

a different path altogether, changing the direction of the links as it flows. When the

originator receives a RPY packet, data packets can start flowing.

FQ packets are broadcast by a node when it has lost all of its routes due to link failures.

It is used to signal to other nodes that they should no longer route through it, but it can

also be replied with a RPY to indicate to that originator node that it does in fact have

remaining downstream neighbours.

NP
Mobility: Viable

Mobility does not trigger any operations. However, the routes have a strict sequence,
and having two paths for the same route (downstream and upstream) means mobility
in either side can break the route, even if packets are only flowing on the other side.
Contention: Controlled
The reactive nature translates in naturally lower overhead in most scenarios, reducing
the window for contention. However, if multiple routes are being queried simultane-
ously, the concurrent flooding can be problematic, and only gets worse with size.

Power: Unrestricted
No power considerations are present.
Scalability: Medium
Query operations are flooded, which limits the size to which the network can grow.

Table 2.16: NP’s MANET grade.

The protocol is simple in nature, but covers all the basics of a reactive protocol. While

it does not make attempts to create shortest-path routes, they do mention that the shortest

path is often the route created, as it emerges naturally. Finally, while the RPY packets by
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intermediate nodes might reduce the overhead of route discovery in some cases, it can also

be a false positive for a route that is no longer available and in the processes of winding

down. NP’s MANET grade is provided in table 2.16.

2.7.2.2 Dynamic source routing (DSR)

The DSR [27] protocol, by Johnson et al. is one of the most influential reactive protocols

published, and one that is often used as a baseline comparison. At large, the protocol follows

the general query - response model for building routes. However, it makes adjustments

through the entire protocol operation to achieve its two design goals: Lower routing

overhead as much as possible, and support high levels of mobility among its nodes. The

low overhead objective translates into operations that extract as much data as possible

from all packets, to avoid making unnecessary transmissions. The high mobility one

translates into two things: Knowing the data collected is only temporarily valid, and that

hop-to-hop transmissions need validation.

When a node orig needs to send a data packet to a given destination dest, it first

checks its route cache. Entries in the route cache are indexed by destination, contain the

sequence of nodes needed to reach it, and expire after a threshold. The route cache is

filled by standard query - response operations, but also by forwarding operations. When a

route has been established, and data packets are flowing, the full route is embedded in the

header of the packet. Thus, all forwarding nodes can extract this information to update

their routes to all downstream nodes. Optional optimisations to the protocol enable it

overhear all packets, and update its route cache based on the information contained in

them.

In route discovery, DSR uses a technique called route accumulation. When a route

discovery packet is flooded, all forwarding nodes append their id to the route record

contained in the packet. The route record contains the exact route followed to reach any

node receiving it. When the discovery packet reaches dest, if it assumes bidirectional links,

it could send back a reply by winding back the route record. Otherwise, it either checks

its own route cache or starts a route discovery process back to orig, in which it appends

the route record from orig to dest. The route is established when orig receives the reply

message with the route record it can use to reach dest. Just as with the NP protocol, the

discovery process can be pruned by an intermediate node with a valid route to dest.

DSR does not specify route maintenance packets. However, given the volatile nature

of routes in a setting with mobility, it performs its own maintenance via ACKs at every

hop. Depending on the particular network configuration, it can use link layer, passive, or

active ACKs as appropriate.

Finally, DSR encourages piggy-backing operations as appropriate. This technique refers

to the act of appending data or control packets to another packet that had to be sent, in
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DSR
Mobility: Viable

Mobility does not trigger any operations. However, the routes have a strict sequence.
Contention: Controlled
On the higher end of controlled. No control packets are used other than those for
route queries (which are flooded) and eventual route breaks. Some overhead might be
introduced by not guaranteeing route optimality, although the shortest path route is
often the first one to be discovered.

Power: Unrestricted
While the overhead is low, no considerations are made to lower the power consumption.
Scalability: Medium
Flooding of query packets limits the network size.

Table 2.17: DSR’s MANET grade.

order to avoid a second transmission. This can be used both for control purposes, such

as checking the end-to-end validity of a route by piggy-backing on a data packet. Or

accelerating data transmissions by appending a TCP SYN packet into a route discovery

packet. However, most of these optimisations are application dependant, and need to be

configured and tested for validity. DSR’s MANET grade is given in table 2.17.

2.7.2.3 Temporally-ordered routing algorithm (TORA)

Shortly after DSR was published, came TORA [34], by Park et al. Based on the NP

protocol (section 2.7.2.1), but with the objective of minimising the control packets used

in its operation, and with a different approach than DSR. TORA also uses the query -

response technique and keeps track of the directionality of links to form a DAG between

source and destination. However, it adds a new parameter: Each node has a height value

associated with it.

This new height parameter changes the way the entire protocol operates. Making an

analogy with the way water flows, data packets in TORA only flow downstream, from a

higher height to a lower height. The height values are calculated and set on route discovery,

and route failure operations. When a route discovery process succeeds, the appropriate

values for all nodes in the route are calculated and transmitted. Those calculations take

into consideration existing routes such that, all routes flowing downstream from a node

have lower heights. In order to make sense of these multiple topological changes, all packets

are timestamped, using either a logical clock, or a relying on synchronised hardware clocks.

When a node receives multiple updates messages, it orders them by timestamp in order to

arrive at the right height.

According to the authors, this protocol is best suited for large and dense mobile

networks. When link failures occur, only adjacent nodes are notified and react accordingly,

in order to keep mobility viable. Further, the protocol is not concerned with route
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TORA
Mobility: Viable

Mobility does not trigger any operations. However, the routes have a strict sequence.
Contention: Controlled
A flooding-based query process is used initially to establish routes, but it can later
use longer routes to new destinations (when possible) without the need of flooding
again. This, however, adds to the overhead of the non-optimality of paths.

Power: Unrestricted
Low overhead, but not a single consideration to power consumption is made.
Scalability: Medium
The main route establishment mechanism is flooding, which limits its scalability. It is
on the higher side of medium, though, as most of the other control operations are
fairly localised.

Table 2.18: TORA’s MANET grade.

optimality (e.g. shortest path), given that its assumptions of mobility mean that all routes

are short-lived, regardless of their length. TORA’s MANET grade is provided in table 2.18.

2.7.2.4 Associativity-based routing (ABR)

Another protocol from the early days, but one that is quite interesting, is ABR [35], by

Toh et al. One of the things that makes this protocol quite interesting, is not only the

techniques it uses, but its design goals. Its primary goal is to produce routes that are as

stable as possible, arguing that a longer but stable route is preferable to a shorter but

unstable one. In this context, stable refers to the estimation of a route’s prolonged ability

to forward traffic as needed. This prediction is informed by the quality of all links, the

workload, and the associativity of each node in the route.

The associativity of a node is a metric of its relative position stability with respect to

its neighbours. This associativity is calculated with the use of ”ticks”, which are periodic

link-layer messages that simply contain the id of the sender. All nodes keep track of the

ticks they receive from all neighbours. The higher the tick count for a node over a recent

period of time, the higher its associativity is considered.

The protocol’s route discovery process uses a query - response technique with accu-

mulation. The broadcast query (BQ) packet used for this purpose is flooded, and at each

node accumulates: Node id, associativity ticks, relaying load, and link propagation delay.

The associativity ticks and link propagation delay are both in relation to the previous

node in the route, and relaying load refers to the number of packets in the current node’s

queue. Because of flooding, the intended destination can get multiple copies of the BQ

packet that followed different routes. After receiving the first BQ packet for a given

route, the destination will wait for a period of time for further packets. Finally, it will

choose the more stable route among those discovered a send a route reply (REPLY). The

67



REPLY packet traverses back the discovered route, activating the relevant nodes. All

other discovered routes remain inactive.

ABR
Mobility: Viable

Bordering on friendly. The overhead cause by mobility is constant, moving nodes are
avoided when forming new routes, but they can still use other nodes for transmissions.
However, the routes formed still follow a strict sequence, and after being selected,
those nodes can move and break the routes without any mitigation.
Contention: Efficient
On the lower end of efficient. The route establishment mechanisms, which avoid
overloaded nodes, lead to a natural spacial distribution of the traffic which should
heavily aid in avoiding contention. However, the ticking mechanism can cause problems
on dense portions of the network.

Power: Unrestricted
No power-consumption considerations are made. The ticks can drain the batteries of
all nodes without data being transmitted.
Scalability: Medium
Route discovery relies on flooding, which does not scale. Further, the tick mechanism
can cause high contention in dense scenarios.

Table 2.19: ABR’s MANET grade.

By means of the associativity metric, nodes that are less likely (in theory) to move

and thus break the route are chosen. While this would translate to lower overhead due to

fewer route breaks, it is unclear if the associativity is a good metric for mobility prediction.

Further, while most link-layer protocols try to avoid poor links (just like ABR), few look

into spreading the routing load. By including the relying load in the metrics, nodes that

are ideally placed for multiple routes are not overloaded. This measure could also spread

the radio contention, leading to fewer missed transmissions. ABR’s MANET grade is

provided in table 2.19.

2.7.2.5 Location-aided routing (LAR)

Proactive protocols are not the only ones that looked into location-aided techniques, and

LAR [38], by Ko et al., is one of the most prominent examples. As with all previous

protocols, it is not just the techniques used that matter, but the intended goal to reach

with them. In the case of LAR, it aims to reduce the propagation of route request packets.

LAR works in a standard query - response manner, but instead of flooding the entire

network looking for a route to the destination, it only floods the request zone. The request

zone is a superset of the expected zone, which in turn, is a geographical zone in which

the source node expects the destination to be in. This estimation is dependant on the

last known position and velocity of the destination. If the destination D was last seen at
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position L at time t0 with a velocity v, then at time t1 (with t1 > t0), D is expected to be

within a circular area centred at L and of size π(∆v)2, where ∆ = t1 − t0. Given this, the

simplest algorithm to calculate the request zones would be a rectangle that fully contains

the expected zone of D, as well as the position of the source node.

When a route request is initiated, if the source node knows the last position and

velocity of the destination, a request zone (its coordinates are embedded in the packet);

otherwise, the request is flooded. All intermediate nodes calculate if their current position

in within the zone described in the packet, and if so, they forward the packet. Once the

request reaches its destination, it emits a reply that contains its current position and

velocity, to use for future route calculations.

LAR
Mobility: Viable

Routes created have a strict sequence, and high mobility rates break the expected-zone
heuristic.
Contention: Controlled
On the lower end of controlled. If the expected-zone heuristic is working, the contention
of the flooding can be significantly lowered. However, that also means rediscovery of
routes, which creates further overhead and contention.

Power: Unrestricted
No power-consumption mitigations are in place. However, having no passive traffic,
this is on the higher end of unrestricted.
Scalability: Medium
The main route discovery mechanism is still flooding, which does not scale well.

Table 2.20: LAR’s MANET grade.

Technically, this strategy to mitigate the overhead of the query - response process would

alleviate one of the main weaknesses of reactive protocols. However, it has a significant

weakness, as its usability and the performance of the network are at odds. The initiating

node has no way to know the intended destination’s position and velocity before having

flooded the network at least once. If a future discovery process is done, it now has the

relevant data to make an efficient route discovery. However, the data are only useful if

the time between discoveries is short enough that it is still relevant, and that would mean

the previous route was short-lived. If the time between discoveries is too long, the data is

useless to estimate the current position of the destination, and the expected zone might

encompass the entire network. The authors discuss the possibility of extensions to the

protocol to passively listen for all control packets in order to learn the positions of nodes

across the network, but there is no guarantee of the freshness of the data. As such, the

usability of the heuristic to reduce the route request propagation remains in question.

LAR’s MANET grade is listed in table 2.20.
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2.7.2.6 Ad hoc on-demand distance vector (AODV) routing

And lastly, the most cited protocol in MANETs: AODV [43], by Perkins et al. A departure

from his previous work (DSDV), Perkins recognises that a protocol with frequent control

message flooding does not scale well with network size, and that having a route for every

node almost always exceeds the needs of most nodes. However, he still holds the core belief

that route acquisition latency should be kept at a minimum, and he seeks to implement

that with this protocol.

As most other protocols in this family, AODV operates in standard query - response

fashion and utilises a distance-vector routing metric. For route discovery, it floods route

request (RREQ) packets until they reach the intended destination. As packets flow down

the network, intermediate nodes create upstream routes (i.e. back to the originator of

the route request). Route table entries at each node keep track of the next hop to that

destination, the sequence number (used in the same way as DSDV), and a precursor

list, which refers to all known nodes that use the current node to forward traffic to the

destination in question. All entries are only valid while active (i.e. actively forwarding

packets) and expire after an active timeout period.

Once an RREQ reaches its intended destination, an RREP packet is unicasted upstream

back to the originator. As this packet traverses down the network, intermediate nodes

perform the complementary actions to the RREQ and create downstream routes to

the destination. Once the RREP reaches the source node, all intermediate nodes have

appropriate route entries for upstream and downstream traffic, and the data flow can

commence.

An important aspect of the route procurement process of AODV is its distance-vector

metric. Every time a control packet is processed, the node checks the sequence number

of the originating node to make sure it only processes fresh packets. Further to that,

though, it checks the distance of the route in question, and if a shorter route to an existing

destination emerges, it updates its table to always use that shorter route.

AODV implements various optimisations for performance gains. The route discovery

process has a ring search feature to control the flooding of RREQ packets. Every RREQ

packet will have a time to live (TTL) set in its header (in number of hops) that starts

small, and decreases every time it is forwarded. If an RREQ fails, the source will retry

eventually with an expanded ring radius. While this feature can reduce the overhead of an

RREQ, it also goes counter to the objective of reducing route acquisition latency. AODV

also implements route discovery pruning, and any intermediate node with a valid (i.e.

active) route to the destination can produce an RREP, and optionally notify the intended

destination of this action. Finally, AODV utilises periodic HELLO messages for route

maintenance. While it supports passive and active ACKs to detect link breaks, it also

takes a proactive approach to link-break detection in order to mitigate its effect. Each
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AODV
Mobility: Viable

Its mobility potential is limited by the strict sequencing order of the routes it creates.
Contention: Controlled
On the lower end of controlled. It uses flooding for route discovery, although it can
be somewhat mitigated by the search ring. It also uses HELLO messages to maintain
routes, which adds to the overhead.

Power: Unrestricted
No power-consumption mitigations are in place.
Scalability: Medium
Flooding does not scale well with size.

Table 2.21: AODV’s MANET grade.

node keeps track of the last time it has received a packet for all active routes. All nodes

with at least one active route, periodically broadcast a HELLO message to its neighbours.

Thus, even if an active route has paused data traffic temporarily, nodes can verify the

link is still available. If a node has not received a packet from an active link (HELLO or

otherwise) for a given period of time, it assumes the link is broken. At which point, it can

attempt to repair the route with a partial RREQ, or report the breakage to all relevant

nodes with a route error (RERR) message. AODV’s MANET grade is given in table 2.21.

AODV has been immensely popular over the years. It has become one of the default

baseline protocols to compare against and matured enough to be standardised into an

RFC [71]. Further, relevant extensions have been created for it, such as AODV-PA [67],

which leverages the path accumulation technique from DSR. The interest in AODV

remains to this day, with an experimental RFC currently under review for its second

version (AODVv2) [150].

2.7.3 Hybrid protocols

The third and final family are the hybrid protocols, which, as the name suggests combines

aspects of both reactive and proactive protocols. This combination seeks to either mitigate

the shortcomings of one protocol family, enhance its effectivity, or both. Unlike proactive

and reactive, this definition is slightly looser, as no particular set of behaviours suffices to

qualify or disqualify a protocol as hybrid. Given this loose definition, hybrid protocols do

not exhibit common behaviours that make them better or worse suited for a given set of

scenarios.

It could be argued that most hybrid protocols follow a pattern of being either mostly

proactive or reactive, while adopting a technique from the other family to mitigate an

identified weakness of its own. An interesting question in this space would be what to

compare these protocols against, or what the right baseline is. Without a definitive answer,
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most protocols tend to compare against what suits them better and highlights their own

strengths. The following protocols are some of the most notable in this category.

2.7.3.1 Zone routing protocol (ZRP)

The first hybrid protocol for consideration in this section is ZRP [31], by Haas et al.

This protocol is loosely based on the concept of hierarchical protocols like CGSR, but

implemented in a ”flat” topology to avoid the overhead of clusterheads and gateways. The

design goal of the protocol is to support networks that cover a large geographical area,

and support any number of mobility velocities.

In order to achieve its goals, ZRP implements the concept of a zone, which for any

node, it contains all nodes r hops away or less from it. All nodes keep track of the full

topology of their respective zones by running a truncated version of DSDV within it.

Control messages do not propagate outside the zone to prevent the scalability issues of

DSDV.

When a node src needs a route to a node dest, it first checks within its zone and

uses the existing route created by the zone protocol. If it is not in its zone, then ZRP

switches to a query - response approach. Node src sends a query packet to the nodes at

the periphery of its zone (nodes r hops away). If dest is found in the zones of the periphery

nodes, a reply is sent back to dest. Otherwise, those nodes forward the query packet to

the periphery of their own zones, and so on until dest is found. Through the forwarding

process, route accumulation is used to learn the forwarding route, and it is included in the

payload of the response packet.

ZRP
Mobility: Viable

Mobility triggers topology-update packets, but their propagation is limited to the
zone.
Contention: Unrestricted
Bordering on controlled grade, this protocol suffers from the contention issues of both
proactive and reactive protocols. Unlike CGSR, this protocol does not implement the
use of separate radio channels/interfaces to isolate the contention of neighbouring
zones, so the truncated DSDV still produces massive amounts of contentions. Further,
while the query/response mechanism does not fully flood the network, it still does it
partially.

Power: Unrestricted
No power-consumption considerations are made.
Scalability: Medium
The slimmed-down version of flooding and controlled DSDV allow for support of
larger networks than DSDV. However, its performance can collapse with a high node
density.

Table 2.22: ZRP’s MANET grade.
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Their experiments compare ZRP to DSDV, and given that all nodes run a truncated

version of DSDV, it, of course, shows much less overhead than it. And while the zone

concept prevents the control packets from the truncated DSDV to propagate through the

entire network, it is unclear if that is enough cover large geographical areas. Further,

running a variation of DSDV, which implies broadcasting all changes to network topology,

seems to run counter to supporting high mobility rates. ZRP’s MANET grade is listed in

table 2.22.

2.7.3.2 Zone-based hierarchical link state (ZHLS) routing

The ZHLS [41] protocol, by Joa-Ng et al. expands on the concept from ZRP. The protocol

can be summarised as a hierarchical version of a common Link-State Routing (LSR) [78]

protocol that is location aided. It depends on the core concept of a zone map, which

divides all geographical locations in non-overlapping zones with distinct ids. By using

a GPS device and having a copy of the zone map, all nodes can identify the zone they

currently belong to.

General operations of ZHLS are quite similar to ZRP: proactive routing is done within

a zone, and reactive routing is used across zones. Within each zone, all nodes run a

variation of an LSR protocol. Nodes periodically broadcast a link request packet, and get a

link reply from all immediate neighbours. These packets contain the node’s id and zone id.

With it, each node builds their LSP, which is a list of the ids of their same zone neighbours,

and the zone id of their different zone neighbours. These LSPs are periodically flooded

within their respective zones, in such a way that all nodes in a zone have full connectivity

information of their zone, and what neighbouring zones are reachable through it.

After the initialisation phase of a zone (i.e. when all nodes in the zone have the full

node LSP data), all nodes build a zone LSP. This zone LSP is simply the list of all

the reachable neighbouring zones of this zone. Once the zone LSP has been created, all

gateway nodes (i.e. nodes that neighbour with at least one zone) broadcast this zone LSP.

This zone LSPs are forwarded across zones, in such a way that eventually all zones know

the full inter-zone connectivity. Further to this, the shortest-path algorithm is used to

create both intra-zone and inter-zone routes.

When a node needs to send a packet outside of its zone, it sends a location request

packet to all other nodes specifying the node id. The packet will be forwarded at the inter-

zone level to all other zones, until it reaches the zone containing the intended destination,

and a reply is generated. When the zone id is learned, data packets containing both zone

and node ids can flow using the inter-zone and intra-zone routing tables.

Just as with ZRP, ZHLS evaluates the performance of their own protocol against the

pure version of their intra-zone protocol (LSR). And just as with ZRP, the results favour

ZHLS. And while the inter-zone routing is flexible as long as the inter-zone connectivity is

73



ZHLS
Mobility: Viable

Mobility is limited by its routes’ strict sequences.
Contention: Controlled
If the zone map contains sufficiently small zones, the overhead from running the LSR
protocol should be contained. Still on the lower end of Controlled, though.

Power: Unrestricted
No considerations are made in this regard. Further, the constant control overhead
that happens even in the absence of data packets can drain all nodes.
Scalability: Medium
Depends heavily on the size of the zones. Very dense zones will cause the LSR protocol
to collapse.

Table 2.23: ZHLS’s MANET grade.

not broken, it is unclear how the performance or overhead of this protocol fare against a

purely reactive protocol. The MANET grade for ZHLS is given in table 2.23.

2.7.3.3 Core-extraction distributed ad hoc routing (CEDAR)

The CEDAR [45] protocol, by Sinha et al., is quite different from the previously analysed

protocols. The design goal for CEDAR is to provide routes for all nodes that can offer

quality of service (QoS) guarantees. In order to meet this goal, it runs a core-extraction

algorithm that forms the basis of all routes.

In a nutshell, the core-extraction algorithm consists in finding a (ideally minimum)

dominating set among all nodes to act as the core. A dominating set refers to a set of

nodes such that they can form a connected graph among themselves (no isolated nodes)

and that all other nodes of the network are neighbours of at least one core node. Upon

startup, the first stage of the protocol is to extract this core. Once the core nodes are

selected, they periodically flood the state of their links, testing for loss rate, bandwidth

and stability. From these links, they select the good links (according to the configuration),

and flood that data to other core nodes. The bad links, on the other hand, are only

advertised locally, such that they can be used if needed, but that nodes further away do

not rely on them. The core-extraction algorithm is rerun periodically.

All non-core nodes are assigned a dominator node. This dominator node is a neighbour

that is part of the core, and all traffic to and from the given node will flood through its

dominator. The dominator node for a node can be switched at a later point in time if

link-quality changes, or the dominator becomes overloaded. When a node n needs a route

to a node dest, it queries its dominator (Dom(n)). Dom(n) will then proceed to do a

query - response search for the dominator of dest (Dom(dest)). This route search through

the core may produce multiple routes, and the selected route will be the one that suffices

for the bandwidth requirements specified by n.
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CEDAR
Mobility: Limited

The protocol depends entirely on the existence of a stable CORE. Link breaks from
any of those nodes trigger recalculations, and if several of them are on the move
simultaneously, the protocol becomes inoperable.
Contention: Controlled
The QoS properties of this protocol mean that it can avoid building routes through
overloaded nodes. However, topology changes can trigger massive amounts of syn-
chronised control traffic.

Power: Unrestricted
No power considerations are present.
Scalability: Medium
Depending on the core-extraction algorithm used, the decisions can be either fairly
local, or extend to the entire CORE. The larger the network, the larger the core
needed, and the more complex its calculation becomes.

Table 2.24: CEDAR’s MANET grade.

While the proposed solution may certainly work to offer QoS guarantees, it is easy to

see how in an environment with relative mobility that produces multiple link breaks, the

core-extraction algorithm might easily overtake the traffic from the network. CEDAR’s

MANET grade is provided in table 2.24.

2.7.3.4 AntHocNet

AntHocNet [76], by Di Caro et al. is protocol inspired by natural processes, that relies on

a stigmergic data collection strategy (like the BATMAN protocol). As the name indicates,

this protocol is inspired by the way ants do path exploration and leave pheromones on

their way to signal to other ants what path to follow. Unlike the other protocols analysed

in this section, which consistently run a proactive process in order to later make better

reactive routing decisions, AntHocNet is primarily reactive.

As other (primarily) reactive protocols, AntHocNet makes no calculations or trans-

missions until it is part of an active route. When a node src requires a route to a node

dest, it starts by sending reactive forward ants (RFA). These ”ants” are a route discovery

packet that is flooded through the network. RFA packets use path accumulation, but at

each node they perform further calculations. Specifically, they calculate a goodness value

at each hop, which is an estimation of how long it takes to relay a packet through the

recently passed link. This estimation uses the number of packets in the queue, as well

as the measured transmission delay. When an RFA reaches dest, it becomes a backwards

ant (BA), which traverses back through the accumulated path, once again updating the

goodness values of the links in the backward direction. Due to the nature of flooding,

multiple RFA may reach dest. Unlike other algorithms, AntHocNet accepts all RFAs,
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which start their traversal back to src (the multipath technique).

AntHocNet
Mobility: Viable

On the higher end of viable. While routes still have a sequence, it can have multiple
options at each hop (due to its multipath nature), which makes the impact of mobility
on them lessened.
Contention: Efficient
On the lower end of efficient. The protocol is held back in this regard by the use
of flooding, which can become expensive with multiple concurrent route discoveries.
However, its multipath technique also spreads the contention around the route branches.
Further, the PFA can create additional route branches as a data flow progresses, that
ultimately might prevent a route from breaking, and triggering a new route discovery.

Power: Unrestricted
No considerations regarding power consumption, although given the low overhead, it
should be close to controlled.
Scalability: Medium

Table 2.25: AntHocNet’s MANET grade.

Once the query - response process finishes, a route tree seeded at src and finishing in

dest is created. At this point, src can start sending data packets to dest. However, the data

packets do not follow a deterministic path. Given that at each node, there can be n different

paths to follow to dest, a data packet will choose a path i with probability G2
i /

∑i=n
i=0 G

2
i .

This ensures data packets heavily favours those paths with a higher goodness value, but

leave open the opportunity to spread the traffic among all available links, providing some

degree of load balancing.

Further, for every (configurable) N th data packet transmitted, src will transmit a

proactive forward ant (PFA). This PFA is a route maintenance packet that is transmitted

to recalibrate the goodness values of all nodes in a path, as well as potentially create new

alternative paths. It has probabilistic-forwarding rules similar to data packets, and updates

the goodness values at every hop. The difference in its forwarding rules are that it does not

use the squared value of the goodness (to make it more likely to select alternative paths),

and it always has a small probability to be broadcast, rather than unicasted downstream.

When a PFA is broadcast, it may reach nodes that are not part of that route. When that

happens, it probes them for an existing route to dest. If it finds one, it traverses back to

src to add this newly discovered path to the existing route to dest.

When evaluated against AODV, AntHocNet has higher delivery ratios, supports larger

workloads and a lower delay for route finding in non-trivial scenarios. The MANET grade

for AntHocNet is given in table 2.25.
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2.7.4 The battle of the protocols

Having reviewed the most significant MANET routing protocols from the literature, one

can finally compare them head to head in table 2.27. The requirement grades of each

protocol are presented with symbols for readability purposes. These symbols are explained

in table 2.26, and for all requirements, a higher grade is more desirable.

Symbol Meaning
L The lowest grade in the requirement.
 The intermediate grade in the requirement.
K The highest grade in the requirement.

Table 2.26: Protocol grade symbols.

Protocol Family Year Mobility Contention Power Scalability
DSDV Proactive 1994 L L L L
NP Reactive 1995   L  
WRP Proactive 1996 L L L L
DSR Reactive 1996   L  
CGSR Proactive 1997   L  
TORA Reactive 1997   L  
ABR Reactive 1997  K L  
ZRP Hybrid 1997  L L  
DREAM Proactive 1998 K    
LAR Reactive 1998   L  
STAR (ORA) Proactive 1999 L L L L
STAR (LORA) Reactive 1999   L L
AODV Reactive 1999   L  
ZHLS Hybrid 1999   L  
CEDAR Hybrid 1999 L  L  
FSR Proactive 2000   L  
GPSR Proactive 2000   L K
OLSR Proactive 2001 L  L  
AntHocNet Hybrid 2004  K L  
BATMAN Proactive 2008 K  L L

Table 2.27: Head to head protocol comparison.

An easy pattern to pick up from this table is the fact that most protocols make little

effort to mitigate their power consumption. While is doubtful the authors are unaware of

the importance of this metric, its effects are not as immediate as those of the other metrics,

making its relegation natural. However, the reduced medium contention associated to

protocols with lower overhead is quite likely to provide more power efficient operation. It

is also worth mentioning that a range of protocols exists whose design goal is to be power

efficient, but they are not in scope for this review.

77



Another interesting question raised by these results is the challenge of mobility. Not

only do very few protocols excel at this requirement as the protocol table indicates, but

the review shows that this core aspect of MANETs can collapse even highly sophisticated

protocols. Protocols like OLSR and CEDAR that build complex logical structures to

achieve their goals can be very effective in the right circumstances. But they become

inoperable in the presence of mobility, as the overhead of recalculating these structures

overtakes the network.

The last pattern from these results that I present to the reader is that of tradeoffs. We

can clearly appreciate in this table that no protocol excels at more than one thing. While

this analysis is subjective, it is fairly evident after this review that the focus on some

features that makes a protocol excel in some metric requires they sacrifice another. The

design choices that lead to prioritising one metric over the other should be aligned with

the applications intended for the protocol. However, a general-purpose MANET protocol

should be able to operate reasonably well in most scenarios. That is to say, it should be

able to delivery packets under varied conditions and not fully collapse when one of the

MANET properties is dialed up. Therefore, a general-purpose routing protocol should

aim to be more balanced in all MANET requirements.

In chapter 4 I will present my own routing protocol called Reactive Gossip Routing,

whose design is informed by the lessons learned from the analysis in this section. However,

before presenting my contributions, we take one last detour in the literature. It should

be clear to the reader by now just how important fault tolerance is to MANET routing

protocols. Naturally, I am not the first researcher to consider this, so in the last section I

will present a review of specialised MANET protocols focused on providing fault-tolerance

to the network.

2.7.5 Fault-tolerant protocols

As we reviewed the protocols in the last few sections, we considered them under the

premise I introduced in section 2.7 of promoting fault-tolerance through fault reduction.

That is to say, that a protocol would experience fewer faults the more it adapts to the

properties that cause them. However, that is not the only approach one can take to tackle

the problem of reliability in MANET routing protocols. Many researchers devoted their

efforts to designing solutions that would make their protocols resilient in the face of errors

or prevent them altogether. There are two general strategies that researchers take to

fault-tolerant protocols: Topology control, and logical redundancy. Each of these strategies

works on different premises, making them suitable for different scenarios.
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2.7.5.1 Topology control protocols

Fault-tolerance by topology control is predicated on the notion that routing faults in

MANETs come from the lack of diverse paths that is induced by undesirable topologies.

These protocols then aim to improve the effectivity of routing by removing the root cause.

Most of them focus on creating topologies that have plentiful diverse links between its

nodes, as this naturally creates diverse paths through the network. Naturally, MANET

topologies are transient, as they are affected by mobility, RF interference, obstacles from

the environment (vehicles, people, etc.), or even by power failure in nodes. Thus, topology

control algorithms face the constant challenge of handling these scenarios.

Basu et al. [75] present two such algorithms based on node mobility, which aim to

reconfigure an autonomous robot network in such a way that all nodes have links to at

least two different nodes. This configuration ensures that all nodes can support the failure

of at least one link without becoming disconnected (e.g. they are 2-connected). Their first

algorithm is called Contraction and works based on the premise of a näıve heuristic. By

having nodes disseminate their position through link-state updates, they can calculate the

centroid of the network and iteratively move towards it until their connectivity needs are

met. This simple but effective algorithm is better suited for networks running a link-state

routing protocol like OLSR or HSLS, and in which nodes are equipped with localisation

devices (e.g. GPS). However, it limits the mobility range of each node and requires a

supervisory layer to balance mission and connectivity needs.

Their second algorithm called MakeBiconnected is more sophisticated. It addresses the

problem by targeting the removal of cutvertices from the network, nodes whose connectivity

is such that it can partition the network if it moves or fails. This strategy involves moving

specific nodes closer to the cutvertices to produce redundant links in that portion of

the network. This reposition is done iteratively while being careful not to produce new

cutvertices.

Aside of the algorithms themselves, there are two interesting things to note in Basu’s

work [75]: Their choice to implement both algorithms as heuristic-based solutions, and

the application domain (mobile robots) that makes their solutions viable. The heuristic

nature is a consequence of the problem’s difficulty, as finding a minimum-cost k-connected

subgraph is an NP-hard problem [32], which is why many researchers in this area turn

to approximations to make this problem more tractable. The application domain focus,

while necessary for their case, is quite constrained for the many different applications of

MANETs. However, mobility is not the only way to control the connectivity graph of a

wireless network.

A different approach for topology control relies on a variable transmission range of the

nodes via power adjustments. Li et al. [70] follow this approach in their work, where they

present a model to calculate the required radio range for all nodes in a MANET such that
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the network is k-connected with high probability. A k-connected network is one in which

all nodes can withstand the failure of up to k − 1 of their links and remain connected

to the network. This model is based on the number of nodes (N) in the network and

predicated on them having a random distribution (Uniform or Poisson) at all times. The

resulting network topology offers multiple node-disjoint paths between any two nodes in

the network which provide an implicit degree of fault tolerance. An optimisation of their

model is also presented which allows the calculated subgraph to remain k-connected while

maintaining fewer links than the general model.

Li and Hou [88] tackle the same problem with a different strategy. They seek to maximise

the lifetime of the network (e.g. lower power consumption and medium contention) by

finding a minimum spanning tree (MST) that connects all nodes using the lowest aggregate

power consumption possible. They recognise the need for fault tolerance in their goal, as

such an MST would be liable to partition the network at the cutvertices. To address this,

they propose their Fault-Tolerant Local Spanning Subgraph (FLSSk) protocol, which

produces a k-connected MST. It achieves this by having nodes exchange HELLO messages

periodically that they use to adjust their transmission power. Each of these messages

includes the geographical position of the node, its maximum transmission power, and the

list of its current neighbours. Nodes use this information locally to maximise their own

reach while minimising power consumption and meeting their k-connectivity goals.

The ideas behind these topology control algorithms are interesting, since they seek to

provide the network conditions necessary for a routing protocol to operate with minimal

faults. However, their applicability is limited by physical constraints. If there are not

enough nodes in the network to provide the required redundant paths, these protocols

might not converge at all. The same applies to the node distribution, as there is a limit to

range of the node’s radios, and they might not be able to provide the desired topology.

2.7.5.2 Logical redundancy

A different approach to fault tolerance comes from the creation of logical constructs that

can withstand errors. Unlike the work presented in section 2.7.5.1, entries in this section

are actual routing protocols that aim to be fault tolerant by design. The aforementioned

constructs are based on techniques such as fault detection and estimation, and redundancy.

While these techniques are common, it is their correct use and combination that can lead

to significant improvement in a routing protocol’s effectivity.

Protocols that rely on fault estimation utilise the data they have gathered from

the system to make decisions that they expect would lead to fewer routing errors. An

example of such work is the End-To-End Estimation-Based Fault Tolerant (E2FT ) routing

protocol [80]. Authors of this work postulate that designing an efficient fault-tolerant

routing algorithm with low overhead and delivery-rate guarantees is an NP-complete
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problem, and therefore a solution can only be approximated. This on-demand protocol

consists of two stages, route estimation and route selection, and assumes nodes can acquire

multiple paths to a destination through mechanisms similar to those of DSR [27]. During

route estimation, a source node iteratively transmits multiple data packets through all of

its routes to a destination until the delivery rate of at least one route meets the required

delivery rate guarantee. Afterwards, the route selection process chooses the shortest path

among those that meet the delivery rate guarantees for all future transmissions to the

destination and drops the others.

Their simulations show delivery rate to be superior to DSR and on par with and

unspecified ”blind” multipath routing protocol. However, their protocol is inferior to DSR

in terms of overhead but superior to the blind multipath protocol, likely a consequence

of their expensive estimation period. Lastly, they disclose their evaluation scenarios only

cover static networks as they acknowledge the effectivity of their protocol suffers under

mobility.

Other estimation-based work includes the WEFTR [89] algorithm, which uses a binomial

distribution and an adjustable learning parameter to make the estimation phase smoother;

the BFTR [80] protocol, which addresses several of E2FT ’s issues by discarding the

estimation phase in favour of a rolling estimation process during a route’s lifetime; and

the LAFTRA [118] algorithm, which also employs a rolling estimation procedure but

enforced by a learning automata (LA) that avoids routes with faulty nodes. All of these

protocols make considerable estimation improvements but have their own shortcomings,

such as expensive estimation phases, false-negative node classifications, and significant

susceptibility to mobility.

Protocols that focus on fault detection accept the fact that errors will occur during

their operation, and instead focus on detecting them as quickly as possible and mitigating

their impact through different means. An example of such work is the Local Self-Recovery

Routing (LSR) protocol [93] protocol. This on-demand protocol based on DSR [27] uses

passive and active ACKs to constantly monitor for faulty nodes/links. Upon fault detection,

it buffers all pending packets for the route in question and starts a local redirection around

the fault.

This is achieved by defining a cone-shaped repair zone with its apex at the detecting

node and its bisector passing through the faulty node, which is then broadcast in a route

repair request (RRReq), as depicted in figure 2.8a. Nodes receiving this request reply

with an alternative path to the destination if they have one or forward the RRReq if they

are located within the repair zone (see figure 2.8b). This process effectively propagates

the RRReq around the faulty node/link, incurring only local overhead. To calculate if

they belong to the repair zone, nodes can either rely on location services (e.g. GPS) or

use relative distance estimations such as Time of Arrival [68]. In simulation results, it
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(a) Route redirection process starts.

S D

Established path Re-routed path Broken link

(b) Process continues around the fault.

Figure 2.8: LSR route redirection process

outperforms DSR in both throughput and overhead. However, both protocols are known

to be susceptible to faults through stale cached routes, a problem that is amplified linearly

with the rate of topology changes.

Lastly, the most common technique to improve the fault tolerance of a routing protocol

is to add redundancy to it in such a way that it could tolerate different types of failures.

The most common way this redundancy is implemented is through the addition of multiple

redundant paths to a route (multipath routing). However, redundancy can also be

implemented at the packet level by having the source node transmit each packet more

than once, in case one of these replicas fails to be delivered. While many mainstream

protocols feature a multipath variant, it should be noted that the incorporation of this

technique into a routing scheme does not guarantee fault tolerance in itself, as it can be

implemented in many ways to different effects.

S D

Path 1 Path 2

(a) Node-disjoint AOMDV route

S D

Path 1 Path 2

(b) Link-disjoint AOMDV route

Figure 2.9: Possible AOMDV routes

This diversity in implementation and results can be appreciate in analisying

AOMDV [57] and AODV-BR [49], two multipath variants of the popular AODV protocol.

While both seek to add fault-tolerance to their operation by implementing multipath

routing, their design choices vary significantly. On one hand, AOMDV modifies the AODV
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route discovery process to establish two link-disjoint paths (figure 2.9). The source node

selects the shortest of the two paths as the main one and forwards data packets through

it until a link error is detected, at which point it immediately switches to the backup

path without having to wait for a route repair or a new route discovery. These alternative

paths not only provide fault tolerance, but also promote spatial reuse of the medium

by spreading out the flows in the network. AODV-BR on the other hand adds multiple

backup links adjacent to the main path (figure 2.10), effectively creating multiple backup

paths for it. Thus, should the main path become disrupted at any level, the route has

many available alternatives to leverage.

S D

Main route Alternative route

(a) The fish-like structure of AODV-
BR routes.

S D

Failed link Alternative links

(b) Use of alternative-route links.

Figure 2.10: AODV-BR routes.

While both variations improve on the fault-tolerance of their base protocol, their design

choices strongly affect their tradeoffs. AOMDV gains spatial reuse on top of fault tolerance

to one link break, but both paths are as susceptible to disruption as regular AODV paths.

AODV-BR routes can tolerate multiple link breaks but features a high overhead, as the

support links are only used temporarily while the source node starts a new full route

discovery.

The effect of design choices between multipath implementations can also be observed

between SMR [55] and MP-DSR [58], both variations of the DSR protocol. Similarly to

AOMDV, SMR improves the route discovery of its base protocol by establishing two paths

in the same operation. The first query response to reach the source node is always deemed

to be the primary path, while the secondary path chosen is the one that is maximally

disjoint from the primary path (figure 2.11). Further, intermediate nodes no longer reply

with cached versions of routes to the destination, but they can now forward the same

query packet more than once, provided each one arrives through a different link. The

source node purges all routes from its cache that used a broken link after it learns of it,

and switches data traffic to the secondary path to the destination if it remains available.

MP-DSR [58] on the other hand seeks to add an alternative path to the destination to
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(b) Selected paths.

Figure 2.11: SMR route discovery.

every intermediate node of a route, rather than just to the source. Similarly to SMR, the

first query response for a given route discovery is established as the main path. However,

the destination only responds to subsequent queries for that route if they provide a link-

disjoint path to an intermediary node of the primary path (see figure 2.12). In this regard,

this protocol is quite similar to AODV-BR, as they both make every node resilient to a

one downstream link failure. However, the number of alternative paths created depends

on the topology, as it might not always support link-disjoint paths to the destination for

every node of every route.

S D

Main path Alternative paths

Figure 2.12: MP-DSR route.

Both of these variants improve on the fault-tolerance of DSR to a different degree and

with different effects. SMR’s modest improvements come not only from the backup path

but from discarding the query responses from intermediate nodes, given that their freshness

can not be guaranteed. It pays for this with a more expensive route discovery process that

could escalate into a broadcast storm, given that query packets can be forwarded multiple

times. MP-DSR boasts more significant improvements to its fault tolerance, given that

its routes now feature multiple redundant paths which it utilises for as long as it can.

However, this gains are contingent on whether the topology can accommodate the backup
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paths or not.

In conclusion, we can appreciate that while specialised solutions for MANET fault

tolerance exist in the literature, they are far from infallible. They all bring different

guarantees that are predicated on having the network and application meet specific

conditions. Further, many of them are as susceptible to mobility as some of the routing

protocols reviewed in section 2.7. This discovery not only informs the design of the routing

protocol I present in chapter 4, but the experimental conditions I use to evaluate the

fault-tolerance of various protocols. The next chapter describes the experimental procedure

and tooling I developed to this end.

85



86



Chapter 3

MeshSim: A new approach to

MANET protocol research

An essential aspect of all research endeavours is the choice of methodology and tooling

appropriate for the problem at hand. While I introduced my research problem and the state

of art around it in chapters 1 and 2 respectively, adopting their tooling and methodology is

not a clear decision. The source of this problem is that experiments in wireless networking

research are notoriously difficult. The breadth of techniques available for these experiments

go from purely analytical to complicated and expensive deployments, all of which are met

with mixed results.

Consequently, research in this area has long been done predominantly using simulation,

which seemed like an ideal balance between convenience, cost, and experimental quality.

However, as I mentioned in chapter 1, the work of Kurkowski et al. [83] raised serious

concerns with this practice. In this paper, they discovered that the results of the majority

of the peer-reviewed papers they considered in their study were simply not credible due to

poor experimental practices. Naturally, this is something I wished to avoid in my own

research.

This led me to consider what is it that made a MANET project successful? The

PRNET [5] and SURAN [16] projects were considered very successful and form the basis

of military communications technology to date. While it would be easy to attribute this

success to their massive funding, not all military MANET projects had the same fate [144].

But what the SURAN project did have, was comprehensive tooling and experimental

procedures that relied on multiple paradigms for success. This realisation motivated me

to look deeper into the matter, in order to make an informed choice for my own research.
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3.1 MANET research approaches

The reason why the tooling issue is so significant in MANET research as opposed to other

sub-areas of computer science is the nature of MANETs themselves. Ideally, when doing

systems research, one would measure activity of a real-world system deployment in order

to characterise it, understand it, and postulate theories about it. For research in wireless

communications, however, this can be prohibitively difficult, as any sizeable deployment

would involve dozens of participants, equipment, development of specialised tools, etc.

A common trade-off in this field is to forgo a degree of experimental fidelity in exchange

for more achievable experiments and higher experimental control. In this experimental

context, fidelity refers to how close is the chosen abstraction to the actual phenomena (e.g.

a real-world deployment), and control refers to the ability to isolate and manipulate the

variables affecting it. Thus, one can characterise the research approach taken in a project

by the choices made in the axes of experimental fidelity and control.

Experimental control AnalyticalReal-world

Less More

FidelityAnalytical Real-world

Lower Higher

Figure 3.1: Research approach axes.

The scale of these axes is relative and their limits are defined by other research

approaches, as seen in figure 3.1. Intuitively, one can see that the highest score in

the fidelity axis would be the observation and measurement of real-world phenomena.

Consequently, observation of real world phenomena scores the lowest in experimental

control, as any intervention in it would interfere with the results. On the opposite end

of both axes, we find theoretical formulations of a problem, likely given by a set of

mathematical expressions. This approach provides full control of the experimental settings

but lacks severely in fidelity, as it sits on top of multiple layers of abstractions of the

natural phenomena.

When placed orthogonally, these axes form a Cartesian plane that provides a useful

visual representation of the trade-offs provided by the most common research approaches

for MANETs, as seen in figure 3.2. The properties of each approach carries different

implications and might make them more or less suitable for different research endeavours.

In the following sub-sections, I will provide a more detailed view of the most common

approaches used in MANET research.
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Figure 3.2: Comparison of the most common MANET approaches.

3.1.1 Wireless testbed approach

Wireless testbeds are experimental setups in which an array of configurable wireless nodes

are used to test various layers of a networking stack. This research approach favours a

high-fidelity abstraction close to real-world deployments by using the same communication

links, but with a higher degree of control. Experimental fidelity suffers, however, as the

patterns of communication and topologies are synthetic and may not be representative of

of natural phenomena. Further, even sophisticated testbeds struggle to scale scale well,

and both mobility and natural background noise are very difficult to incorporate.

Testbed nodes vary significantly, ranging from the use of commodity hardware (e.g.

laptops with Wi-Fi cards), to custom-built computing units with software-defined radios

(SDR). The capabilities and complexity of these setups grow proportionally with cost.

The simplest testbeds use commodity hardware, are composed of a few nodes only, and

are used for simple network tests. These setups can usually be managed by a single

person. On the opposite end, the most complex setups can have hundreds of nodes and be

used for complex hardware and firmware evaluation, requiring a full team of people to

manage. These expensive nodes offer advanced capabilities such as support of variable

radio frequencies, power control schemes, and different radio-modulation techniques.

The benefits of using this approach are varied. But mainly, they provide high-fidelity

experiments within a controlled environment. This is a massive advantage over real-

world deployments as vehicles for research, not only because testbeds provide a faster

experimental turnaround, but because they allow for the creation of specific test conditions.
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For instance, a sophisticated testbed could be configured in such a way that most of the

radio links established are unidirectional. While this edge case would be very rare to

encounter in a real-world deployment, it would be very valuable to test a network stack

under such extreme conditions.

Figure 3.3: Radio ranges in wireless testbeds overlap significantly.

On the other hand, their primary drawbacks are that they can be costly and time

consuming to set up, they are subject to unexpected sources of experimental error, and can

generally be difficult to operate. In particular, topology control is a major complication.

Setups that utilise nodes equipped with SDRs can use power-control and radio-modulation

techniques to generate various topologies, but these units are costly and complex to use.

But when using commodity hardware, nodes have to be spread out geographically in

positions that lead to the desired connectivity lest their radio ranges overlap (see figure 3.3).

Given that the ranges of these radios tends to be between tens to hundreds of metres,

it becomes impractical to have testbeds with routes that are multiple hops long. A way

to address this is to configure the radios to lower transmission power in order to reduce

their transmission range. This, however, has its own issues, as some effects of radio

propagation and interference are hidden at this lower power output, which would reduce

the experiment’s fidelity. Of course, topology control becomes even more difficult when

introducing mobility.

Another major issue to consider in testbeds is radio interference. This interference can

be external (figure 3.4a), which can come from radio signals in the same band, or even

from adjacent radio-bands. This type of interference is particularly troubling when using
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Wi-Fi radios, as they operate in the ISM band [137], which is shared with other scientific

equipment and even household appliances. External interference can be mitigated by

using devices like a Faraday cage (figure 3.4b), but the radios inside the cage can produce

interference themselves via radio multipath propagation [69] (figure 3.4c).

(a) External interference in wireless testbed.
(b) Faraday cage keeps external interference at
bay.

(c) Internal interference caused by signal multi-
path.

Figure 3.4: Grid topology depictions.

Lastly, it is important to consider the drawbacks of testbeds when compared against

real-world deployments. While they both suffer from interference, these problems affect

testbeds disproportionally due to their design objectives. Real-world deployments assume

the environment is completely out of their control, and thus seek to collect information

and internal state of the nodes during their deployments, without external concerns.

The purpose of testbeds, however, is to introduce experimental control to high-fidelity

experiments, which forces them to account for interference in some way. Regardless of

their drawbacks, testbeds are invaluable tools for MANET research, and something that

all researchers would likely use to some degree if cost and complexity where no objection.

3.1.2 Simulation-based approach

Simulation-based research refers to the use simulation software to design the experiments

that validate or disprove a theory. These simulators are tools that abstract several
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aspects of a complex system to produce informed speculations about its behaviour under

different conditions. Simulators provide users the means to describe different scenarios and

conditions in which the entities of the system interact. Network simulators in particular

also propagate packets between the nodes over simulated radio channels, to which all

nodes react according to their configuration of protocol. These interactions are recorded

and aggregated into high-level metrics that dictate the success level of an experiment.

Simulations are incredibly helpful in the research of complex systems whose state is too

difficult or expensive to set up, execute, and analyse. A large-scale MANET deployment

experiment (real world or testbed) consisting of hundreds of nodes would be expensive,

difficult set up and execute, and almost impossible to replicate. But using a simulator,

not only is this easily achievable, but the experiment can be executed multiple times

with varying simulation parameters to examine the boundaries of the system. Further,

simulations can be written to test scenarios with complex interactions or a very large

scale, both of which would be unfeasible in deployments. They provide a convenient and

cost-effective way to test the interactions within a complex a system.

Of course, simulations have their own shortcomings as well. Simulators abstract a

system (natural or otherwise) in a way that it becomes describable by some language

(programming, markup, etc.). Thus, the simulation is only an approximation of the real

phenomena, and the quality of the approximation is dependent on multiple factors. This

approximation can also make the results questionable depending on the fitness of the

abstraction, and the multiple experimental configurations simulations can have.

Thus, the simulation-based MANET approach seeks to gain a significant degree of

experimental control and the capabilities of expressing larger and more complex test

scenarios, at the expense of experimental fidelity. No longer are the nodes of the network

independent physical devices establishing wireless links over radios, but coordinated

and simulated entities whose behaviour is abstracted away as a set of properties and

rules. Lastly, not all simulations are made equal. The abstractions used to describe the

components of a simulator are varied and alter the fidelity and control of a simulation

experiment.

3.1.2.1 Simulation techniques

There is a large range of techniques for executing simulations, such as discrete event, fixed

and variable time steps, and real-time simulation. Time-step-based simulations update

the state of all entities in the system according to its configuration once every time step.

The amount of work an entity can perform in a time step is calculated at the start of

a simulation and depends on its configurable granularity, which can be dynamic. An

example of such simulator is Matlab Simulink [176], for which various modules exist to

perform ad hoc networks simulation [138].
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Real-time simulators offer the capability of simulating a physical system in which the

simulation time matches clock time. That is to say, events occur at the same rate as they

do in the actual physical system. This property is favourable in terms of fidelity, as this

real-world clock ensures no artificial coordination effects are induced on the simulation. But

likewise, it is also unfavourable in terms of experimental control, as a real-time computer

program is then subject to the conditions of its environment, and can be affected by it.

These types of simulators are usually favoured by hardware designers, and rarely used in

MANET research. Examples of these simulators include RT-LAB [178] and Simulink [23].

Lastly, there are discrete-event simulators, which are very popular among network

researchers, and the most used type of simulator in the MANET literature. They operate

similarly to time-step-based simulators, updating the state of all entities at each sequential

simulation step, but they abstract away time and use simulation steps. Instead of executing

the code of each entity in real time, propagating their inputs and outputs as appropriate,

all entities produce events. These events are ordered linearly according to the simulation

step in which they are produced, and executed in that order. All events executed during

the same time step are considered to happen concurrently, even if the calculations are

performed minutes apart in real life. This abstraction of time allows researchers to pause

simulations and examine intermediate states of its entities, not just the final results.

A very important property of discrete-event simulators is that their output is determin-

istic. Since the processing of events occurs in logical, linearisable events, they should not

be subject to interference by their environment. If the simulator controls for all variables,

like random number generators (RNG) seeds, running the same experiment should always

produce the exact same output, regardless of when it is run, and in what environment.

These simulators also abstract away the collective computing power of all the simulated

entities. To execute a large-scale MANET (hundreds to thousands of nodes) in real time, a

very powerful computer would be needed to equate the collective computing capacity of all

nodes being simulated. Lacking this computing power, any of the nodes could drag in their

computations and responses, significantly altering the fidelity of the simulation. But with

discrete event simulators, each entity executes its logic when it is given processing time by

the machine running the simulation. Of course, this means that running such simulation

on a system with lower computing power would take longer, but it is still possible.

3.1.2.2 Simulation abstraction levels

Another major difference between simulators (even those that use the same technique)

is the MANET abstraction level at which they operate. This abstraction dictates the

granularity at which the components of a MANET are represented, and in turn, the nature

of the rules used for the interactions of such components. For instance, a simulator can

choose to abstract at the packet level, focusing on how packets are built and moved around
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the network. In such simulators, the users are given the means to describe the rules

for moving the packets. These rules can be used to write routing protocols, or various

other networking services. Examples of such simulators include the Maisie language [22],

Parsec [36] (Maisie’s successor), and earlier versions of NS [26][47]. In particular, the

Maisie and Parsec can be used not only for describing routing rules, but as building blocks

to build simulators with different abstractions.

A different (and interesting) level of abstraction is that of components, rather than

entities. In such simulators, no single entity of a MANET system is abstracted, but rather,

several building blocks that can be used to describe nodes, packets, radio channels, and

other relevant components. These types of simulators favour the use of Graphical User

Interfaces (GUI) to chain together the building blocks, given their design-oriented nature.

Notable simulators that follow this model are Matlab Simulink [176] and OMNET++ [102].

Finally, I consider simulators that make a domain abstraction at the node level.

These simulators focus on providing the means to define and configure nodes, which

are independent from each other and can only communicate via the means they use for

interacting in the real world (i.e. wireless radios). The models built for these simulators

then describe the properties of each node, which govern their interactions and behaviour

during the simulation. Inside the simulator, nodes are provided with virtual resources such

as network interfaces or protocol stacks. When the simulation is executed, these virtual

resources are instantiated to concrete types according to the configuration of the simulation.

Some of the simulators that employ node-level abstractions are the Maryland Routing

Simulator (MaRS) [18], the Global Mobile Information System Simulator (GloMoSim) [39],

NetSim [85], my own MeshSim [140], and the hugely popular NS-3 [92].

3.1.3 Emulation-based approach

One of the primary drawbacks of simulations, is their low fidelity. Through the introduction

of its many abstraction layers, it is very difficult to verify that the obtained results are

actually representative of the phenomena being modelled. However, one technique that

can mitigate this problem is hardware emulation. Emulation seeks to implement the

full functionality of a hardware device in software. This can be achieve in several ways,

such as creating virtual devices that load the same firmware modules as their hardware

counterparts.

The incorporation of virtual devices into a simulation not only improves its fidelity

level, but it changes the research approach taken with it. Since researchers no longer

have to be concerned with modelling the devices, they instead focus on simulating the

propagation of input signals and environmental factors of the simulation. Thus, not only

can emulation increase the fidelity level of a simulation, but can produce a cascading effect

that raises the quality of the system as a whole.

94



Naturally, this approach is not without its own drawbacks. Since device firmware is not

designed as a discrete-event component, its incorporation to such simulators can be difficult.

Firstly, the integration of a component that runs in real-time to a system with controlled

time means that very careful synchronisation is required for it to even begin working.

Secondly, this integration might create simulation artefacts in which all operations by

an emulated device are completed either too slowly or too fast, depending on how fast

time propagates in the simulation. Further, the fact that these virtual devices run in real

time also means that they require real-time computing power to perform its operations,

raising the computational requirements of discrete event simulators. These reasons make

emulation a technique better suited for use in real-time simulators. However, much care is

required even then because a consequence of the real-time nature of the system is that

host machine running the simulation must be able to satisfy the aggregate computing

demands of all components, lest the simulation starts to drag. Example of MANET

emulators include NetSim [85], Mesh Network Lab [180], MANE [105], eMANE [111] [110],

CORE [95], and NS-3 [92].

3.2 Introducing MeshSim

MeshSim (short for Mesh Simulator) is a real-time MANET simulator with emulated nodes

and testbed capabilities I developed to aid in my research, and published a paper on it in

2017 [140]. Its unique properties make it an attractive option for researchers working on

MANET routing protocols, which is why I open sourced it under the MIT license. Its latest

release and source code are available at Github, and the version used for the experiments

of this thesis is archived at the university’s repository. The motivation for building this

platform came to me early in my PhD while reflecting on the conclusions reached by

Kurkowski et al. [83]. While it was clear to me that I wanted to produce experimental

results that were credible and representative of the phenomena being evaluated, it was not

clear this was feasible just with careful use of simulators.

My first intuition was to compliment simulation data with other experimental techniques

for validation, such as testbeds. But I quickly concluded that a better approach would

be to design, implement and evaluate my protocols in a feedback loop of simulation and

validation such as the one used by the SURAN [16] project. After considering the available

platforms I could use for my work, it seemed that NS-3 with its emulation framework [86]

was the one closer to my requirements. However, this simulator has two properties that

ultimately made me decide to implement my own platform:

1. Complexity level - NS-3’s design has evolved over the years to support a myriad

of use cases between wired and wireless networks with different levels of simulation,

emulation, and virtualisation. While this makes the software very versatile, it also
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makes its configuration complex and error prone. But more than that, it makes

extending it a challenging endeavour that is only aggravated by the fact that it is

implemented in C++ [173]. This is problematic because C++ is both well known for

its speed and by how easy it is to produce erroneous code with it even by professional

developers, due to its memory model [44][168][174].

2. Discrete-event nature - As discussed in section 3.1.2, a simulation is a reduction of

a real-world phenomenon to a set of key properties and subsystems that describe its

behaviour. These abstractions are what allow us to produce computationally-feasible

models of natural systems that have seemingly infinite complexity and run them

in a finite amount of time. However, not all abstractions are the same. While

NS-3’s discrete-event nature allows it to control simulation time, serialise events,

and make simulations reproducible, it also subtracts fidelity from the model at the

code-execution level in different ways (see figure 3.5), which is problematic for my

use-case.

When comparing the performance of routing protocols in a MANET simulator, we

can consider the simulated environment as a static component and the protocol in

turn as the payload. Since all protocols are evaluated under the same conditions,

what we are comparing is each protocol’s operation. Thus, higher fidelity of the

execution of a protocol’s tasks takes precedence in this use-case. Of course, all

subsystems of a simulation are important and one also has to ensure the environment

meets a minimum set of requirements. But we always have to make trade-offs in

system design, and NS-3 did not provide the right ones for me.
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Figure 3.5: Differences between simulated and real-time task execution.

Naturally, my claims of how discrete-event simulators substract fidelity from the model

at the code-execution level warrant further explanation. Firstly, as illustrated in figure 3.5a,

the simulated time it takes to complete a task within a model can differ from its real-world

counterpart, and it is not trivial to calibrate each task to representative values. Secondly,
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this synchronisation issue in execution times is aggravated by the OS scheduler of real-world

tasks. Even detailed simulation calibration can not account for the execution delay a

real task might suffer when fragmented by the scheduler (figure 3.5b). The effects of this

problem on simulation fidelity range from mild (extended running time of a task) to severe

(partial state updates in shared resources). Lastly, we have the issue of task concurrency

(figure 3.5c) and its associated resource contention. In real-time code execution, a task

might run flawlessly the first time and suffer delays or failures the next, due to concurrent

tasks competing for the same resources (file system, IO devices, kernel structures, system

buses, cache misses, etc.). Access to some of these key resources could (and should) be

captured in a simulated model, but it would be nearly impossible to capture the entire

complexity of these interactions and their outcome. Thus, I chose to implement my own

simulation platform that addresses these issues.

MeshSim aims to fill the gap in the tooling state-of-art I just described by providing

a simulation platform with emulated nodes, high-fidelity in task execution, and testbed

capabilities. It achieves these goals by running the same networking stack on both simulated

and real nodes, running at real time, which it accomplishes by having each node bind its

communications to either a real or a simulated wireless NIC depending on configuration.

This binding occurs at initialisation, afterwards, nodes enter the same main loop in both

cases, oblivious to the nature of their NIC.

MeshSim addresses the concerns I listed above regarding NS-3 in the following ways:

• Complexity and extensibility - Instead of trying to provide all the features that

NS-3 does, MeshSim focuses on the use-case of supporting MANET routing protocol

research. This prioritisation allows for a lean software design that is easy to use

and to extend. Further, MeshSim is implemented in Rust [127], a memory-safe

programming language created by the Mozilla foundation that is aimed at facilitating

system’s level development. The choice of programming language used to implement

the platform and write new protocols for it is quite relevant for various reasons.

Firstly, safe Rust code is very resilient to the most common bugs found in C and C++

code (memory safety errors) [172][181]. Secondly, its type system allows programmers

to detect complex thread-safety issues at compile time [139]. Adding all of this up,

MeshSim enables researchers to write MANET protocols expediently and efficiently,

sparing them of the significant debug time that comes with existing tools, which in

itself, is a contribution to the field that was sorely needed.

• High-fidelity task simulation - MeshSim’s real-time nature provides a very high

level of fidelity in task simulation. In fact, the code for every task in a protocol is

not simulated, throttled, or manipulated at all. It is the exact same code that runs

on device deployments, unaltered, and one could even use the exact same binaries if
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the processor architecture of the simulation machine and the chosen devices match.

However, this is still not perfect fidelity, as all nodes in a MeshSim simulation would

run on the exact same OS, with the exact same configuration, and the exact same

hardware (e.g. those of the host machine), which of course is a very unlikely condition

in a real-world deployment.

• A sturdier experimental cycle - As I stated at the beginning of this section, early

in my PhD I was preoccupied with coming up with a robust experimental procedure

similar to the one used by the SURAN project. My solution to this problem was the

creation of the Calibration-Simulation-Validation methodology that I described in

section 1.4.1. I bring this up again, however, because this methodology was enabled

by MeshSim and its real-time nature. It is these properties which allow me to

capture the difference of a protocol’s performance between simulated and real-world

deployments with the confidence of knowing that the only thing that changes is the

environment, and not the code.

In the next sections, I present the design challenges involved in building MeshSim as

well as its limitations, followed by an overview of the system architecture, and finish with

the experimental results used to validate it.

3.3 System design challenges

As one would expect, designing and implementing a system with MeshSim’s objectives has

a unique set of challenges at different levels. Some of these challenges are a direct result

of the features I want MeshSim to have, and others a consequence of design trade-offs.

Likewise, I address these challenges at different levels of the solution stack by means of

design, implementation, or experimentation changes. The following subsections detail the

high-level challenges I faced during MeshSim’s development.

3.3.1 Simulation artefacts

A simulation artefact refers to an unintended effect a simulator might have on the models

it runs. That is to say, an imperfection in the system that does not allow it to reproduce a

model perfectly, that alters the results, or that introduces some bias to it. From a design

perspective, one of the most important aspects of building a simulator is to ensure there

are as few simulation artefacts present in the system as possible.

Two things are important to mention in this regard. Firstly, simulation artefacts

and fidelity are tightly intertwined, as a lack of fidelity in any part of the system might

introduce an artefact. Secondly, because of the previous point, there are no simulators
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without artefacts, as that would require a simulator with perfect fidelity. Just as with

simulation abstractions though, not all artefacts affect a system with the same magnitude.

Consequently, the simulation artefacts that emerge from a design’s trade-offs can be treated

as system design challenges to overcome. The following are the main simulation artefacts

to overcome in my design:

• Modelling of radio channels - Modelling a radio channel for simulation with

perfect fidelity is a complicated endeavour. Not only does it require to use of a

propagation model for radio waves, but also to consider interference from external

sources and from itself, which in turn necessitates ray tracing the radio wave,

modelling of obstacles and their reflective properties, etc. Thus, very few (if any)

simulators are free from simulation artefacts in this regard. However, MeshSim is

particularly susceptible to these because of its real-time nature.

Running in real time means that the simulated NICs that each node is equipped

with have a limited amount of time to perform all the calculations involved in

determining the outcome of a radio operation. Thus, I opted for a simple radio-

channel model based on empirical measurements. This model is described in sec-

tion 3.4.3.1, and the experiments performed to calibrate the channel are found in

sections 3.6.2.1 and 3.6.3.2.

• Timing of radio operations - Similar to the previous point, we have the importance

of proper timing in radio operations. As described in section 3.4.3.1, the simulated

NICs in the system are modelled as isotropic (omnidirectional) radiators. Thus,

when a node makes a transmission, all other nodes in range should receive it at

roughly the same time. Otherwise, this could introduce an artefact in which some

nodes in the system would see new transmissions before the others, react to them

faster, and potentially modify the outcome of the simulation.

Further, while a real-world radio transmission requires the same amount of ”work”

regardless of the number of receivers, that is not the case in a simulated environment.

Irrespective of the implementation choices for transmission, the simulation host will

perform more work to deliver a packet of 200 bytes in size to 3 nodes, than a 50

kilobytes packet to 100 nodes. This is particularly relevant in a real-time simulator,

as that extra work could make a simulated transmission too slow, which would be

another simulation artefact. Thus, this effect most not only be minimised within the

system, but its operating limits characterised for safe configuration. More details on

how I address and measure this effect are available in section 3.6.3.2.

• Movement granularity - The rules of movement of nodes in a simulated model

should follow different rules depending on what these nodes represent (people, vehicles,
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etc.). MeshSim’s extensible design allows for the support of multiple mobility models

which handle these rules. However, the core mobility functionality that updates a

node’s position based on its velocity vector is part of the platform, and the same for

all mobility models. If the time granularity (periodicity) at which node positions

are updated is too coarse, it could introduce a simulation artefact, as nodes would

apparently teleport between updates. This effect would be more pronounced in

models with high velocity. The way I address this is detailed in section 3.6.1.

3.3.2 Experimental control

A consequence of gaining task-execution fidelity by running the code in real time is a loss

of experimental control, which prevents MeshSim from having deterministic outputs even

when controlling for all meaningful variables. This is because the simulation becomes

exposed to the environmental conditions of the host machine such as available hardware

resources, cache hits, OS-level contention, and the scheduler, all of which can alter the

order and timing of operations. Thus, running the same simulation multiple times will

likely offer slightly different results. While this difference tends to be minimal, sometimes

even a small event such as the delivery (or lack of) of a packet can trigger a chain of events

in a protocol’s operations that significantly affect the output.

While these conditions might seem very detrimental to the usefulness of the system,

they are unsurprising and quite manageable. After all, testbed-based research faces the

same experimental conditions. Nevertheless, it remains of paramount importance to

mitigate these effects in all experiments. The main challenges in this regard are the

following:

• Resource availability - Another effect of running the code of each node in real-time,

is that this requires the simulation host to have available at least the aggregated

computational capacity of all nodes. If this was not the case, then one or more of

the nodes, which run as independent processes, would drag behind the rest of the

simulation. This would make it slower to react to incoming messages, internal state,

and environmental conditions, potentially altering the results of the simulations.

The was I control for this effect is described in section 3.6.3.

• Reproducible simulations - As stated above, exposing the simulation to the

variability of its environment makes it impossible to have a fully reproducible

simulation. However, that does not mean this effect can not be mitigated, a goal I

achieve through two different strategies.

Firstly, several of the test suites in the platform are dedicated to ensure the stability

and reproducibility of core operations of the simulator (more on that in section 3.6.1.
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Secondly, I isolate the variability introduced between simulation runs by running

each scenario multiple times and aggregating the results. The rationale behind this

is simple. While the individual results may vary, I can observe the tendency of each

metric and its variability rate by using the mean, median, and standard deviation

of the data across simulation runs. As it turns out, most metrics tend to remain

quite stable, which provides me with the confidence that the true value is close to

the observed one. Further, by following this method, I was able to detect anomalies

in the models or the platform when I observed high variability in some metric. Of

course, some times the variability is perfectly reasonable given the experiment and

metric in question, but often enough they pointed to a flaw in the the experiment.

3.4 System architecture

The MeshSim system consists of a set of executable binaries and configuration files that

can be used together to either execute a simulation experiment or a device deployment.

Regardless of the operation mode selected, the system relies on the same components, and

the behaviour switch is driven by the configuration files. The primary components of the

system are the master, the worker, the test generation tool, and the configuration files.

The master is a command-line program that acts as the main entry point for simulation

mode. When invoked, it takes a test scenario file as input which describes the necessary

components for the master to orchestrate the simulation, schedules all necessary actions,

and finally, collects the produced data (figure 3.6b). Much like the MaRS system [18],

a test scenario primarily contains the description of the network topology, the selected

routing protocol, a workload specification, and a mobility model (figure 3.6a). A full

description of the test scenario specification is provided in section 3.4.2. Test scenario files

can be written manually, but the preferred way to create them is through the Testgen

utility. This utility is an interactive command-line program that acts as a helper utility

for the master. When executed, a series of prompts ask the user questions about the type

of simulation scenario they are trying to create, and at the end produces an appropriate

test scenario file to execute such a simulation.

The worker is a command-line tool that encapsulates the behaviour of a single node,

which is driven by an accompanying worker-configuration file. Its configuration file

determines, among other things, if it will operate in simulated or in device mode. If

running in device mode, it will try to bind itself to the specified radio interfaces for

communication (figure 3.7); otherwise it is provided with virtual resources that act the

same as the physical ones. Once started, a worker in unaware of whether it is in simulated

or device mode, and operates in the same way. When in simulation mode, it is started

by the master, which provides it with the required configuration. When in device mode,
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Test Scenario

(a) Users produce test scenarios.

Master
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Test Scenario

(b) Test scenario is used by the Master to drive
a simulation.

Figure 3.6: MeshSim’s simulation mode

only one instance of the worker can run per device, and it can either be started manually

by a user or registered as a background process to provide its networking functions.

Orchestrating a device deployment can be difficult, given that it can involve numerous

devices spread over a geographical area. To aid this task, an external helper tool simply

called Cluster was developed (further details in section 3.5.1).

Node 5

worker

Node 6

worker

Node 2

worker

Node 3

worker

Node 1

worker

Node 4

worker

Figure 3.7: MeshSim’s device mode deployment.

3.4.1 The Master

The master is the coordinator program used to run simulation experiments. It takes a test

scenario specification file as input, parses it, allocates all the required resources for the

simulation, and starts it. While a simulation is being run, individual nodes are oblivious
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to the fact that they are in simulated mode, and thus are unable to perform simulation

tasks. It is the master’s job to schedule and execute all said tasks, such as turning a given

node into a data source, kill a node that has been specified to fail at a certain point,

or end the simulation. The master has two primary subcomponents: the master shared

library (or master library) and the master cli binary. The master cli binary is a thing

wrapper around the shared library, used to handle and validate input before calling onto

it, while the master library encapsulates the primary functionality of the master. The

master library has in itself two main subcomponents: the TestSpec and Mobility modules.

Figure 3.8 illustrates these modules and their most relevant properties.

Use

Master

- configuration: TestSpec

+ run_test(): Result<()>
+ run_worker(Config): Result<Child>
- schedule_test_actions(Vec<String>):
Result<Vec<JoinHandle>>
- start_mobility_thread():
Result<JoinHandle>

TestSpec

+ name: String
+ duration: u64
+ actions: Vec<String>
+ area: Area
+ mobility: Option<MobilityModels>
+ protocol: Protocols
+ nodes:
HashMap<String, WorkerConfig>

+ new(): TestSpec
+ serialise(&self): String
+ deserialise(String): TestSpec

Use

Mobility

+ conn: DbConn

+ handle_model(MobilityModels):
Result<()>  
+ update_worker_pos(id): Result<()>
+ update_worker_vel(id): Result<()>
+ update_worker_target(id): Result<()>
+ stop_workers(Vec<id>): Result<()>
+ get_finished_workers():
Result<Vec<id>>

Backend

- conn_str: String

+ get_db_conn(): Result<Conn>
+ create_db_objects(String):
 Result<Conn>
+ register_worker(WorkerConfig):
 Result<Conn>

Use

Use

Figure 3.8: Partial class diagram of the master library.

3.4.1.1 Running a simulation

When running a simulation, the master cli tool is called from a shell, passing the test

scenario as a parameter (see listing 3.1.) Right away, the file is validated to exist and to

conform to the correct format by leveraging the deserialise method of the TestSpec

module. Once the configuration is validated, a few housekeeping activities are performed
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(checking the working directory is writable, etc.), then, the logging infrastructure is

activated. Finally, the master cli instantiates the Master struct by passing the logger and

validated TestSpec, and hands over control to it. The run_test method of the Master

struct is the entry point for executing a simulation, and where the control of the program

remains for the reminder of the simulation. The method performs four large tasks: Setup,

nodes initialisation, test-action scheduling, and starting the mobility handler.

Listing 3.1: Starting MeshSim in simulated mode.

$ ./master_cli -t /path/to/specs/scenario1.toml

The setup stage of run_test consists of preparing the environment for the simulation.

For this task, the Master relies on the create_db_objects function from the Backend

module. MeshSim utilises a relational database to support its operations. Specifically, it

uses the database to keep track of the positions of all nodes at all times (mobility), and to

calculate medium contention (MAC layer). While multiple DBMS providers are supported

by MeshSim, the default is Postgres [162].

Next, the Master proceeds to the node-initialisation stage. It iterates through the

nodes collection of its configuration (figure 3.8), and performs three tasks per entry:

1. Register the new node - Using the configuration for the current node, it in-

serts its basic data, position, destination, and velocity into the database using the

Backend::register_worker function.

2. Create a worker configuration file - Utilising its own serialise function, the

WorkerConfig object is written into a file in the simulation’s working directory, to

be consumed later by its matching worker process.

3. Start the worker - Finally, a worker process is forked that executes the worker cli

program and takes the newly-create configuration file as input. A handle to the

processes’ standard input is saved for later use.

Next comes the test-actions scheduling. During this stage, the Master parses the

actions collection from its configuration into a collection of TestAction for the simu-

lation to execute, discarding improperly formed ones. Each TestAction is dispatched to a

handler function for that type of action, along with all of its parameters. This dispatching

involves the creation of a new thread, which after validating its parameters, suspends itself

according to the passed start time, ensuring the TestAction is executed at the designated

time. All simulations have at leat one default test action called end test, which is created

upon parsing of the test scenario file according to its duration parameter.

Listing 3.2: Format of workload test actions.

add_source TYPE SOURCE DESTINATION [ARGS] START_TIME
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Of special note in this stage are the workload test actions. These are the actions that

determine the data to be transmitted during the simulation, and follow the format shown

in listing 3.2. At the specified START_TIME, the associated test action thread utilises the

standard input handle of the SOURCE node to feed it data to be transmitted to the specified

DESTINATION. This interaction is akin to receiving a request for transmission from an

upper layer in an OS networking stack. The number of packets, their size, the rate of

transmission etc. are part of the extra ARGS passed to the test action, and they are variable

depending to the specified source TYPE. Currently supported source types are constant

bit-rate (CBR), and ping.

Finally, the Master proceeds to start the mobility handler. Similar to the handling of

test actions, it dispatches a mobility handler function in a new thread, according to the

mobility model passed to it through configuration. This thread updates the position of each

node according to its velocity vector at each mobility step, once per second. Regardless of

the model, uniform motion is assumed when updating a node’s position (e.g. acceleration

of zero), although specific mobility models can easily modify this behaviour by changing a

nodes velocity vector before its position is updated. The supported mobility models are

defined in the Master::MobilityModels enum, which at the moment only supports two

models: Stationary and Random Waypoint.

Master process

workers: Vec<(pid, StdIn)>
actions: Vec<JoinHandle>

Test Action 1

Test Action 2

Test Action n

Mobility Thread

end_test

Threads

main thread

Figure 3.9: Internal state of the Master object once the simulation has been started.

Once all stages have been completed, the simulation is considered to be started, and

the state of the Master object is similar to the the depiction in figure 3.9. At this point,

the main thread of the Master waits on the JoinHandle of the end test action. Once this

handle returns, the Master sends SIGTERM signals to all the worker processes to terminate

them, makes sure all logs are written fully, and the simulation ends.

3.4.2 Testgen

A significant aspect of any simulation tool is not only the features it supports, but the way

in which its users describe the simulation scenarios. MeshSim utilises a test scenario file
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that follows a certain specification. This specification is what ends up being the ”language”

in which users communicate the simulator what they want it to do. The format followed by

the specification is quite descriptive, which makes cumbersome crafting by hand scenarios

with large topologies. This is where testgen comes in. It is an interactive command-line

tool that asks the user questions about the general type of simulation scenario they wish

to create, and produces a a valid test scenario file for them.

After running the command inside a shell, it asks for the basic information all test

scenarios require: Scenario name, duration, simulated area, mobility model, and protocol

to run. Next, the user is greeted by a prompt that accepts commands to continue crafting

the scenario. The tool is quite basic and does not a large range of commands, but is

sufficient to get any researcher started with a viable scenario file. The supported commands

are:

• add nodes - Allows the user to add nodes to the scenario. The command follows

the format add_nodes TYPE NUM. There are three types of nodes supported: Initial,

which are nodes that will be started upon simulation start; Available, which are

nodes that are not automatically started, but are part of the pool of nodes the

simulation can later start via a test action; and Grid, which places the specified

number of nodes in an n ·m grid arrangement. All non-grid nodes are randomly

placed along the simulation area.

• add source - Adds a test action to turn a node into a data source at a specified time.

The command follows the format add_source TYPE SOURCE DEST [ARGS] TIME.

This test action makes sure that after TIME milliseconds have elapsed from simulation

start, SOURCE node transmitting data to DEST, given the passed ARGS and the selected

routing protocol. Two types of sources are supported: Ping, which produces a single

packet with the text ”HELLO” encoded as UTF-8 for payload; and the CBR type,

which produces RATE packets per second of SIZE bytes, for DUR milliseconds.

• add action - Adds a test action to the scenario. Each action has a unique for-

mat. Other than the ones already covered, two more test actions are supported:

start_node NAME TIME, which starts node NAME after TIMEmilliseconds have elapsed

from simulation start. An entry for NAME must exist int he pool of available nodes.

And kill_node NAME TIME, which causes node NAME to crash-fail after TIME mil-

liseconds have elapsed.

• finish - Lastly, this command finishes the execution of the testgen tool and prompts

for a location to write the scenario file.
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3.4.2.1 Test-scenario file specification

The testgen utility is useful a useful starting point for creating simulation scenarios, but

it does not allow for the fine-tuning of simulation parameters. That task must be done

manually at the discretion of it users. The file format used for these files is the TOML

markup language [177], which allows for a rich set of key-value pair types, while remaining

more readable than other formats like XML or JSON. Of course, within the format, there

is a certain set of expected key-value pairs that drive the behaviour of the simulation.

These expected values are given by the TestSpec format specification. The source code of

the declaration of this struct can be appreciate in listing 3.3.

Listing 3.3: Simulation scenario specification.

#[derive(Debug, Deserialize, Serialize, PartialEq, Default)]

pub struct TestSpec {

/// Name of the test

pub name: String,

/// Duration of the test in milliseconds.

pub duration: u64,

/// Vector of actions for the Master to take.

pub actions: Vec<String>,

/// Size of the simulation area.

#[serde(flatten)]

pub area_size: Area,

/// The pattern of mobility the workers will follow

pub mobility: Option<MobilityModels>,

/// The maximum number of queued packets a worker can have

pub packet_queue_size: Option<usize>,

/// The protocol that this test will run.

pub protocol: Protocols,

/// Collection of worker configurations for the master to start at

/// the beginning of the test.

pub initial_nodes: HashMap<String, WorkerConfig>,

/// Collection of available worker configurations that the master

/// may start at any time during the test.

pub available_nodes: HashMap<String, WorkerConfig>,

/// Table used for storing any additional key-value pairs.

/// Initially added to keep track of the grep patterns used for

/// data analysis when running experiments.

pub metadata: HashMap<String, String>
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}

While the declaration of TestSpec in conjunction with its implementation of the

Serialize and Deserialize traits from the Serde crate provide all the information

needed, an example works better. Listing 3.4 provides a sample simulation specification

file. The basic information about the simulation is placed at the top. It indicates this

simulation is design to run for six seconds, in a 200 by 200 simulation area. All nodes

follow the Random Waypoint mobility model with 10 second pauses, and run the RGR-III

protocol. Finally, node1 is supposed to send a ping packet to node2 1.5 seconds after the

simulation starts.

The initial_nodes, available_nodes, and metadata sections of listing 3.4 are kept

empty for readability purposes. In a real scenario file, both nodes sections would have an

entry like the one depicted in listing 3.5 for each node in their respective section. The

available configuration for each node gives a lot more control on the parameters of the

simulation, especially in the performance of each of the radios a node holds. Further detail

on node configuration is given in section 3.4.3.

Listing 3.4: Sample scenario specifica-

tion.

name = "rgrII␣sample␣test"

duration = 6000

actions = [

"Ping␣node1␣node2␣1500"

]

width = 200.0

height = 200.0

[mobility]

Model = "RandomWaypoint"

pause_time = 10

[protocol]

Protocol = "RGRIII"

k = 1

p = 0.5

q = 0.2

beacon_threshold = 6000

[initial_nodes]

[available_nodes]

[metadata]

Listing 3.5: Sample configuration for a

single node.

[node1]

worker_name = "node1"

worker_id = "8bec26ee"

work_dir = "/tmp/test"

random_seed = 3433106158

operation_mode = "Simulated"

packet_queue_size = 500

stale_packet_threshold = 3000

[node1.position]

x = 45.40279508341434

y = 47.934522097623635

[node1.destination]

[node1.velocity]

[node1.radio_short]

timeout = 100

interface_name = "wlan0"

range = 38.0

mac_layer_retries = 8

mac_layer_base_wait = 16
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3.4.3 The Worker

The worker is component of MeshSim that encapsulates the behaviour of a single node

in a simulation, and acts as a network stack in a device deployment. The worker can

operate in either simulated, or device mode. When operating in simulated mode the worker

utilises virtual network interfaces to communicate with other nodes. This mode is reserved

for when the master starts the worker, as the virtual interfaces require the backend to

be setup accordingly. When operating in device mode, the worker attempts to bind the

network interfaces indicated by name in its configuration file. Thus, the main difference

between its two operating modes is whether it uses real or virtual network interfaces.

Regardless of its operation mode, once the worker has been initialised, it follows

the same code path and goes into its main control loop. Inside it, it switches between

listening for packets on all configured interfaces and executing periodic maintenance-

callback functions required by the protocol. Every time a packet is received, the Worker

hands it over to its protocol handle for processing. When a reply is necessary, the protocol

handle returns a fully formed packet for the Worker to transmit.

The protocol handle is a Rust trait object implementing the Protocol trait (more

in section 3.4.3.2). These objects are created at run time according to the program’s

configuration and are guaranteed to implement a trait (Rust parlance for interface), but

whose underlying type has been erased. This abstraction makes it imposible for the Worker

to know which protocol it is actually running, and keeping its operation protocol-agnostic,

which is ideal for benchmarking protocols in equal conditions.

Listing 3.6: Starting a worker.

$ ./worker_cli --config /path/to/config/node1.toml
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Listing 3.7: WorkerConfig struct

#[derive(Debug, Default, Serialize,

Deserialize, PartialEq, Clone)]

pub struct WorkerConfig {

worker_name: String,

work_dir: String,

random_seed: u32,

operation_mode: OperationMode,

packet_queue_size: Option<usize>,

stale_pkt_threshold: Option<i32>,

position: Position,

destination: Option<Position>,

velocity: Velocity,

protocol: Protocols,

radios: Vec<RadioConfig>,

}

Listing 3.8: RadioConfig struct

#[derive(Debug, Default, Serialize,

Deserialize, PartialEq, Clone)]

pub struct RadioConfig {

timeout: Option<u64>,

interface_name: Option<String>,

range: f64,

mac_layer_retries: Option<usize>,

mac_layer_base_wait: Option<u64>,

frequency: Option<u64>,

spreading_factor: Option<u32>,

transmission_power: Option<u8>,

max_delay_per_node: Option<i64>,

}

Much like the Master, the Worker is divided into two major components: The worker cli,

and the worker shared library. The worker cli is a thin-wrapper command-line tool that

provides argument parsing and validation, as well as logging functionality, but its main

job is to call into the worker shared library. It is called from a shell (listing 3.6) and

takes a configuration file as an argument (example in listing 3.5). The configuration file

indicates what protocol it will run, how many network interfaces it has available (virtual

or real), and what mode it will run on (simulated or device). The full specification of the

configuration file is given by the WorkerConfig struct (see listing 3.7), and the format

validated by its deserialize function. Further, the configuration of each radio interface

is provided through the RadioConfig struct (listing 3.8), which provides a fine-grained

configuration for both simulated and real radio interfaces. Once a worker process has

been fully initialised and it is running, its internal state is similar to the one depicted in

figure 3.10.

The worker library has a main structure simply called Worker that fully encapsulates

the functionality of a node (simulated or otherwise). At the same time, the Worker

depends on two subcomponents: The Radio and Protocol traits. Figure 3.11 shows a

high-level vision of how these components interact. The Worker holds a collection of Radio

objects, and a reference to its Protocol handle. After the worker cli performs validations,

it creates the Worker object and calls its start function. This function performs the

necessary protocol and radio initialisation operations and then goes into the main loop, as

described above. It relies on its Radio objects to receive and transmit packets, and on its
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Figure 3.10: Worker state and threads.
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Figure 3.11: Architecture of the Worker.

3.4.3.1 The Radio trait

The radio trait encapsulates all network interfaces used by the system (real and virtual),

and is what allows the code from the simulated nodes to be deployed into physical devices

without modification. As illustrated in figure 3.11, this is implemented by three different

structures: WifiRadio, LoraRadio, and SimulatedRadio. The trait is quite simple

as it only contains two functions: get_address and broadcast. For the WifiRadio

and LoraRadio cases, their respective implementation simply involve making sure the
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appropriate network interfaces are present in the system and UDP sockets can be created

with them. For the SimulatedRadio, however, it gets a bit more complicated.

The WifiRadio and LoraRadio both represent real interfaces (e.g. used only in device

mode), and are used as short range and long-range radios respectively in device deployments.

SimulatedRadio abstract radios of all ranges and properties to be represented in the

simulator. The implementation of this feature assigns a socket address (e.g. local address

plus a port) in the machine for each active interface, as well as a set of rules for each such

radio (given by its configuration). All simulated radios depend on a MACLayer module to

provide medium contention functionality, which is based on the frequency of the radio, so

simulated WiFi and LoRa radios would not interfere with each other.

When a simulated node wants to make a transmission, it calls its broadcast function.

Subsequently, broadcast calls into MACLayer::obtain_medium to perform the simulated

RTS/CTS operations, since the MACLayer module simulates CSMA/CA functionality.

This module then checks on the backend, and based on the position of the calling node and

the range and frequency of the radio in question, it returns a list of the nodes in range if it

succeeds to acquire the medium. Upon failure, it performs exponential random back off (as

configured by the mac_layer_retries and mac_layer_base_wait parameters) and tries

again until the medium is acquired, or gives up. With the medium acquired, the broadcast

function proceeds to iteratively transmit the packet in question to all nodes in range one by

one. This method can be problematic, as some nodes would obtain the transmission much

sooner than others (which would not happen in real devices). To attenuate this effect,

the transmitting node calculates a wait_time for each packet based on their respective

transmission order and the total number of nodes involved in a single broadcast operation.

All receiving nodes extract this wait_time from the MessageHeader structure, and the

receiving thread sleeps for that number of microseconds before returning from the function.

This mechanism not only mitigates the problem of the iterative transmission, but ends up

translating as the propagation delay of a real transmission (more on that in section 3.6.2).

3.4.3.2 The Protocol trait

The protocol trait encapsulates the behaviour of a protocol in regard to its interactions

with the Worker struct. It was designed such that a MANET routing protocol can be

implemented as an independent module, and the ”glue” that connects it to the rest of

the system is the Protocol trait. It contains four methods: handle_message, init, send,

and do_maintenance (see figure 3.11).

The init method ensures that before a protocol receives a packet for processing,

it has had the opportunity to perform any operations it requires to handle (neighbour

scanning, procuring membership, etc.). Conversely, a lot of protocols require periodic

maintenance operations to be performed, such as purging old entries in routing tables or
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transmitting beacon messages. The do_maintenance method ensures that does operations

are performed regularly as needed.

The reminding two methods are where the core of the worker-protocol interaction

occurs. When a new packet is received by the Worker on any interface, it is represented

by the MessageHeader struct. This struct acts as a simplification of an IP packet header

with very similar fields (source, destination, hops, TTL, etc.) and holds a binary payload

(a Vec<u8>). When such a struct is read from a network interface, the worker passes it to

the protocol for processing by calling unto its handle_message(MessageHeader) method.

This method extracts the MessageHeader payload and deserialises it into a variant of

the protocol’s own Messages enumeration. This enumeration holds an entry for each of

the message types defined by each protocol. This message variant is then passed to a

handle_msg_internal function, that dispatches the message its corresponding handling

function based on the message type, and optionally, produces a response in accordance.

Finally, the send function acts as the entry point for upper network layers to signal

the need for data transmission. When a simulation requires a node to transmit a certain

workload to another node, the data is first generated at the Master module. For each

data packet, the Master writes into the stdin handle of the source node, which reads and

decodes the data, and then passes it to the protocol via the send method. Depending on

the protocol in question, this method determines if it has a viable route to the destination

or if it requires to procure one, and then starts the data transmission.

3.5 Device deployments

One of the features enabled by using MeshSim is the Calibration-Simulation-Validation

experimental process I describe in section 1.4.1. Naturally, this process requires not only

the flexibility of the software to run unaltered on both simulation and device mode, but it

actually requires devices to run it on. To this effect, I built a set of devices capable of

running a MeshSim worker, that are mobile, can collectively serve as wireless testbed, and

are easy to control.

Although an initial consideration was made to acquire off-the-shelf units for this

purpose such as smart phones, I ended up moving away from this option shortly after.

The main problem with them was the fact that they are semi-closed platforms. While

software development kits exist for the most popular smart phone platforms (Android and

iOS), they are also designed only for apps to run on them, and not to give direct access to

the hardware or operating system. Further, while all smart phones come equipped with

multiple radio interfaces as I wanted, the transmission of the cellular bands is regulated in

most countries, which would prevent me from using that interface for transmission. Lastly,

even though smart phones have been commoditised, the cost of a single unit is still in the
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range of hundreds of pounds.

Given the closed nature of the smart phone platforms, I ended looking into open

platforms that would allow me to put together a device with the characteristics required.

In the end, I ended putting together a device based on the Raspberry Pi 4 [148] system-on

chip (SoC) computer. This platform ended up being a perfect replacement for mobile

phones. Their 64-bit ARM-based processors are on par (performance-wise) with the

most expensive smart phones in the market, and have the same architecture. They come

equipped with 8gb of memory, have expandable storage, a UART (serial) interface for

expansion, and run a simple Linux-based operating system (Raspbian). In short, they

provide equivalent computing power to that of a smart phone in a compact form, with

expandable hardware and running on an open operating system.

Figure 3.12: The device-deployment units.

Figure 3.12 depicts three of the twenty full units I built for my experiments. The full

unit consists of a Raspberry Pi 4 computing board, an energy-management board mounted

on the computing board, a Dragino LoRa/GPS HAT [160] board on top, a second WiFi

interface, and a 64gb SD card for storage. The energy management board comes equipped

with a 5000 mA battery, that allows the units to be run untethered from a power outlet

for a limited amount of time. Finally, the LoRa/GPS HAT board is used in lieu of a

traditional 4G/5G cellular radio. While they have very different radio properties, the

purpose of both for my research was to have access to a heterogeneous radio band with a

larger radio range and lower bandwidth than WiFi.

The repurposing of a LoRa radio for use as a two-way communication channel was

not trivial, though. LoRa radios were developed for IoT networks, envisioning situations
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in which the client nodes only transmit data a few times a day, and they rarely need to

receive data themselves. However, their low-power consumption and range were attractive

for this use case, so I decided to use them. This required the development of a Linux

driver for the radio for the Raspberry Pi. The development of this driver and the Cluster

tool were done by my undergrad research assistant, Nathan Corbyn, as part of his research

project in our lab in the summer of 2019.

3.5.1 The Cluster tool

The compact form and battery-powered nature of the device units afford significant

flexibility when performing device experiments, as they can be placed anywhere with

network access to their control server. This flexibility allows for several topologies to be

formed with the units, but it also places an unfortunate overhead on the execution of these

experiments. While the nodes do not need to power up at exactly the same time, they do

need to coordinate the start time at which their worker process starts listening for packets.

This coordination is orchestrated with a software tool written for this purposed by my

research assistant, called the Cluster tool [158].

Listing 3.9: Sample deployment file

name = "lora_wifi_beacon_placement"

log_dir = "results/lora_wifi_beacon_placement/log"

command = "cargo"

args = ["build", "--release"]

[hosts]

[hosts.rogue1]

command = "./target/release/worker_cli"

args = ["--config", "experiments/lora_wifi_beacon_placement/rogue1.toml"]

[hosts.rogue2]

command = "./target/release/worker_cli"

args = ["--config", "experiments/lora_wifi_beacon_placement/rogue2.toml"

The operation of deployment system is quite simple. The deployment client runs on

the units as a Debian service that auto-starts with the OS. Upon start up, it issues a

registration command to the control server, which then lists the unit as available in its

dashboard. After the required units have registered, a new experiment can be started from

the dashboard by selecting one of the available experiment files (see listing 3.9).

The control server then sends the command to all registered units to start a new

experiment. Upon receiving this command, all units perform the following tasks:
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1. Perform a git pull operation on the MeshSim Git repository to obtain the latest

version of the source code.

2. Start a distributed-build process of MeshSim with the release profile (top-level

command of the spec).

3. Execute the command defined in their respective configuration section.

It is with the help of these devices that I was able to perform the calibration experiments

described in the next section.

3.6 System Evaluation

Evaluating a system is the process through which researchers determine if it performs the

job it was designed to and benchmark how well it does it in relation to some baseline.

While this process is straightforward to describe, its execution is rarely so, as the intricacies

of each system, its context, and so forth can make comparisons difficult. For instance,

one can be confident in the results of comparing two MANET routing protocols in the

same simulator since we know they are subject to the same environment and conditions.

But, when comparing two MANET simulators to each other, what do we use as ground

truth? Relative measurements between the platforms are pointless since they use different

abstractions and trade-offs, leading to different results.

Thus, it would be futile for me to try to compare MeshSim’s performance directly to

other simulators given their different abstractions. Instead, I answer the system evaluation

questions of MeshSim in this section through two different mechanisms: Correctness

validation, and system profiling. The first such mechanism (section 3.6.1) presents the

work I did to make sure MeshSim’s design correctly addresses its research challenges

(section 3.3) and that its implementation corresponds to the design. The second mechanism

(section 3.6.3) then presents a series of experiments that further address the research

challenges of section 3.3 and also provide the operational range of MeshSim’s parameters.

That is to say, the operational limits under which I can guarantee MeshSim’s results are

accurate in my simulation environment.

3.6.1 System tests and validation

When it comes to validating a software system design, the more straightforward way to

do it is through traditional software testing, and MeshSim is no different. These tests

are there not only to ensure high quality in the code, but also to ensure that changes in

the simulator do not introduce any of the simulation artefacts discussed in section 3.3.
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Following software engineering best practices, MeshSim features two different types of

tests:

1. Unit tests, which focus on a specific component and test its behaviour and properties

in isolation through different ranges of inputs.

2. Integration tests, which test the end-to-end behaviour of the system under different

conditions.

The entire test suite is comprised of over 70 tests, adding up to 5,122 test source code

lines and 33,948 configuration lines, describing different scenarios. While source code lines

are not a synonym of quality, it does speak to the breath of testing and validation that

were part of the MeshSim development process. The source code for the entire test suite

is available as part of the MeshSim repository, either under the tests folder, or as part

of tests modules that accompany some source modules. Thus, any person can clone the

repository and, provided they followed the setup instructions detailed there, can run all

tests to confirm they pass by using the command cargo test -- --test-threads=1 and

get an output such as the one depicted in listing 3.10.

The tests themselves are organised in the following modules:

• Backend - The tests in this module are in charge of ensuring the simulation’s data

is stored consistently and safely, and that it can be accessed in the same way. As

the described in section 3.4, both the Mobility and MacLayer modules utilise this

Backend to store and query the positions of all nodes. Thus, this test module also

ensures that these data is accessed in the way its meant to.

• Radio - This extensive test module is likely the most important of the system, as

it checks the correctness of all functionality in the Radio module, where most of

the simulator’s abstractions reside. Further, it also ensures that all radio operations

are well within the system calibrations and that no simulation artefacts are being

introduced. More details on those specific tests are provided in section 3.6.3.

• Worker - These tests validate that all operations of the worker are responding as

they are expected. These checks range from the validation of configuration files, to

the timing of each of the worker’s operations.

• Protocols - This extensive test module defines a submodule for every routing protocol

supported by the platform. Within each, the tests ensure that each protocol’s basic

operation, and that they respond adequately to different network conditions.

• Mobility - As the title implies, this test module ensures that all mobility operations

within the simulator function correctly. Such tests range from validation of the
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core mobility operations (e.g. node positions are timely and correctly updated), the

specifics of the different mobility models supported, and to corner cases and decimal

round up inaccuracies.

• Master - This module is in charge of testing the basic functionality of the Master,

such as starting worker processes, scheduling test actions, and so forth. Given that

the Master is the entry point for all MeshSim experiments, and consequently, all

integration tests, these also carry the load of testing it. An important aspect of this

module is that it ensures that the Master does not introduce any simulation bias or

artefacts in its operations. For instance, the test test_process_start_sequence

checks that all workers of a test specification are always started and registered in the

database in the same order. This is important as altering this order could introduce

unintended variability in the system.

Listing 3.10: Extract of test execution

worker::worker_config::test_workerconfig_write_to_file ... ok

CBR::test_cbr_basic ... ok

aodv::aodv_rerr ... ok

device_mode::integration_device_mode_basic ... ok

increased_mobility::one_node ... ok

master::test_process_start_sequence ... ok

random_waypoint::three_node_movement ... ok

reactive_gossip::test_packet_counting ... ok

reactive_gossipII::test_route_discovery_optimization ... ok

reactive_gossipIII::test_route_discovery_optimization ... ok

mobility::increased_mobility::test_increased_mobility_basic ... ok

mobility::random_waypoint::test_random_waypoint_basic ... ok

mobility::worker_positions::test_worker_positions_basic ... ok

radio::test_broadcast_delay ... ok

radio::test_broadcast_device ... ok

radio::test_mac_layer ... ok

radio::test_signal_loss_calculations ... ok

radio::test_tx_bandwidth ... ignored

Lastly, as the most observant readers might notice, some of the tests depicted in

listing 3.10 have a status of ignored. This is no coincidence, as these tests are not ran as

part of the normal test suite, but rather, they are used to perform parameter sweeps of

MeshSim. More details on these tests are available in section 3.6.3
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3.6.2 Simulation calibrations

In section 3.3, I mentioned how the real-time nature of MeshSim make it difficult to simulate

a complex radio channel, given the limit on how many operations can the simulator perform

in the short time a ”real world” transmission would take. While this trade-off is expected

due to my design, the radio channel remains one of the crucial components in a simulator

that can not just be taken for granted. The approach I adopted to mitigate this effect was

the use of empirical measurements to elevate the fidelity rate of my simple radio-channel

model.

As I mentioned already in section 1.4.1.1, the radio channel model of any simulator is

in charge of determining which nodes receive every transmission and when they receive

it, in accordance to a given propagation model. However, any such model is in itself an

abstraction, and one that does not consider the overhead of the software running the

network stack. In the experiment depicted in this section, I outline how I perform the

empirical measurements necessary to calibrate MeshSim and my experimental scenarios to

adopt the properties of a ”real-world” radio channel. While this measure was something I

initially considered a mitigation measure to compensate for the trade-offs of my design, I

eventually came to realise the value it brings to the table. This is because the empirical

results I obtained did not match the expected results from the theoretical models.

3.6.2.1 Radio-calibration experiment

In order to address the issues stated above, I designed an experiment to capture empirical

data of relevant radio metrics that I could use to calibrate my simulations. Using my

deployment devices (see section 3.5), I measure the maximum optimal transmission range of

their radios as well as the end-to-end latency of a radio transmission. These measurements

are performed in an indoors environment and are therefore representative of this particular

configuration.

To perform this experiment, I created a simple network protocol called the Beacon

protocol. Upon initialisation, this protocol enumerates the radio interfaces it is config-

ured to use, and then proceeds to transmit periodic Beacon packet on each NIC. Each

Beacon is numbered, and upon reception of such a packet, the protocol responds with a

BeaconResponse packet containing the same sequence number from the Beacon. All sent

and received packets are logged, and later used to calculate the transmission delay of the

interface.

Equipped with this protocol, the design of the experiment is quite simple. Using two

device units (See 3.5), I place one of them in a known location and power it on (the base

node). The second node (the roaming node) is connected to a laptop via wired Ethernet,

and powered on. This connection allows me to log into the device via ssh and see its live

log via journalctl. The most important information displayed in this log is the reception
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of packets from the base node, for as long as I receive packets from it, the nodes are still

in range from each other.

Base node

Roaming node

Roaming paths

Figure 3.13: Diagram of the calibration-experiment area.

Starting from the base node’s position, I follow a straight path inside the Computer

Laboratory building (see figure 3.13) and walk down it slowly until I stop receiving packets

from the base node. The goal of this movement is to find the maximum distance before I

start losing packets from the base node. In order to know I missed a packet, I use the

sequence numbers from the received beacons, as they are monotonically increasing. Once

the maximum distance of 100% packet reception has been found, I mark it down, and

proceed to calculate the total displacement from my starting point, using a laser distance

meter. Using these annotations, and an architecturally correct map of the building at a

scale of 1:200 (figure 3.14), I calculate the maximum distance. This procedure is repeated

using the same trajectory, and in the perpendicular direction from the base node, and the

data is added together. The results can be seen in table in 3.1. Based on this data and

for simplification, simulated WiFi and LoRa radios are calibrated to have ranges of 38.0

metres and 70.0 metres respectively in the rest of the experiments in this thesis.

Radio Iter 1 Iter 2 Iter 3 Iter 4 µ σ
WiFi 37.5m 39.1m 38.3m 36.8m 37.925 m 0.8613 m
LoRa 68.9m 71.4m 72.1m 68.2m 70.15 m 1.6379 m

Table 3.1: Radio range measurements.
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Figure 3.14: Map of the area used for calibrating the radio range.

The other important measurement obtained from this experiment is the propagation

delay of a single radio transmission. Given the design choices used for MeshSim, a broadcast

operation from a simulated radio translates into a round-robin unicast transmission to

all n nodes in simulated range. The unicast transmission translates into a sending a

UDP6 packet from one socket to another in the simulation server. Such an operation

is significantly faster than a real-world wireless transmission, as it ultimately results in

copying data between two local memory locations. However, if the time to transmit one of

these UDP6 packets is δ, then the broadcast transmission time (Bt) would take n ∗ δ µs.
On the other hand, a real-world wireless broadcast is omnidirectional and all n nodes in

range would receive it at the same time (Dt). Thus, the problem becomes that for a very

large n, Bt ≫ Dt, and for smaller n, Bt ≪ Dt. By finding out the value of Dt, I can come

up with a solution that for all cases ensures Bt ≈ Dt.

Fortunately, the data collected from the range-estimation experiment is ideal for this

purpose. As mentioned before, each of the Beacon packets transmitted carries an identifier,

which is echoed back in a BeaconResponse packet. By subtracting the timestamps of

matching Beacon and BeaconResponses, I get the total round-trip time of that packet,

and can thus reasonably estimate that half of that would be equal to Dt. Figure 3.15

illustrates the distribution of round-trip times collected for all packets in the experiment.

Given that the mean of the collected data is 5.6117ms, the simulated radios are

configured on the assumption that Dt ≈ 2.8059ms. The simulated broadcast algorithm
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Figure 3.16: Distribution sequence of a simulated broadcast.

incorporates these data by inducing an artificial delay into the receivers of a transmission.

When the simulated radio of a source node acquires access to the medium via its MAC

layer, it also receives a list of nodes within its range. Since Wi-Fi radios use omnidirectional

antennas, all those nodes should receive a transmission made by the source node at that
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time, and they should receive it almost simultaneously.

To implement this feature, the simulated radio does a round-robin unicast transmission

to each of the incumbent nodes, adding an expected delay parameter in the MessageHeader

(see figure 3.16). The initial value of this expected delay is 2.8059ms, with an added

jitter of ± 0.581 816 4ms, and it decreases proportionally for each node involved in the

transmission. Upon reading and decoding a MessageHeader, all receiving nodes wait for

the indicated delay time, thus ensuring they all receive it in a reasonably synchronous

manner, and as close as possible to the calibrated transmission time.

3.6.3 Operational limits

Since MeshSim simulations run each node as real time process, it lacks the abstraction of

computational resources that discrete-event simulators provide. This makes it of paramount

importance that the computer running the simulation must have sufficient computational

resources to emulate the aggregated demand of all nodes in the simulation. Failing to

meet this requirement would alter the results of the simulation, by means of process drag

in some nodes. That is to say, lacking the required CPU time to update their internal

state and process inputs in a timely manner would result in a delayed reaction to network

events, something that would very likely affect the operations of a protocol.

In this section, I detail what are the important metrics to consider to make sure

MeshSim’s operation is correct. Further, I provide a characterisation of MeshSim’s

capabilities and limits for a fixed set of hardware (my simulation server) and a given radio-

channel configuration. The purpose of this data is twofold: Validate that my experiments

in chapter 4 were performed under adequate circumstances, and to inform the readers on

what they can expect from MeshSim for their own purposes.

To this effect, the next section presents the details of the hardware used to perform

this measurements. This is followed by the experiments used to determine the limits in the

radio-channel given the calibration data from section 3.6.2, and lastly a general evaluation

of resource consumption of MeshSim as a function of the simulation’s size.

3.6.3.1 Hardware specs

The simulation server I utilised for all my experiments is a Linux-based virtual machine

in the infrastructure hosted by the Computer Science & Technology Department at the

University of Cambridge. This machine was allocated exclusively for my experiments,

which is noted to discard variation in the results by concurrent workloads of other users.

Its hardware and operating system specifications are summarised in table 3.2. Further,

table 3.3 contains the relevant kernel parameters and their values for supporting a large

computational workload such as the ones performed in these experiments.
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Parameter Value
Machine type Xen HVM ver 4.13

OS Ubuntu 18.04.5 LTS
Kernel 4.15.0-70-generic x86 64

CPU(s)

30 Dual core Intel Xeon Gold 6142s
arch: Skylake rev.4 cache: 675840 KB

clock speed: 2594 MHz
Memory 80,522.2MB

File system Ext-4

Table 3.2: Hardware specification of the Simulation Server.

Parameter Value
threads-max 643847
pid max 131072

nf conntrack max 2621440
max map count 65530

Table 3.3: Kernel configuration parameters of the Simulation Server.

3.6.3.2 Radio-channel limits

As described in section 3.4.3, my SimulatedRadio performs broadcast operations by

unicasting a packet sequentially in a round-robin fashion. To ensure these packets are

received by all nodes roughly at the same time, each MesssageHeader contains a delay

parameter that is applied at the receiving end. Further, from we know from the Radio

Calibration experiment (section 3.6.2.1) that the end-to-end delay for the transmission

of a packet is 2.8059ms with an added jitter of ± 0.581 816 4ms. Given this information,

there are three natural limits to consider in regards to the timeliness of my simulated

radio operations: correctness, accuracy and workload size.

The first such limit is simple to postulate: no simulated transmission should ever take

longer to complete than 3.387 716 4ms, or less than 2.224 083 6ms. This behaviour is

ensured by the test test_broadcast_delay in the radio test module. This test performs

hundreds of transmissions on a simulated channel with different conditions, and ensures

they all meet the correctness bound.

When it comes to accuracy, I refer to the fine-grained delay calculations for each

receiver of a packet. These delays are calculated by the transmitter in real-time, and

could therefore be subject to inaccuracies. Fortunately, I ensure my algorithm for such

calculations is robust enough using the test test_broadcast_timing. This test performs

hundreds of broadcasts by a single transmitter in three different receiver setups: Single

receiver, ten receivers, and 50 receivers. Each such transmission is timed and aggregated

within its group, and then the test validates that the variability in average transmission

times for all three groups is minimal (less than 5%).
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Figure 3.17: Mean transmission time per receiver count and packet size.

Lastly, we have the limits of workload size. Intuitively one can see that both the

number of receiving nodes and the size of the packet would have a direct effect on the

time it takes to complete one of my simulated broadcast operations. Thus, it is important

to characterise these workload limits to ensure that all simulated radio transmissions of a

simulation can be performed within its expected calibration time. This characterisation

is performed in the test test_tx_bandwidth, which sweeps across a range of values for

number of receivers and packet sizes and performs 25 transmissions for each configuration.

The mean transmission time for each of this configurations is presented in figure 3.17. In

this figure, we can appreciate the safe region for maximum number of receivers and packet

size. With the structured logs provided by MeshSim, it becomes trivial to write a script

that ensures these parameters are not violated at any moment during a simulation.

3.6.3.3 Simulation size limits

To close the chapter, this section presents a study that measures MeshSim’s resource

consumption as a function of the simulation size. Once more, these data is presented

both as validation that my experiments were performed well within the operational limits

of the platform and to inform researchers of MeshSim’s capabilities. The experiment

itself is quite simple. I repeatedly run a simple simulation of N nodes for a set period of

125



time, increasing N at each step. To add reliability to the measured data, the full set of

simulations is run multiple times and all data added together.

During each iteration, I measure MeshSim’s resource consumption using the standard

Linux tools contained in the sysstat software package. This package provides a program

called sar (short for System Activity Report), which can run as an independent process

and collect several different system statistics at a configurable sample interval. By running

the sar program as a background process just before starting the execution of any test, I

capture the resource demand placed into the system by them. I present the results from

these measurements in figures 3.18 - 3.20.
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Figure 3.18: Aggregated CPU usage.

Naturally, one of the most important metrics to look at is CPU utilisation. Figure 3.18

shows the minimum, maximum, and average aggregated CPU demand of the system for

the duration of the test. Notably, the max usage for all test runs corresponds to the

startup period of the simulation, where all nodes require CPU time to perform their own

initialisation tasks. For most of the tests, however, CPU utilisation remains close to the

minimum as expected, since no workload is being processed.

However, this is not enough to demonstrate the nodes are not constrained by CPU

demand. While evidently my server had more than enough CPU capacity to allocate

the demand of the tests, that is not the end of the CPU demand analysis as the main

adversary for a real-time simulator, is the OS scheduler. Since the number of worker nodes

created (10-1000) quickly outpaces the number of CPU cores (60), all nodes need to share

the cores to meet their processing demands, putting them at risk of lagging. Which begs
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the question, how can one guarantee that all of them received as much processing time as

they needed in a timely manner?
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Figure 3.19: Run-queue occupancy.

The best way to measure this supply problem is to look at the run-queue occupancy

of the OS. Contrary to popular belief, this queue keeps track of all the processes in the

running and runnable states [112], not just those waiting to run. The rule of thumb is

then, that as long as the run-queue occupancy remains less than twice the number of

CPU cores (120), one can be certain that no process was starved for processing time [164].

Thus, by looking at figure 3.19, we can see that server’s capacity is more than enough to

meet the CPU demands of all nodes as long as the total node count remains smaller than

600 nodes. This number would likely be increased significantly by improving the Worker’s

design to use fewer threads.

Lastly, figure 3.20 shows the memory usage for the experiment in relation to the node

count. As it can be appreciate, this demand is grows linearly with the number of nodes and

remains stable, since Rust does not have a garbage collector or other memory-managed

subcomponents. We can also see that the maximum demand (approximately 1.75GB) is

far less than the available memory in the system, and hints at the fact that each worker

node requires around 1.75MB of memory,

In conclusion, this chapter not only presented MeshSim, a new hybrid simulation/emu-

lation platform with testbed capabilities for MANET protocol development; but it also

evaluated the system’s capabilities and limits, and showed that it can adequately provide

all the required building blocks to build and evaluate MANET routing protocols with it.

Thus, the following chapter will be dedicated to show the work I did using MeshSim.
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Figure 3.20: Memory utilisation.
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Chapter 4

Reactive Gossip Routing

After introducing the problem of routing in MANETS (chapter 1), postulating the impact

of fault tolerance in this domain (chapter 2), and presenting the tools I built to attack this

problem (chapter 3), I dedicate this chapter to describing my contributions to the field.

The protocols presented in this chapter used the lessons learned from the literature to

improve their fault-tolerance even under harsh conditions, while keeping a low operational

overhead. But first I dive into their details, allow me to contextualise the design choices

that went into these protocols by recapitulating the problem space.

In section 1.1, I postulated that the interaction of the unique properties of MANETs

lead to frequent failures, and postulated that avoiding such failures should be a driving

principle of designing protocols for these networks. Afterwards, I narrowed my attention

into a subset of these properties that I called the MANET requirements (summarised in

table 2.1). I consider these four requirements (Mobility, Power-consumption, Medium

Contention, and Scalability) as the most impactful properties to a routing protocol’s

performance, and that researchers should always account for them when designing a new

protocol. And now, I would like to momentarily bring your attention to what is likely the

most disruptive of all MANET requirements: Mobility.

The contributions of mobility to the faulty operation of MANET routing protocols

is notable because it interacts strongly with all the other constraints. For starters, the

power-consumption constraint only exists because mobility prevents nodes from being

tethered to a continuous power supply. It also causes link breaks as nodes either move

out of range from each other or break line of sight. These breakages can lead to network

partition, clustering issues, and increase medium contention as nodes attempt to recover

from them. But the most important that mobility imposes to MANETs is transitivity,

as all logical structures created in the network such as routes, spines, neighbour sets, etc.

are only temporarily valid because of it. In short, it makes difficult to calculate effective

routes, but also to know when it is worthwhile to do so as many routes become invalid

before they are used.
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Given these difficulties, it is only reasonable to question if it is reasonable to build

routes in settings with mobility. After all, as discussed in section 2.5.1, there are other

alternatives available to accomplish data delivery for MANETs such as flooding. The

basic flooding technique is quite simple, when a source node wants to deliver a message

to another node, it broadcasts it to all nodes in range. All receiving nodes forward the

message to their neighbours at most once, a process that is repeated until the message

finally reaches its intended destination. While functional, one can immediately see this

mechanism’s inefficiency as it would create many replicas of the message throughout

the network, even by nodes far removed from the source and destination. However, it

is precisely this property what allows flooding to deliver messages under high mobility

rates [62].

The problem with flooding lies in its cost. Assuming a connected network of N nodes,

every node in the network but the destination forwards the message exactly once resulting

in a transmission cost of Cm = N − 1 . When multiple nodes transmit simultaneously

using flooding, it can lead to a broadcast storm [42] in which medium contention, collisions,

and retransmissions can collapse the capacity of a network. However, even when the

worst-case scenario is avoided, näıve flooding is still a very costly operation in terms of

network capacity, which is a precious and limited commodity [46].

Naturally, several ways have been devised to improve the message efficiency of flooding

such as gossiping [60]. Also known as epidemic propagation, gossip is a forwarding technique

that aims to reduce the number of replicas generated by flooding while keeping its powerful

reach. It accomplishes this goal by taking a probabilistic approach in which every node

decides to forward a message or not in accordance a gossip factor P (0 ≤ P ≤ 1). This

gossip factor modifies the cost function of flooding a message m in a network of N nodes

to Cm = P × (N − 1), thus, reducing it by a factor of 1− P . Given a common value of

P = 0.72 to maintain a network reachability close 100% [60], Gossip does not improve the

cost of flooding nearly enough to make it more attractive than routing. However, given

that flooding is also a common operation performed by routing protocols, it does provide

me with the initial inspiration to design a routing protocol that can remain operational

under high mobility.

4.1 The Reactive Gossip Routing algorithm

In this section, I describe the design and operation of the Reactive Gossip Protocol (RGR)

I propose as a solution for fault-tolerant routing in general-purpose MANETs. My intuition

to achieve this goal was that by mitigating the four MANET requirements, the resulting

protocol would be naturally fault tolerant. This mitigation is effected via RGR’s unique

set of features: low-cost directional-gossip-based route discovery, flexible braided routes,
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and secondary long-range radio.

Given the state-of-the-art review I provided in section 2.7, I leaned strongly towards

starting off with a reactive blue print in mind, as proactive protocols have too high of an

overhead to scale out efficiently. However, I also knew that reactive protocols can become

inefficient as well due to the expensive flooding operations involved in route discovery.

Although the use of gossip provided me with an initial clue on how to mitigate this cost, I

also suspected that would not be nearly enough.

The problem with reducing the cost of route discovery is that it is in essence a

distributed search operation which requires that at worst, we visit all the nodes in the

network. But even in the average case, it also burdens us with finding a way to control

the propagation of search messages even if the destination is found early in the process.

Following the principles of dynamic programming, I decided that if I could not avoid

performing an expensive operation, then I could at least reuse its result as much as possible.

For route discovery, this meant that I could take advantage of all paths to the destination

discovered by a single query.

By fusing some of these paths together I create a type of multi-path route that I call

a braided route which are naturally fault tolerant. Further, by leveraging the message

replication principle of flooding within my braided routes, I achieve a natural load balancing

within the paths as well as increased resiliency to mobility for a small overhead price.

Having these long-lasting routes also means that the overall cost of route discovery is

amortised over time, making it cheaper to discover new routes when needed than to spend

control packets for maintenance. This allows it to cope well with failure and handle

mobility with ease.

I dedicate the next subsections to describe each of RGR’s four phases: route discovery,

route establishment, data transmission, and route teardown.

4.1.1 Route Discovery

The route discovery process starts when an application wants to send data from the

current node to another node on the network. At that point, the source node crafts a

RouteDiscovery message and broadcasts to its immediate neighbours. Each RouteDiscovery

has a unique RouteID, and all nodes keep a cache of processed routes in order to discard

duplicates.Table 4.1 describes the anatomy of a RouteDiscovery packet.

RouteSource RouteDestination
RouteID Route Length

Route[ ]

Table 4.1: RouteDiscovery message format.

When a node receives a RouteDiscovery message, it makes a gossip-style forwarding
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decision. If successful, route accumulation is used and the forwarding node appends its ID

to the tail of the Route field. If not, it drops the message and the gossip simply dies out

at this node. The gossip is adjustable via two parameters:

• P , the probability that this node will forward a route-discovery message.

• K, the minimum number of hops before the P factor is applied.

The gossip process shows a bimodal operation based on the success of the early gossiping

decisions. If too many early gossiping decisions fails, the packet will almost certainly fail

to reach most nodes in the network. Otherwise, it almost certainly will reach all nodes.

A way to ensure the gossip does not die out too early is to propagate it for at least K

number of hops.

If the RouteDiscovery message reaches its intended destination, a route establish process

will begin, described in the next section. If it does not, the source node can decide whether

to retry or give up after a route discovery timeout period. Of course, this discovery process

can result in a destination being reachable via many different routes, and RGR takes

advantage of this.

4.1.2 Route Establishment

Once a RouteDiscovery message has reached its intended destination, it will reply with a

RouteEstablish message. The RouteEstablish message has the same format as RouteDiscov-

ery (see Table 4.1), except that it is tagged as RouteEstablish. The route establish process

is essentially an unwinding of the route collected in the discovery, and as such, it relies on

bidirectional links being available between nodes. The protocol could support operating

over unidirectional links by performing a reverse route discovery from the destination to

the source, but that feature is not considered in this initial version.

As illustrated in figure 4.1, when a node receives a RouteEstablish message, it examines

the top node of the route. If it matches the current node, it subscribes to this route by

adding its ID to its KnownRoutes list. Afterwards, it shifts the route list to place itself at

the bottom of it and forwards the message. If the IDs do not match, it drops the packet.

This processing of a RouteEstablish message may seem arbitrary, but it follows a specific

rationale. While the processing node could simply search the route list and subscribe to it

if it finds its ID at any position of the list, this would imply the route is being processed

in a different order in its upstream trajectory that was downstream. The out-of-order

processing could be innocuous, but most likely it is a sign of mobility in the nodes that

comprise the route (see figure 4.2). Given that a successful route is bound to have multiple

paths in it, I chose to not let this potentially unstable path be established to favour better

paths.
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Figure 4.1: Processing of a RouteEstablish message by node3.
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Figure 4.2: A failed route-establish process due to unstable/mobile nodes.

When a RouteEstablish message reaches its original source, the discovery process

is considered complete. The source node subscribes to this route, and maps it to the

destination, such that if new data requests arrive for that destination, it can leverage the

same route. Afterwards, the node signals the upper layer that is ready to start sending

data, or starts transmitting any queued DataMessages for the route’s destination.

1 2 3 4

5 67 8

9 10 11 12

Source

Destination

Route X: Path 2

Route X: Path 1

Figure 4.3: A braided route with two different paths.

As mentioned in the previous section, multiple RouteDiscovery messages may reach

the destination. While the node could simply drop repeated messages or choose the

shorter route, it actually crafts a response message for each one. The reason for this
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is path redundancy, as all successful RouteDiscovery messages must have reached the

destination via a different path. The resulting braided route is composed of all the paths

that successfully winded back to the source (see figure 4.3). In a braided route such

as this one, if either node 3 or node 8 were to become unavailable, the route could still

forward data messages to the destination.

12

3 4

5

6

7 8

9

10

11
12

Source

Destination

Nodes subscribed
to route X 

Figure 4.4: Route X has become shuffled over time due to mobility of its nodes.

While the route establishment considers the order in which the discovery happened,

this order only matters at this stage for the purpose of discarding unstable paths due to

mobility. Once the route has been established, however, the assumption is that mobility

is the norm, and not only can it break routes, it can also shuffle them (see figure 4.4).

However, this is of no consequence for RGR, as the data forwarding process is not affected

by it. This out-of-order forwarding gives the routes further resiliency to mobility.

4.1.3 Sending Data

Data messages (see table 4.2) can start flowing once an appropriate route is established,

and remains available. Upon reception of a Data message by a node, it is accepted if

meant for it, forwarded only if the current node subscribes to the associated route, or

dropped otherwise. If the intermediate node only subscribes to a different route to the

same destination, the packet is discarded, since there is no guarantee that alternative

route is still valid. Each Data message contains a message id, which is calculated by the

source node by hashing the source, destination, timestamp and payload. This id is used to

ensure all nodes process each Data message only once.

Destination RouteID
PacketID Payload Length

Payload

Table 4.2: Data message.
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RGR’s route discovery process is very similar to that of various multipath routing

protocols, but differs significantly from them when it comes to data forwarding. When a

packet reaches a route junction in the forwarding process, instead of choosing a path, it

creates packet replicas, similarly to the technique used by the Duct protocol [10], developed

for PRNET [4]. The purpose of these replicas is to introduce resiliency through redundancy

to the routes, a tradeoff that might seem out of place for RGR, given its low-overhead

philosophy, but is one that pays off. While a more conservative protocol would first

attempt to forward a packet through one of the available paths, and upon failure, try

another one, RGR takes advantage of all available paths simultaneously, bypassing error

detection (see figure 4.5). This allows the packet to proceed downstream faster, makes it

more responsive to dynamic topologies (due to mobility), and reduces the management

overhead at the junction nodes.

1 2 3 4

5 67 8

9 10 11 12

Source

Destination

Figure 4.5: A packet in flow gets duplicated at node 6.

Further to the redundancy gained by the braided routes, they also provide a degree of

load balancing. Given a network state in which all nodes have the same workload, and

equivalent link qualities as far as propagation delay and reliability go, the shortest path

between two nodes should be the first one to be established. When Data messages start

to flow, they are likely to favour the shortest path as well. However, as the data flow

continues, the load in shortest-path nodes may increase, leading to an increased forwarding

delay. In this scenario, the replicas through the alternative paths can deliver the Data

messages faster, balancing the traffic through the paths and eventually alleviating the load

of the shortest path (see figure 4.6).

Finally, RGR keeps a cache of recently transmitted messages (MC), which it uses to

discard replicas and audit the health of the route. This auditing consists in utilising passive

acknowledgements to ensure Data messages are progressing successfully downstream. If

a message is not confirmed to have moved downstream after a message retransmission

timeout, the node can either retransmit it, or decide the route is broken and start a tear
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Figure 4.6: Load-balancing provided by alternative path.

down process.

Now that the main mechanism to transmit data packets between nodes in RGR has

been established, I can analyse its cost function in relation to Gossip flooding. Since the

process of sending a message m to destination d entails first discovering a route to d, and

then have all the nodes in the route forward the Data message, the cost function would be:

Cm(d) = CR(d)+ | Rd | −1 (4.1)

where

CR(d) =

0 if d ∈ KR

(| Rd | −1) + P · (N − 1) if d ̸∈ KR

KR = Known-routes set.

Rd = Set of nodes in the route to d.

N = Number of nodes in the network.

P = Gossip factor.

As appreciated in equation 4.1, the cost of transmitting a single message from a node

to a new destination is 2· | Rd | +PN − P − 2, whereas the cost function for gossip

flooding (P · (N − 1)) is lower. However, when transmitting a second message to the same

destination, RGR’s cost is reduced to | Rd |. To answer the question postulated at the

beginning of this chapter, routing remains a more desirable delivery mechanism due to

cost. For all the adaptability flooding provides (gossip-based or not), the transmission

cost per packet compounds very rapidly and surpasses the overhead of building routes.

4.1.4 Route Teardown

RGR’s philosophy is to keep control packets to a minimum. As such, it avoids operations

such as tearing down a route once it is done being used. However, when an active route

is found to be broken, it does start a tear down process. A route is deemed to be active

when at least one data packet is in transit through it. An active route is considered broken
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when no confirmation is received that a Data message progressed downstream, at any hop

of the route. When a breakage occurs, the detecting node unsubscribes from the route

and crafts a RouteTeardown message (see table 4.3). This message contains the id of the

route and the packet that failed to be confirmed. Optionally, it can also add the ids of

other packets pending confirmation for that same route. This message is then propagated

upstream.

RouteID PacketID
Add Packets len Additional Packets

Table 4.3: RouteTeardown message.

When a node receives a RouteTeardown message, it checks if it is subscribed to the

route in question. If so, it unsubscribes from the route, checks if it has any unverified

packets for it and appends them to the list, and finally forwards the message. This

teardown process continues back to the source, at which point it can choose to start a new

route discovery process. Further, it will obtain a list of the ids of all packets that were

not delivered, which it can use to retransmit them if applicable. If the teardown process

somehow does not propagate all the way back to the source, then the next time a Data

message is sent from the source, a new teardown process will start at the last accessible

node in the route.

1 2

3

4

5 67 8

9 10 11 12

Source

Destination

(a) A broken link is detected in one path.

1 2

3

4

5 67 8

9 10 11 12

Source

Destination

(b) Path torn-down to the junction node only.

Figure 4.7: Route teardown process downstream from a junction node.

A special case is considered for the processing of RouteTeardown messages at junction

nodes (see figure 4.7). If the route break occurs at one of these paths, but others remain

available, it is undesirable to break the full the route. In order to detect this scenario,

the message cache used for passive ACKs has a counter associated with each entry. If a

node receives more than one passive ACK after forwarding a data packet, it can assume it

is a junction node and the message has progressed downstream through multiple paths.

As such, if a route break occurs downstream from it, the junction node must receive as
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many route RouteTeardown messages as passive ACKs it received for the data message in

question.

4.2 RGR-II: Probabilistically reducing routing over-

head

The RGR protocol has the goal of providing low-overhead routing for MANETs while coping

with mobility as well as possible. To achieve this, it uses a gossip-based query/response

mechanism for route discovery, and creates braided routes that are more resilient than

traditional ones. Finally, it attempts to keep control traffic to a minimum by not performing

route maintenance, and opting to rediscover routes instead, since the cost of this operation

is reduced from traditional flooding.

The cost of a single RGR route discovery (CRD = P × (N − 1)) is intuitively cheaper

than a flooding-based discovery (CRD = N − 1), since 0 ≤ P ≤ 1. However, it clearly

still grows linearly with network size, and its effects on contention are compounded with

concurrent discoveries. This puts into question whether the route discovery is cheap

enough for RGR to leverage it instead of a route maintenance procedure.

4.2.1 Leveraging bimodal operation

In section 4.1.1, it was mentioned that gossip propagation has a bimodal operation. If it

succeeds to catch on early, it reaches all nodes with high probability, but if the gossip fails

to propagate early, it almost always dies out quickly. To escape this bimodal operation,

Haas et al. propose the use of the P and K parameters, which make sure the gossip always

catches on. Is that necessary, though? While the rationale behind this is that the intended

destination could be anywhere in the network, and therefore it is necessary to ensure all

nodes are reachable by the discovery process, the destination is not everywhere at once.

Consider figure 4.8a. In this example, node 40 wants to discover a route to node 34.

Several potential paths are available for this route, and by gossiping, RGR can explore

most of them. However, not all nodes are equally useful in this discovery process. Through

several iterations of this scenario, it is highly likely that only the nodes highlighted in

figure 4.8b would participate in any routes between nodes 40 and 34.

Based on how useful a node is considered for forwarding data messages between two

nodes, they are categorised as either active or inactive for route discoveries between them.

The main idea behind RGR-II is to leverage gossip’s bimodal operation such that the

gossip only progresses in the active region of nodes, and dies out early in the inactive

portion of the network. This is achieved by dynamically adapting the gossip factor (P ) of

each node based on the conditions of the network. When successful, not only does this
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(a) Node40 wants a route to Node34.
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Figure 4.8: Subset of useful nodes for a routing scenario.

significantly reduce the overhead of the protocol, but localises the route discovery traffic

as well. Note that if the network in figure 4.8 grew by hundreds of nodes added to its

edges, the set of useful nodes would remain mostly same. Such a change would decouple

the discovery process from the size of the network, and tie it only to the useful region

between source and destination.

4.2.2 Updates to RGR

The active region of nodes introduced in the previous section is akin to what the

DREAM [37] protocol achieves, as they are all the nodes in the direction of the in-

tended destination, as viewed by the source node. However, the DREAM protocol uses

a GPS device and constant flooding of the network to produce these calculations, which

contravenes RGR’s philosophy. In lieu of that, RGR-II introduces the proxy concept of

a vicinity. Not to be confused with a neighbourhood (nodes at most i nodes away), the

vicinity of a node n refers to all nodes that n considers to be reachable through itself. As

such, when a RouteDiscovery message reaches a node, the probability that it forwards it

is affected by whether it considers the intended destination to be in its vicinity.

The reachability estimation for the vicinity of a node is obtained by passive examination

of the traffic it receives, without incurring further communication costs. Of course, given

the dynamic nature of MANETs, this information is only assumed to be valid for a given

period of time. The rules for updating the vicinity set of a node are:

1. For every message received: Add the sender.
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2. For every RouteDiscovery message received: Add every node in its route field.

3. For every RouteEstablish message received: Add every node from the top portion of

its route field (from the destination to the current node).

All updates to the vicinity set are timestamped and purged periodically after a freshness

threshold. The gossip factor incorporates the vicinity data in the following way:

P =

P0 if d ̸∈ V

P0 + PV if d ∈ V

Where

V = Set of nodes in the current node’s vicinity.

Where P0 is a base probability, and PV is the vicinity probability. Although both

parameters are configurable, their default value follows that RGR-II’s P0 + PV equals

RGR’s P . This configuration ensures that the gossip propagation only decreases if a node

is not considered in vicinity, and at most, the overhead is as large as that of RGR.

While this new metric is quite promising as a solution to reduce the cost of route

discoveries, it suffers from a bootstrapping problem since its effectivity is directly linked to

the temperature of the network. That is to say, the ability each node has to determine if

another node is in their vicinity is dependant on having a fresh and well populated vicinity

set. Given that this set is populated from network activity, this might prevent the network

from reaching a state in which the heuristic shows its full potential. Fortunately, there are

several ways to mitigate this effect, or even circumvent it altogether.

4.3 RGR-III: Warming the network

For the vicinity heuristic to work properly, each node requires data about the other nodes

reachable by it. When a node considers another node to be reachable, it implies that

it is relatively close to it, that at least one path between them has good-quality links,

and that the intermediate nodes are not too overloaded. Further, this information is only

temporarily valid. While it seems difficult to devise a way to infer all these data from

other means, the first requirement for it is topological closeness.

Several of the protocols I reviewed in chapter 2 relied on topological data for route

calculations. The methods to obtain such data are varied, but most of the time rely on

some form of beaconing. These beaconing protocols periodically transmit a packet with

different types of data, which are used by all nodes to learn about the topology of the

network and make routing decisions. Allowing nodes to learn about their local topology in

this way could help RGR-II to solve the cold-network problem, it would severely impact

its goal of being efficient in both routing overhead and power consumption.
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The main problem with learning about the network’s topology through beaconing is

that it has to be at least partially flooded. A beacon that is never forwarded can keep the

impact to overhead localised and constant, but it is only useful to learn about immediate

neighbours. Other techniques could be used to control the propagation of a beacon, such

as the FishEye [51], but these mitigations are not enough to meet RGR’s efficiency goals.

For most of the design decisions of RGR, I have used a lower protocol overhead as a

proxy for lower radio-contention. After all, if nodes make significantly fewer transmissions,

there are fewer chances for them to compete for the medium. However, the contention

only happens because these concurrent transmissions are all made on the same frequency.

Using radios on the same frequency is a necessity for communication, but there is no

reason why only one radio should be used.

4.3.1 Multi-radio systems

This concept of integrating multiple radio interfaces in a single system was already intro-

duced in this thesis in chapter 2. The CGSR [30] protocol recognises radio interference as a

major obstacle to network scalability. As such, authors strongly suggest the configuration

of adjacent clusters to different radio channels to reduce interference, or even use multiple

radio interfaces. Multi-radio systems were also notoriously studied by researchers at

Microsoft in the early 2000s.

In the first of those papers, Adya et al. [73] introduced the Multi-radio Unification

Protocol (MUP). This link-layer protocol utilises homogeneous radio interfaces set to

orthogonal (non-interfering) channels to reduce interference between adjacent nodes and

maximise network throughput. This follows the concept that by having two non-interfering

interfaces in the same node, throughput can theoretically be doubled by enabling receiving

and transmitting simultaneously.

In a following paper, Draves et al. [79] introduce the Multi-Radio Link Quality Source

Routing (MR-LQSR) protocol. In MR-LQSR, heterogeneous radio interfaces are supported

(802.11a and 802.11b), noting that the diversity in bandwidth, range, and fading character-

istics of their respective bandwidths can be exploited to increase robustness. This link-state

protocol introduces a routing metric called Weighted Cumulative Expected Transmission

Timeout (WCTT), which favours channel-diverse paths to intended destinations. The

effect of this channel diversity allows it to form paths in which each hop can utilise links

from either radio interface, both to achieve high bandwidth and minimise the systemwide

interference.

Finally, Bahl et al. [74] presents a summary of the findings by the Microsoft Research

team into multi-radio systems. In this paper, they consider the use of heterogeneous radios

to separate control and data traffic. In their Control-On-LPR system, they incorporate a

low-powered radio (LPR) and a high-powered radio (HPR) into a single system. These
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bandwidth capabilities of each radio correspond to their power consumption, and as such,

the HPR is preferred for data transmissions. However, instead of having the HPR in

idle state waiting for responses, it is turned off and the LPR listens instead, waking up

the HPR when it is time to receive data. They remark that the integration of the LPR

significantly reduces power consumption of their system. All of the Microsoft protocols

were designed for community networks with no mobility, and demonstrated the viability

of integrating multiple radio interfaces into a single protocol.

4.3.2 Integrating a second radio into RGR-III

RGR-III uses a combination of the techniques presented in the previous section to ensure

the network always has enough data for the vicinity metric to work well. By moving the

beaconing to a secondary radio, it can ensure it does not incur further radio contention in

the network. However, this separation of radio frequencies for the new control packets

does not mean overhead is not added to the protocol, or that power consumption is not

affected. In order to mitigate both of these effects, the secondary interface chosen is a

LoRa radio [143].

LoRa (Long Range) is a spread spectrum technique based on chirping spread spectrum

(CSS) developed by Semtech Corporation [179]. Radio interfaces that implement the LoRa

modulation (or simply LoRa radios) have a long-range and low power consumption, as they

are originally designed for Internet of Things (IoT) devices which are severely constrained

in power reserves. The working range for LoRa radios in rural areas is reported to be

between 15 km-30 km [129]. Those extreme ranges, however, are subject to very specific

configurations (antennas, power gain, deployment space, etc.) My experimental calibration

(see section 3.6.2) measures the working range my LoRa NICs around twice as that of the

onboard Wi-Fi cards of the experimental nodes.

The radio properties of LoRa are then ideal for the purposes of RGR-III. Without the

need to forward any packets, nodes can learn about their medium range neighbourhood.

Further, given this range, it is unnecessary to send these beacons too often, which minimises

the contention on the LoRa medium. Finally, the low-power nature of the radio minimises

the impact it has on the power consumption of the protocol.

4.3.3 Updates to RGR-II

The RGR-III protocol consists of the incorporation of a secondary radio into the operations

of RGR-II. To utilise the secondary radio, a new type of control message is introduced,

named the HELLO message. Every hello threshold milliseconds (configurable), the protocol

will build a HELLO message and broadcast it over its long-range radio (the LoRa radio).

The only thing contained in the HELLO message is the id of the transmitting node. Upon
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reception of such a message, nodes update their vicinity set to increase the count of

messages received by that node.

In the next section, I will evaluate all three variations of RGR to test their individual

features.

4.4 Evaluation

In this section, I describe the experimental procedure I used to evaluate RGR and present

the respective results. As I established earlier in this chapter, RGR’s goal is to provide

effective routing services under faulty conditions, and I highlighted mobility as one of

the main contributors to such conditions. Therefore, through a series of experiments, I

measured the effectiveness of all RGR variations to route packets under varying mobility

settings. Since a protocol’s ability to route packets is known to become compromised as

mobility increases, I determine how apt a protocol is at this task by measuring how much

its performance diminishes with this increase. However, for those values to be meaningful,

they must be put in context.

To this effect, in each experiment I test all RGR variations as well as three other

protocols that I use as baselines for comparison. The first two such protocols are näıve

and gossip flooding. I include them not as real competitors to RGR but as upper bounds

in terms of efficiency, since they are both well known to be able to deliver packets under

high mobility but at a very high overhead cost. The choice of which main protocol to

compare RGR against, however, was complex for multiple reasons.

As I established in previous chapters, while research in MANETs has splintered in the

last couple of decades based on application domains, RGR is a general-purpose protocol.

This design choice was deliberate, as the gap in the literature it intends to fill is to serve as

a better baseline for application-specific protocols to compare against. This is an important

role to fill, as some of the most influential protocols in domains such as Vehicle-to-Vehicle

(V2V) communications [103][115][120] and Flying Ad-Hoc networks (FANET) [126][146]

first established their ground by comparing their performance against general-purpose

MANET protocols such as AODV, OLSR, DSR, etc. Thus, it makes more sense to compare

RGR against these established incumbents rather than any particular application-specific

protocol.

Given all of this, I believe AODV [43] is ideal as a comparison point for multiple reasons.

It is a reactive routing protocol that shares many of RGR’s goals, since it attempts to

keep a low overhead and cope well with mobility by reacting to topology changes quickly.

However, in a sense, it also spouses many of the design aspects opposite of RGR, such

as a expensive route discovery and maintenance, complex state management, and a very

state-dependant operation of its nodes. Further, it’s influence in all application-specific
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protocols is undeniable, since it is the most cited MANET routing protocol, has an

established [71] and an upcoming [150] RFC, and researchers keep trying to adapt it to

many new scenarios.

All three experiments under which I test these six protocols are simulation-based and ran

with MeshSim (see chapter 3). Each experiment contains a simulation scenario designed

to test different specific conditions. Within the experiment, the scenario is executed

independently ten times per protocol to filter out outlying data points. Afterwards, high-

level performance metrics are extracted from the accumulated data of all runs of each

protocol and used to compare them with each other.

Each simulation scenario is defined by four main components:

• The general simulation parameters - This includes things like duration of the

simulation, area that nodes can move through, and most notably, the protocol

that will be run, which is the only thing that differentiates test specifications for

different protocols in the same experiment. The full list of parameters is given in

section 3.4.2.1.

• The network topology - The network topology refers to the number and position

of all nodes as well as the links between them, which is given by a radio range

parameter calibrated in accordance to the results of the experiment in section 3.6.2.

• The mobility model - This parameter controls how fast each node moves and

under which rules.

• The workload - The workload is defined as a series of constant bit-rate (CBR)

sources with a predetermined destination. At a time configured per source (but all

after simulation warm-up), each source starts producing packets of 64 bytes at a

constant rate of five packets per second. The workload is identical for all experiments

in this section.

The details of each experiment are given in the next three subsections, followed by all

the results.

4.4.1 Stable grid experiment

The purpose of this experiment is to establish a performance baseline-measurement for each

of the tested protocols under near ideal conditions. The topology of this scenario consists

of 100 nodes arranged in a ten by ten grid as depicted in figure 4.9 with a stationary

mobility model (e.g. no mobility). In this grid-like arrangement, nodes are placed like

cells in a grid and only have links to adjacent nodes (left, right, top, and bottom). This
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Figure 4.9: A grid-like arrangement of nodes.

ensures all nodes have between two and four links each, which provides variety in paths,

but also isolates the effects of contention from clustering.

Each simulation run lasts 60 seconds and is configured to have a workload of ten CBR

sources. These CBR sources act as an upper layer that requests the network stack to

transmit data packets of 64 bytes each at a rate of five packets per second for a duration

of 20 seconds, producing a total of 100 data packets per source. Likewise, the network

stack of each node utilises the protocol it was configured with to figure out how to deliver

each of these packets to their intended destination. The start times of all CBR source are

distributed randomly and uniformly, such that none of them start before the warm-up

period finishes or after the cool off period begins, and they all have enough time to

transmit their workloads. While this topology is unrealistic for any real world deployment

of a MANET, it has many advantages. The size of the network was chosen to be large

enough to create non-trivial routes and observe the difference between active vs passive

nodes, while remaining small enough to be easily visualised. The visualisation allows me

to make predictions about the performance of the protocols, such as the available paths

between nodes, or the potential contention hot zones for some given some workload.

4.4.2 Random Mobility experiment

With the performance baseline established by the Stable Grid experiment, the Random

Mobility experiment seeks to explore how this baseline is affected by mobility. As such,

only the mobility model and topology change from the previous experiment. In this

experiment, nodes are placed following a uniformly distributed random topology (see

figure 4.10).

After all nodes have been initialised, they begin to move through the simulation
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Figure 4.10: Initial topology of the random mobility experiment.

area following a random waypoint model (RWP) [64]. The speed and direction of each

node is dictated by their velocity vector, which is randomly sampled following a normal

distribution around the average walking speed of humans [29]. Once a node reaches its

destination, it remains there for a configurable pause time before resuming mobility with

a newly calculated random velocity and destination This process continues until the end

of the simulation.

I chose this mobility model because it allows me to get an idea of the performance

trend of the protocol for arbitrary network sizes and mobility patterns, which is well suited

for general-purpose MANET routing protocols like RGR and AODV. In contrast, realistic

models (e.g. trace-based) do not offer this flexibility [106], and further, the mobility of

their nodes is affected by complex interactions with each others. For instance, mobility

models based on car traces follow the rules of the road, and models based on the mobility

of people follow social interactions and so forth, which makes these models for suitable for

application-specific protocols.

4.4.3 Increased mobility experiment

In this experiment, I explore more deeply the effect that mobility has on the performance

of routing protocols by iteratively increasing the mobility rate of the simulation scenario

presented in the random mobility experiment. To do this, I present a variation of the

random waypoint mobility (RWP) model that I call the Increased Mobility model. This
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model functions very similarly to RWP with one exception: When a node reaches its

destination, instead of sampling a new random velocity, it calculates it by multiplying

the magnitude of its current velocity by a configurable factor (10% for this experiment).

However, the next destination of the node is still chosen at random.

Two more changes in this experiment has to the with the experimental procedure

and configuration. For starters, the pause time of nodes is reduced from the 10 seconds

used in the random mobility experiment to 5 seconds. Secondly, unlike the previous two

experiments, simulation runs for a given protocol are not identical as each subsequent

receives a 10% increase to the initial velocity of all nodes. The rationale behind these

changes is that, although the random mobility experiment gives a good preview of the

effects mobility has on routing protocols, any faults observed are still the result of the

interactions of many variables, not just mobility. But as mobility slowly increases with this

model and inflicts ever harsher conditions on the routing protocols, it eventually overtakes

all other variables and allows us to see just how much it can affect their performance.

4.4.4 Results

Through all three experiments, the same metrics are extracted from the simulated data and

used to compare all six protocols: delivery rate, efficiency (overhead), medium contention,

and latency. These metrics were selected as they represent some of the primary aspects

that all networking protocols should provide, and as proxies to measure the effectiveness

of the protocols to deal with the MANET constraints. The source code, configuration

files, and instructions to reproduce all experiments are available in the thesis companion

repository, alongside all raw and processed data.

4.4.4.1 Stable grid

The first set of results we will look at, are those for the stable grid experiment, depicted in

figure 4.11. The most important metric to consider is delivery rate (figure 4.11a), as the

primary job of routing protocol is to in fact, deliver data packets. As we can appreciate

here, all routing protocols (RGR variations and AODV) have no problem delivering close

100% of their packets, as the ideal conditions of the grid are conducive to that. The

upper-boundary baselines (Flooding and Gossip) are not as effective in this regard, which

is clearly explained by looking at their high levels of medium contention in figure 4.11b,

which leads to dropped packets.

Another significant contrast between the baselines and the routing protocols can be

appreciated in figure 4.11c, which depicts the total number of packets needed to deliver

a single data packet. So, on top of having a lower delivery rate, Flooding and Gossip

achieve their respective numbers at a much higher cost than the routing protocols. Lastly
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Figure 4.11: Stable grid experiment results.

figure ( 4.11d) shows the average latency per data packet, from the moment its payload is

received from the upper layer, to the moment it is received at the target destination. While

this value is much lower for the routing protocols, they display a much larger standard

deviation, something that is to be expected since the first packet for a route will wait

much longer to be delivered than subsequent packets as it waits for a route to be acquired.

Also to be noted, this is the first metric in which the RGR variations start to show a

notable improvement over AODV.

As for the RGR variations themselves, their performance is almost identical on every

metric with the exception of latency, which is to be expected under such ideal conditions.

These ideal conditions are also more conducive to RGR’s basic path finding algorithm,

preventing the heuristics from RGR-II and RGR-III from showing their potential. All in

all, however, all of these results are exactly what we expected to see and in-line with my

theoretical framework.
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4.4.4.2 Random mobility

Things start to get interesting when we look at the results for the random mobility

experiment depicted in figure 4.12. This time, figure 4.12a (delivery rate) is packed with

interesting information. Firstly, it is evident that the effectivity of all protocols decreased

as we expected. But that is hardly the case for the baselines, which very low drops in

their delivery rates, confirming their ability to deliver packets under mobility without

issues. But most notably, are the delivery rates of RGR-III and AODV. Under this harsher

conditions, RGR-III’s heuritic allows it to keep its delivery rate around 85%, while all the

other variations drop into the 70-80 percentile. On the other hand, AODV’s performance

plummets dramatically under 40%, confirming my theoretical analysis from chapter 2 that

contrary to what their authors expected, it does not handle mobility well. The reason

behind this performance drop are explored in depth in the next chapter.
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Figure 4.12: Random mobility experiment results.

Moving on to overhead per packet (figure 4.12c), we can see the efficiency of all entries

increase notably. However, this is understandable as they all need to produce further control
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traffic to account for the failures that mobility induces. Total contention (figure 4.12b)

actually goes down for all entries, which is to be expected since all transmissions carry a

degree of medium contention and, since they deliver significantly fewer data packets, they

also experience a reduced aggregated contention.

Lastly, we can also observe notable changes in latency per packet (figure 4.12d) for all

protocols but RGR-III. The reason for this increase is simple: None of the CBR sources is

now able to delivery all 100 of its packets using a single route before it breaks, pushing

them to re-discover and adding further delay to the packets in the queue. Surprisingly,

RGR-III’s average latency actually improves slightly from 300ms to 250ms, showing the

effectivity of its heuristic.

4.4.4.3 Increased mobility

Moving on to the last experiment, we take a look at the results for the increased mobility

experiment presented in figure 4.13. As described in section 4.4.3, the objective of this

experiment is to observe how as mobility increases, it affects a protocol’s ability to

deliver packets. Consequently, the average speed of all nodes is increased at every iteration.

However, since these speeds are still randomly sampled, rather than classifying the iteration

by an average speed, I do it by the collective distance travelled by all nodes, since its a

direct measurement of how much the nodes were moving during a fixed set of time. The

higher the total distance travelled, the higher the mobility rate was during the simulation.

Once more, we start this analysis by looking at the delivery rate (figure 4.13a), were

we can see the clear downwards tendency of the delivery rate of all entries, but much more

pronounced for AODV and Flooding. While all RGR variations remain more resilient to

mobility’s effect, we can see how their delivery rate starts to descend in the higher mobility

rates and they actually become even with pure Gossip. This is unsurprising, since we

knew from the start that Gossip and Flooding were very effective at delivering packets

under mobility. Nevertheless, the RGR variations achieve their delivery rates at about

25% the cost of Gossip, as we can see in figure 4.13c. As for the other protocols, AODV’s

overhead increases but very slowly, while Flooding shows a clear upwards trajectory.

Lastly, we consider the effect of this increased mobility in latency (figure 4.13d).

Although this metric seems to remain relatively constant as the mobility rate increases,

we see a clear upwards trajectory for all entries, with some of them (AODV and RGR-III)

even shooting up rapidly in the last iteration. This effect is observed since at these high

speeds, it takes longer for route discovery processes to succeed (many more retries) and

many more route discoveries over all are required, as more route breaks occur due to

mobility.

To summarise this chapter, my initial hypothesis that inspired this work was that the

unique properties of MANETs made it so that the most important aspect in protocol
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Figure 4.13: Increased mobility results per mobility rate.

design should be fault tolerance. I further speculated that by designing a protocol that

was naturally fault tolerant, all other classical network metrics such as delivery rate,

latency, and efficiency/overhead would benefit. Lastly, I postulated an approach to fault-

tolerant protocol design not present in the literature: By mitigating the individual factors

leading to faults (medium contention, complex state management, expensive and strict

control operations, etc.), I could produce a fault-tolerant protocol that did not require

to specifically keep track of errors or try to force error-free network conditions. In this

chapter, I presented the Reactive Gossip Routing (RGR) family of protocols that embody

my previous hypothesis. By exposing my protocols to increasingly error-prone conditions,

I demonstrated their ability to cope with these environments and keep a much higher level

of service than both the baseline measurements and the incumbent protocol in this area

(AODV), which is often used as a benchmark point of reference.
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Chapter 5

The woes of shortest-path routes

In the previous chapter, I demonstrated through experimentation the effects that fault-

tolerance can have in MANET routing protocols. These experiments (sections 4.4.2

and 4.4.3) compared my Reactive Gossip Routing (RGR) family of protocols which take

fault-tolerance-first approach to their design to a state-of-the-art protocol (AODV) that

favours other metrics. The effects observed from the data favour the fault-tolerant design,

and range from improved delivery rate to lower medium contention, and even somewhat

counter-intuitively, improved latency.

However, even though the results were inline with my expectations, I was still puzzled

by the severity of the performance drop AODV suffers once mobility is introduced. Before

delving into the analysis, however, the possibility of human error in the experiments

must be considered. In particular, two factors should be taken into account: Potential

misconfiguration of the protocol, and errors in the protocol implementation. AODV has

multiple configuration parameters that can potentially alter its performance, such as

ACTIVE_ROUTE_TIMEOUT, NODE_TRAVERSAL_TIME, or HELLO_INTERVAL. The values used

for these parameters are the recommended defaults indicated in the RFC [71], and they

can be audited in the corresponding configuration files for each experiment1. The version

of AODV used in MeshSim was fully coded by me in order to conform with the MeshSim

interface, and to be able to test it against the other protocols in the same conditions.

This implementation was done based on AODV’s RFC [71], all relevant sections of the

algorithms are documented with the corresponding text and sections of the RFC, and it is

fully open source for auditing2. So, although the possibility of misconfiguration or errors

in the code is always latent, I am confident both are true to specification. Finally, all data

(raw and processed), experimental artefacts (scripts for orchestrating the experiments and

processing the data), and the source code are open sourced for verifiability.

To start this analysis, let us consider AODV’s delivery rate across all three experiments

1See the experiments repository for more details: https://github.com/Dash83/PhD_Research
2The MeshSim repository contains all versions of the code, and the university repository has the version

used for all experiments in this thesis.
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Figure 5.1: Mobility’s effect on Delivery Rate.

from chapter 4. As we can see in figure 5.1), AODV’s delivery rate decreases significantly

once mobility is introduced, an effect that is only accentuated when compared to RGRIII’s

performance. And, although AODV’s aggregated delivery rate seems to improve slightly

in the increased mobility experiment, figure 4.13a showed a clear downward tendency in

delivery rate as mobility increased.

It is intuitive to see how a higher mobility rate would make any path created in the

network be shorter-lived as the rate of change of the topology (e.g. mobility) increases.

However, this is the case for all protocols, not just AODV. What then makes AODV so

susceptible to mobility? My theory: Inflexible node sequences and shortest-path routes.
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Figure 5.2: AODV’s route breaks across experiments.

At each hop of the route-query process AODV uses for route establishment, intermediate

nodes record the previous and next hops along the path that they will use when forwarding
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data packets between the source and destination. By inflexible node sequences, I refer to

the fact that packets will only flow in the strict sequence in which the route was established,

regardless of viable alternatives. This effect is illustrated in figures 5.3a and 5.3b. An

AODV route is established in figure 5.3a and packets flow through it in the specified

node sequence. But, as time elapses, mobility of nodes 6 and 7 has them switch places,

breaking their previous links. As illustrated by the grey arrows of figure 5.3b, they remain

within range of the rest of the route nodes. Nevertheless, since packets are unicasted in an

expected order, this route will be reported as broken once either node 5 is unable to reach

node 6, or node 3 is unable to reach node 7.

1 2 3 4

5 6 7 8

9 10 11 12

Source

Destination

Route links

(a) A common AODV route.

1 2 3 4

5 8

9 10 11 12

Source

Destination

Move direction

7 6

Non-route links

(b) Mobility breaks the route.

This strict node sequence is not arbitrary, as it may be useful for a number of purposes,

but it can also become a liability as explained above. For instance, knowing which are the

downstream nodes for all known routes can help a node react quickly to a broken link,

and either attempt to repair the route or report it as broken. However, this imposes an

overhead regardless of the action taken as well as a pause to data-packet flow, both of

which could be avoided. Another justification for the node sequence is the fact that not all

links are equal and exchangeable. Loss rate and bandwidth can vary significantly between

links due to a plethora of factors, even with identical wireless NICs. And while the default

hop-count metric used by AODV does not take link properties into consideration, keeping

the link sequence in all routes opens AODV for adaptation to more sophisticated routing

metrics.

In regards to shortest-path routes being partially at fault for AODV’s plummeting

delivery rate in the face of mobility, what I refer to is the distance-minimisation effect that

shortest paths induce when used in conjunction with route metrics such as hop count. As

it was described in section 2.7.2.6, AODV is a reactive protocol based on distance-vector

routing. The premise of distance-vector routing is to favour the creation and use of routes

that minimise the distance travelled by packets. To this effect, most protocols do not

actually minimise the geographical distance between the two endpoints of a route, but

rather, a proxy metric used for distance: hop count. And while there is good reason for
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Figure 5.4: Two hop-count-based routes.

trying to minimise this metric (see section 5.1), it also induces an unexpected effect into

the routes: shorter path duration.

To illustrate this effect, consider the route in figure 5.4a, with a fixed distance d

between source and destination, three intermediate nodes, and the radio-ranges of all nodes

depicted by dotted concentric circles. In such a route, the latency of transmitting a packet

between source and destination is dominated by the number of times it has to be relayed

by intermediate nodes, as each hop carries some overhead. In contrast, figure 5.4b covers

the same distance d but with only two intermediate nodes, lowering the relay overhead of

moving packets between source and destination. While they both cover the same distance,

it is the second route that is considered shorter due to the hop-count metric.

The problem with distance-vector routing and mobility arises when considering the

radio-ranges and positions of the nodes on both routes As nodes in the second route

clearly sit at the edge of their respective radio ranges, even the slightest mobility of any

intermediate node would break the route. This would naturally trigger additional control

traffic to be generated to cope with the event, and potentially the loss of some data

packets in the process. In contrast, the nodes of the first route have more flexibility for

some local movement without breaking the route. In short, shorter-path algorithms using

a distance-based metric favour the creation of routes with nodes spread further apart,
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making them more susceptible to breakage by mobility.

This analysis led me to the research question that motivates this chapter: Are shortest-

path routes that use distance-based metrics suitable for MANET routing protocols? This

question is in itself both controversial, as the desirability of shortest-path routes is dogma

in networking; and a well-known result, as other impactful work has hinted to this, but

did not outright conclude it. However, it is clear to me that a case for it still needs to

be made as even modern MANET routing protocols such as OLSR2 (2014) [123] and

AODVv2 (2019) [150] still use hop count as their default routing metric. Naturally, before

I present my proposal to address this problem, in the next sections I will provide further

detail in the problem space and look at the state-of-the-art in this space.

5.1 Shortest-path routing

The shortest-path routing technique comes from the solution to the shortest-path problem

in graph theory [1], which consists of finding a path between two nodes that minimises

the sum of the weight of the edges. This problem is commonly used as an abstraction in

several realms (such as computer networks), and at its essence is an optimisation problem

that seeks to minimise the resources consumed by a path. In wired networks, the main

resource they look to minimise is time (latency). Wired networking lines are much more

reliable than wireless transmissions and are less concerned about actual distance between

nodes, as it has little effect on packets. Thus, the primary contributors to the latency

of a transmission are hop count, bandwidth, and propagation delay at each node (due

to queuing and load). And while modern routing algorithms for wired networks have

sophisticated metrics that take all these (and more) factors into consideration, hop count

remains central to the algorithm’s calculations.

Plenty of these factors are even more important for wireless networks in general and

for MANETs. When a wireless node makes a transmission, it occupies the medium around

it, preventing its neighbours from transmitting concurrently. Thus, a longer route would

potentially prevent a larger number of nodes from transmitting, lowering the throughput

of the whole network. Further, MANET nodes are battery constrained, so minimising

the power consumption of the network as a whole (e.g. fewer transmissions per packet) is

desirable. Thus, not only are shortest paths desirable for the source and destination of a

route (since it provides less latency for their packets), but they are globally desirable for

the network. In short, the constraints of MANETS expand the scope of the optimisation

pursued by shortest-path routing from local only, to local and global.

The problem, however, is that the properties and constraints of MANETs introduced

in section 1.2 negate these theoretical advantages. The following are the main reasons for

this:
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Figure 5.5: Node temperature by edge count.

1. Unlike wired networks, the distance covered by a wireless link is important, as the

signal strength of wireless transmissions decays with distance due to path loss. This

would be a counter-indication to the desirability to spread nodes as much as possible

over distance to traverse it with fewer hops (see figures 5.4b and 5.4a).

2. For any given geographical distribution of a network’s node positions, the nodes

in the centroid of the distribution are likely to be part of most non-trivial shortest

hop-count routes, as illustrated in figure 5.5. This presents two problems in itself.

The oversubscribed nodes are likely to have longer queuing times, which increases

packet latency; and a lack of spatial reuse, as the spectrum around them becomes

congested while the periphery of the network is likely less contented.

3. As mentioned in the previous section, the mobility of MANETs can turn the asset

of shortest paths (geographical spread) into a liability.

Several of these issues are well known in the literature. De Couto et al. do a good

analysis of some of these issues in their publication “Performance of multihop wireless

networks: shortest path is not enough” [66]. In this paper, the authors argue about the

quality of the link over hop count as better metric for route calculation. They perform a set

of experiments in a static wireless ad hoc test bed, in which they compare the throughput

of shortest-path routes between nodes calculated with DSDV, and longer, static routes

chosen manually based on link quality. Their experiments show significant throughput

difference in favour of link quality, arguing that since hop count does not take link quality

in consideration, it can lead to less than ideal route performance. Further, they argue they
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found no correlation between signal strength and delivery rate, and their ideal metric for

route calculation would be one that maximises signal-to-noise ratio (SNI).

As stated earlier, shortest-path routes do not necessarily build paths shorter in any

terms of distance, but rather, minimise an accumulated metric along a path. It is the choice

of metric, hop-count in this case, that provides the proxy for distance minimisation that as

I have outlined above, becomes problematic for MANET routing protocols. Naturally, this

begs the question, if not hop-count, then what metric should MANET routing protocols

use (if any) to address the problems described in this section?

5.2 Routing metrics

Having established that shortest-path with hop-count technique is insufficient to consis-

tently provide reliable and efficient paths for MANET routing, we know consider the

alternatives in the literature. The motivation for some of these routing metrics align with

my own, which is identifying hop-count a inadequate for the problem at hand, while other

researchers were motivated by finding efficient ways to quantify the goodness of a wireless

channel.

5.2.1 Round-trip time

One attempt to come up with a metric to quantify the quality of a link is the round-trip

time (RTT) metric [73]. The concept behind RTT is simple: All nodes broadcast probe

packets at fixed intervals and expect a response from their neighbours, calculating the

total time it took for the round trip, and infer properties about the link’s quality based

on the delay. In a contended environment, nodes may experience delay in acquiring the

medium, incurring a delay in the RTT. The same logic applies to having to retransmit a

probe or probe response packet due to a lossy environment.

SRTT = α ∗RTTnew + (1− α) ∗ SRTT (5.1)

Every RTT received from a given link is weighted against the weighted average of the

previous RTTs, as described in equation 5.1. While the intuition behind RTT is good, the

expectation of capturing all details of the link quality, and only the link quality, is flawed

at best, since the RTT can be dominated by queuing delays at every node. Further, it

suffers from a self-interference effect, as the overhead of processing all the probe packets

can cause further queuing delays, completely skewing the metric away from the channel

properties.
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5.2.2 Packet-pair probe

An improvement over RTT is provided by the adaptation of the packet-pair probe (Pk-

tPair) [17] from wired networks into MANETS, as suggested by Draves et al. [77]. In

order to minimise the sensitivity of RTT to queuing delays, PktPair suggests the periodic

broadcasting of two back-to-back probe packets, followed by a measurement of the delay

between them at the receiver’s end. Since any load-induced delay applies to both packets,

it is factored out by calculating the difference in arrival times between them, finishing

with a reply of this value to the sender. Further, by making the first packet very small,

and the second packet very large, an estimation of link-bandwidth can be incorporated

into the measurement, as larger packets would take longer to be transmitted on links with

poor bandwidth. Finally, the PktPair metric is smoothed out against its weighted average,

just as with RTT.

A critique of PktPair, as pointed out by Draves et al. [77], is that it incurs an even

larger control overhead than RTT, and it induces a different type of self-interference into

the algorithm. While calculation of a link’s PktPair is unaffected by queuing delays, it

does incur an overhead on all nodes, which is measured in the PktPair metric of the other

links to that same node.

5.2.3 Expected transmission count

Following their work in which they outline some of the limitations of shortest-path routes,

De Couto et al. published their seminal work introducing the ETX routing metric [82].

Given that shortest path over hop-count can lead an algorithm to select poor-quality links,

De Couto’s further implies that these lossy links trigger retransmissions of lost packets

since the link layer never receives acknowledgement of reception. Thus, the number of

transmissions required to route a packet from source to destination is not actually the hop

count, but a multiplier of it based on the number of retransmissions needed. The ETX

metric incorporates the need for these retransmissions into its calculations, allowing an

algorithm to choose paths formed with better links.

ETX =
1

df × dr
(5.2)

where
df = Forward delivery-ratio

dr = Reverse delivery-ratio

r(t) =
count(t− w, t)

w/τ
(5.3)
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where
t = Time

w = Rolling time-window

τ = Probe-packet rate

The ETX calculation of a link is given by equation 5.2, and it is based on the

bidirectional delivery ratio between the two ends of a link. Under ETX, all nodes produce

probe packets at an τ interval (1 s by default). All nodes keep track of the number of

probes they have received from their neighbours, and since they know to expect a probe

packet per second, can therefore at any time t estimate the delivery ratio from a neighbour

over the last w seconds. By considering both the forward and reverse delivery ratio of a

link, the ETX link disfavours heavily asymmetrical links. Thus, the ETX of a route is the

sum of the ETX metric of all its links. Algorithms using ETX as its route metric can then

apply well known-shortest path algorithms on it, and obtain short and efficient paths.

5.2.4 Weighted Cumulative Expected Transmission Time

The weighted cumulative expected transmission time (WCETT) routing metric was

published by Draves et al. [79] with the objective of procuring high-throughput paths for

multi-radio systems. WCETT introduces the Expected Transmission Time (ETT) link

metric as an extension of ETX that addresses one of its main weaknesses: Bandwidth

considerations. While ETX does a good job at selecting high-quality links, it provides no

guarantees regarding their bandwidth capacity. ETT’s calculation is defined in equation 5.4

ETT = ETX ∗ S
B

(5.4)

where
S = Size of the packet (in bytes)

B = Bandwidth of the link (raw data rate)

By adding the bandwidth component, a link with 50% loss and 100 mbps would be

preferred over a link with only 10% loss rate, but only 10 mbps.

WCETT was designed with multi-radio systems in mind, and aims to take advantage

of all NICs in every node to produce radio-diverse paths in order to reduce interference. As

packets flow downstream in a route, adjacent nodes contend for the medium and reduce the

throughput of the route (see figure 5.6a). WCETT aims to address this self-interference by

choosing paths with links transmitting in non-overlapping radio channels (see figure 5.6b).

Thus, in a system with k different radio channels, the bottleneck channel of a route is

the one with the higher count of links in the path. Taking this in consideration, the full

WCETT route metric is a combination of the sum of the ETT metric of all selected links

in the path, weighted against the bottleneck channel (equation 5.5).
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(a) Nodes A and C are ready to transmit, but have to wait for node
B to release the medium.
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(b) Throughput increased with multiple radio channels

Figure 5.6: Self-contention effect in routes.

WCETT = (1− β) ∗
n∑

i=1

ETTi + β ∗ max
1≤j≤k

Xj (5.5)

where
β = Configurable weight parameter

k = Max number of channels

Using this path metric, an algorithm chooses the minimum WCETT among available

paths to obtain a high-throughput route. Depending on the selected value for β, this

metric can choose how much it favours channel diversity versus the best links for its own

path. Authors of the metric describe this as a balance between choosing the selfishness

and global good. If all nodes generated routes only based on the ETT sum, they would

get the best path for itself, but at the cost of potentially introduce more contention and

interference in the network. By choosing radio-diverse paths, the throughput of single

routes might suffer slightly as longer routes might be selected, but it favours spatial reuse.

5.2.5 What is the better metric?

In the previous sections, I considered four alternative metrics to hop count for shortest-

path routing: ETT, PktPair, ETX, and WCETT. Each of these metrics makes different

decisions about how to infer further information regarding neighbouring links, and use

that to make informed decisions about routing. Something else they have in common is

that they are all increasing metrics (e.g. they do not produce negative values) and they
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all grow numerically as links become less desirable. Therefore, any of them is suitable

replacements for hop count in shortest-path routing, in which the minimisation of the

given routing metric yields the most desirable route. But which one is best?

Draves et al. [77] perform a very thorough job of comparing most of these metrics

in their wireless ad hoc network testbed. Through extensive testing, they ultimately

conclude that ETX outperforms hop count, RTT and PktPair in most scenarios, except

in their one mobile scenario, where hop count reacts better to topology changes. On the

other hand, RTT and PktPair are too load-sensitive, and do not outperform hop count

in most scenarios. In a following paper [79], Draves and his team also conclude that

WCETT outperforms both ETX and hop count in single-radio scenarios, and significantly

outperforms both in a two-radio scenario.

A DCB
Loss rate: 30% Loss rate: 25% Loss rate: 15%

ETX=1.18ETX=1.33ETX=1.43

(a) Route ETX metric=3.94

A DE
ETX=2

Loss rate: 50% Loss rate: 40%
ETX=1.66

(b) Route ETX metric=3.66

Figure 5.7: Comparison of two ETX route metrics

Nevertheless, I maintain that none of these metrics addresses AODV’s susceptibility to

mobility. As noted by Drave et al.’s own comparative study [77], while ETX outperforms

all other metrics in most scenarios, it lags behind hop count in the only mobile scenario

they tested, something that is already quite telling. The reason for this is, that while ETX

and WCETT are quite sophisticated and provide a plethora of improvements over bare

hop count, they have two weaknesses:

1. They both benefit from more stable topologies as that allows them to collect better

link measurements.

2. But most importantly, they still act as proxy metrics for distance!

As described in their respective sections, both ETX and WCETT metrics of a link

grow as the link becomes less desirable. And, since shortest-path routes always look to

minimise the accumulated metric in question for a given path, it will naturally be biased

to choose the paths with the smallest hop count as illustrated in figure 5.7. While both

metrics consider link quality, they will still favour routes with nodes spread further apart,

even at the cost of poor quality links. This selection makes them vulnerable to node

mobility in the same way that hop-count-based paths are.
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In the next section, I present my proposal to address this issue.

5.3 Adjusted-distance metrics

The routing metrics considered in section 5.2.5, while very sophisticated, are not sufficient

to produce reliable routes in the presence of mobility for protocols like AODV. Although

these metrics have some issues regarding the overhead they produce and the fact their

calculations work better with more stable topologies, that is not the entire story. Initially,

I blamed the hop count metric for producing routes with nodes spread apart as much

as possible, making them susceptible to breakage by mobility. But in the last section I

showed that none of the alternative metrics even considers distance in their calculations

and they all end up likewise susceptible. Thus, it would be natural to conclude that the

nature of shortest-path route calculations is partially at blame as well, as it drives this

geographical-separation effect by favouring paths with the smaller cumulative metric sum.

However, I believe this can be fixed by incorporating a measurement of distance between

nodes to the calculation of most metrics.

The 802.11 standard [161] defines a field in the Wi-Fi headers called the Received

Signal Strength Indication (RSSI), which is represented by a single byte, thus supporting

values from 0 to 255. This field is a relative measurement of the strength of the radio

signal of a transmission upon reception at the receiver, as reported by the wireless network

interface card (NIC). The RSSI is used with a manufacturer-defined RSSI_MAX constant

to provide the so-called Link Quality measurement observed in networking programs

such as iw, or the deprecated iwconfig in the Linux operating system (see listing 5.1).

These relative metrics are in arbitrary units, and are a proxy to report the received signal

strength (PRx), expressed in decibel milliwatts (dBm).

Listing 5.1: Sample output of iwconfig.

wlan0 IEEE 802.11 ESSID:"Eduroam"

Mode:Managed Frequency:5.66 GHz Access Point: 38:3B:C8:3E:D4:3A

Bit Rate=867 Mb/s Tx-Power=18 dBm

Retry short limit:7 RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality=46/70 Signal level=-64 dBm

Rx invalid nwid:0 Rx invalid crypt:0 Rx invalid frag:0

Tx excessive retries:0 Invalid misc:0 Missed beacon:0

The received signal strength is the power change caused in a receiver’s antenna by

a transmitter’s signal after path loss. That is to say, the transmission power (PTx) of
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an outgoing signal decays progressively until it reaches a receiver’s antenna, becoming

the PRx. The decrease in signal power caused by its traversal between transmitter and

receiver can be estimated estimated with different models such as the Free Space Path Loss

(FSPL), Log-Distance Path Loss (LDPL), or the ITU’s General Delay Spread models [133]

depending on whether the transmission occurs in open space, an urban environment, or

indoors. Regardless of which model applies, however, both models calculate the power

loss as a function of the distance traversed by the signal. Thus, both the RSSI and the

PRx of a signal can also be used as a proxy to estimate the relative distance between the

transmitter and receiver as function of their radio range.

AD-Metric =
β

RSSI/255
· (1− β)Metric (5.6)

where
RSSI = Received Signal Strength Indication

β = Configurable weight parameter

By incorporating either of these proxies into a routing metric, I believe it is possible to

cancel the geographical-spread effect that shortest-path calculations induce. The general

model of this adjustment which is call the Adjusted-Distance metric is given in equation 5.6.

By multiplying the value of any of the existing metrics of a link by the reciprocal of the

signal-strength percentage, it discourages the selection of links whose signal strength

corresponds with a higher distance between the nodes. The strength of this effect is

modulated by the β factor to support scenarios in which different weights are desirable

for the adjust-distance (AD) and base-metric components. The ideal β value might be

different for each use case and is thus left open for protocol configuration while using a

default value of 0.50, giving each component equal weight.

This model two properties that I should not about this model. Firstly, the it is

compatible with any of the metrics explored in the previous section, so one could easily

to implement an AD-ETX, or AD-WCETT. Secondly, it does not incur any additional

overhead, since the required data for calculation is already present in all packets.

5.3.1 AODV Adjusted-Distance

To test my adjusted-distance model, I decided to apply it to the hop-count metric. While

clearly, there are better options, this choice allows me to test directly against the AODV

results from chapter 4 with the knowledge that any difference in results is a direct effect of

my model and not of a sophisticated base metric. Applying my model from equation 5.6 to

hop-count produces equation 5.7, as the value of the base metric is simply 1 for each link.

AD-Hop-Count =
1

(RSSI/255)2
(5.7)
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As one can appreciate in equation 5.7, the denominator of the fraction is changed to

be the squared of the one depicted in equation 5.6. This adjustment came after early

experiments showed me (see figure 5.8) that the base model was in fact too insensitive to

distance, which prompted me to modify it. An interesting property of the AD hop-count

metric is that it grows slowly until RSSI approaches 0 at the limits of the transmission

range. This means that links to nodes that are not close the transmission edge are barely

modified, whereas nodes close to it are actively avoided. This is a highly desirable property,

as those nodes near the edge are the ones that are more susceptible to break a route due

to mobility.
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Figure 5.8: Plotting of the adjusted-distance hop count function.

I incorporate this new metrics into AODV and use it instead of hop count in all relevant

operations, calling this variation AODVDA (Distance-adjusted). To support this new

metric, I also modify the format of all control packets to use a new 4 bytes message_cost

field instead of the 1 byte hop_count defined in pages 7-9 of the RFC [71]. This new field

stores the calculation of the new route metric. Likewise, I modify the format entries in

the route_table (page 13 of the RFC) to hold this new 4 bytes value.

Other than that, no modifications are made to the operation of the protocol. In fact,

the main modification to AODV’s codebase in MeshSim came in the form of allowing the

route metric to be chosen via the configuration file. Thus, AODVDA’s implementation in

MeshSim is actually just a wrapper around AODV that ensures the new routing metric is

used, but the uses the exact same code as the AODV base version for everything else.
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5.3.2 Evaluation

My motivation to explore this space lies in figuring out why AODV’s performance suffers

so vastly once mobility is introduced and to answer the research question I postulated

earlier in this chapter. Thus the evaluation of AODVDA is straightforward. First, I run

it in the stable grid experiment to obtain baseline measurements and compare it against

AODV. Then, I use it in the mobile scenario described in the random mobility experiment,

where I expect it perform better than AODV due to its improved metric. All these results

can be seen in figure 5.9.
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Figure 5.9: AODV vs AODVDA evaluation results.

Starting with figure 5.9a, we can see that the new metric improves AODV’s delivery

rate by almost 10% when mobility is introduced. Further, its longer routes do not seem

to have any negative effects in the stable grid baseline. Moving on, figure 5.9b shows a

CDF of the route lengths created by both protocols in all the runs of the random mobility

experiment. AODVDA produces longer routes as expected but by a surprisingly low

margin. In all likelihood, most routes are almost the same length in hops, but AODVDA

avoids the nodes that sit at the edge of the transmission range, affording it a bit more

resilience to breakage.

Another important aspect of having longer routes, is that each data packet requires
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extra transmissions to be delivered. Contrary to this intuition, however, figure 5.9c

shows that AODVDA actually has a lower overhead per packet than AODV. A potential

explanation for this reduction in control traffic would be that the longer routes break

less often, however, figure 5.9d shows there is actually a slight increase in route breaks

for AODVDA. Thus, the explanation for AODVDA’s increased performanced is given by

figure 5.10, which shows us the average number of data packets delivered per each route

that was successfully established. As we can appreciate in this figure, AODVDA’s routes

deliver in average 30 packets per route to AODV’s 24. This added efficiency in the use of

routes naturally leads to fewer route discoveries being needed, and consequently lowering

the control traffic emitted.

This initial foray into my proposed Adjusted-Distance metric shows promise in mitigat-

ing the effects of mobility on MANET routing, but this is only the beginning. Further

experiments and measurements are needed before we can rule-out the use of metrics that

do not account for node-separation in MANETs, but the preliminary data supports my

initial intuition sufficiently to warrant further exploration in follow up work.
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Chapter 6

Conclusions

Through my years as a PhD student, I learned in conversation with many academics

that the doctoral thesis that most people start with is not the one they end up with,

and that was definitely the case for me as well. My initial proposal involved studying

a system I designed which merged the capabilities of MANETs with onion routing to

provide anonymous communications that did not rely on infrastructure. Early on my PhD

process, however, a professor in my department asked me about the overall capacity of

MANETs to provide these communication channels, which led me to deeper dive at how

these networks operated, their protocols, their challenges, and limitations. It turned out I

never emerged from this dive, and I dedicated the rest of my PhD to studying the many

aspects of MANETs.

As the reader might recall, the initial hypothesis that inspired the work contained in

this document was that the unique properties of MANETs suggested that fault tolerance

should be at the core of protocol design. This led to the research question I postulated in

chapter 1: What is the performance effect of designing a MANET routing protocol that

favours resiliency over other metrics? I later measured this effect by designing a set of

fault-tolerant protocols and testing them in increasingly harsher simulated conditions

against an incumbent from the literature and two baselines. The results confirmed my

speculations that designing for fault tolerance would ultimately increase performance in

the other classical networking metrics, answering my research question.

The first conclusion that I can offer from this journey can be tracked back to when I

was formulating my research question, and I anticipated two things about the work that

would follow: That it would take many iterations to find relevant sources of faults, and

that I would need to come up with a composite metric to show that my protocols were

indeed better. I was wrong in both accounts. Surprisingly, my proposition of isolating the

multiple properties of MANETs that lead to faults was not already covered extensively in

the literature, and my protocols outperformed the incumbents in all metrics. I believe both

of these phenomena are explained by the fact that the importance of fault tolerance
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is overlooked too often.

Further, I think this phenomena occurs due to the the nature of academic research

itself. While it often pushes us to look for research avenues that show bigger, faster,

and better results all around, fault tolerance invites us to think more about production

code, about the engineering challenges of deployment, etc. In short, it insinuates itself

as a concern of maintenance, and not of innovation. But, as my research shows in this

document, it is overlooked at everyone’s peril as it can provide unexpected performance

benefits that extend far beyond notions of maintainability.

My second conclusion is that shortest-path routes are not always desirable. The

desirability of shorter routes is often treated as dogma in networking, but perhaps we

should re-think this. As I showed in chapter 5, the effect of using shortest-path routing

algorithms alongside a metric that does not account for geographical-spacing effects can

result in fragile paths, which are more vulnerable to mobility. But these routes can also

cause negative effects in other realms such as data centre (DC) networks.

When a top-of-rack (ToR) switch calculates a route to another server in the same DC,

it almost always uses some protocol with a shortest-path algorithm at its core. Depending

on the traffic patterns of the DC, this can create congestion among many of these shorter

paths that could be avoided by taking longer routes further up the DC topology. Naturally,

this effect is well known and addressed in many ways, such as using composite routing

metrics that look at more than the length of the route. However, since these routing metrics

are still used in minimising algorithms (e.g. shortest-path), it only pushes the problem

away as different traffic patterns could again lead to congestion despite the existence of

longer paths with more available capacity. Questioning the universality of the application

of these routes could lead to different and more effective schemes.

The last conclusion I offer, is that matching research methodology and tooling

are essential. It goes without saying that all research is hard, but this is especially

true in a field like this in which the analytical models are vastly removed from real-world

deployments, which themselves are too costly and do not scale. Thus, choosing the right

level of abstraction for study and experimentation is crucial. In this sense, I believe

the Calibration-Simulation-Validation experimental cycle promoted MeshSim can be a

valuable contribution to the community. While it obviously lacks the maturity of the

established toolsets, the simplicity of its design coupled with its powerful features might

attract community members to use it and extend.

Lastly, I would like to say that even though the direction my PhD took was very

different to what I anticipated, I consider it a privilege to have had the opportunity to work

on it. Ever since I was a child I dreamt of becoming a scientist, but I never anticipated I

would get to prepare for this journey in an institution such as the University of Cambridge.

Through my work, it is my hope that future researchers interested in this field can use this

170



thesis as a starting point, and that it might inspire prospective scientists from developing

nations to apply to their dream school, I promise you it is achievable.

6.1 Future work

I was once told by a dear friend of mine, Professor Isaac Schearson, that half of what

makes a PhD thesis is the contribution it makes to science, and the other half is the

amount of work it opens up. The contributions this thesis makes have been described in

the previous chapters and summarised in this one. Thus, this last section is dedicated to

outlining future directions that my research could take, as well as potential avenues to

improve on the work I have done.

6.1.1 Power consumption modelling

Out of all the things I measured in my experiments in chapter 4, power consumption

is unfortunately not one of them. The reason for this is simple: It is quite difficult, if

not impossible, to provide an accurate power-consumption reading from a simulation

experiment. In section 2.7, I describe that the power consumption of a routing protocol

is given by the power consumed by calculations and by radio operations, with the latter

heavily dominating the measurement. However, neither is easily measured. Using software

tools like Powerstat [175] to measure the power demand of the protocol’s calculations

would be futile, as they are not only dependant on the workload but on the hardware,

and server-grade CPUs are unrepresentative of what a MANET node would use. Further,

since the radio operations are simulated as well, they can not be measured.

Pow = Cpµ

|Pkt|∑
i=1

pi + ψ

|Tx|∑
i=1

ti + ψ

|Rx|∑
i=1

ri (6.1)

where

Pow = Total power consumption of the protocol

Cpµ = Average CPU power consumption (mW) of the node

Pkt = Set of time measurements of all processed packets

pi = Time it took to process a given packet; pi ∈ Pkt

ψ = Power consumption (mW) of the node’s wireless NIC

Tx = Set of time measurements of all transmissions

ti = Time it took to perform a given transmission; ti ∈ Tx

Rx = Set of time measurements of all radio receptions

ri = Time it took to perform a given radio reception; ri ∈ Rx
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However, all of the above can be approximated by utilising proxy measurements which

are easier to collect. Equation 6.1 provides a model to describe the power consumption

of a MANET routing protocol in a single node. Since the MeshSim model relies on the

use of a concrete testbed node for calibration and verification, its properties such as radio

and CPU power consumption can be obtained from its specifications. These values used

in conjunction with the measured time for the transmission, reception, and processing

operations of each packet, which are already captured by MeshSim, can be used to obtain

a reasonable estimate of the power consumption of the protocol. Alternatively, a simplified

version of this model would involve performing a new calibration experiment. By obtaining

average values for the power consumption of each type of operation in a testbed node, one

can then just multiply this value by the number of corresponding operations performed in

a simulation.

6.1.2 Adjusted-Distance metric implementations

In section 5.3 I proposed the notion of Adjusted-Distance routing metrics as a way to

address AODV’s vulnerability to mobility. The experiments in that section showed the

promise of such notion, as an adjusted-distance hop count metric improved AODV’s

delivery rate and efficiency. However, hop count is hardly the most sophisticated of

metrics, and as I postulated in that chapter, I believe other metrics such as ETX are also

susceptible to the same geographical-spreading effect. Thus, it would be very interesting

to implement adjusted-distance versions of these metrics to further study the relationship

between geographical spreading of nodes and faults caused by mobility.

6.1.3 RGR verification experiments

As I previously discussed, the MeshSim experimental method relies on the calibrate-

simulate-validate cycle to perform high-fidelity simulations which are further validated

by their counterpart testbed experiments. Unfortunately, I was unable to fully finish the

validate cycle for my experiments. When I wrote about the complexity and difficulty of

managing a testbed in chapter 3, I did it not only out of theoretical but out of experience.

The testbed I built to verify my simulations required careful placing of each node in the

correct physical location to produce the desired topology. This requires being able to place

the nodes in locations that are safe, and in which they have access to Wi-Fi in order to

receive commands.

In my case, the best location for such deployment was the Computer Science &

Technology Department (commonly known as the CL) at University of Cambridge, where

I could monitor and access my devices as needed (see figure 6.1). However, even there, the

locations for some of the nodes were not ideal, as they had no access to continuous power
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Figure 6.1: Deployment map of the verification experiment.

sources and thus operated on batteries. This makes it so that for every deployment, I need

to make sure the nodes are charged and correctly placed. Lastly, all nodes are configured

to work with Eduroam wireless network as the control channel, and must be reachable by

the control server located in my office at the CL. All of the above translates into a complex

and lengthy experimental procedure that can only be performed at the physical location of

the testbed. Unfortunately, these factors prevented me from completing these experiments

when the COVID-19 pandemic hit the world, as I thus became unable to access the CL.

The preliminary tests I did perform were promising, but confirmed my expectations

about the difficulty of setting up the testbed. One such test included loading the RGR-III

protocol in the testbed in order to validate its correct use of the custom device drivers

for the Lora and Wi-Fi radios, which were successful. A more interesting test was one I

performed using the calibration protocol I introduced in chapter 3, which I use to obtain

connectivity data. The test in question intended to corroborate that the deployment

configuration depicted in figure 6.1 produced the expected network topology shown in

figure 6.2. As experienced readers might expect, the produced topology looked nothing

like what I anticipated (see figure 6.3).

Not only did a number of nodes failed to report any connectivity data, but the quality

of the links was also unexpected. The root-cause analysis investigation included several

rounds of spectrum measurement, inspection of the architectural drawings of the building,
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and conversations with the facility’s staff. I concluded that multipath propagation was

one of the main culprits of the produced topology, given that all nodes were placed

on the ground floor of the building, which I learned was especially shielded and likely

very reflective of radio frequency signals. Whether I get the chance to perform these

experiments, or someone else takes over, the likely correction for this would be to spread

the nodes across the floors of the building.

6.1.4 MeshSim improvements

As I finish my PhD and prepare for the next stage of my career, I intend to introduce a series

of updates to the MeshSim platform, its public repository and the documentation. The

intention of these changes is to facilitate the contributions of the open source community

to the platform, to increase quality, and to add features such that it can be used for further

scenarios. When that is done, I suggest the following improvements to the platform to

cover more use cases within the MANET community.

6.1.4.1 Extended link layer

The current support MeshSim has for link-layer operations is limited. As mentioned

in section 6.1.2, my initial focus on distance-vector protocols did not justify a heavier

investment in a rich link layer that could enable protocols to perform operations at this level.

The current link layer abstraction is only concerned with providing medium contention,

which it does in discrete fashion, sensing whether the medium is busy or not. In order to
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support link-state protocols, this feature-set must be expanded.

An interesting challenge to do so, however, is that there is no obvious better design

approach to do this. The simplified networking approach of MeshSim has it using a

pseudo-IP layer to handle all packets, which could be extended to incorporate these

features. Alternatively, a pseudo-link-layer frame could be added to the system, which

would wrap the existing MessageHeader and contain all the relevant link layer fields. This

approach could be extended to add physical layer headers as well if desirable in the future.

The problem with this approach, however, is that it is not trivial to implement either layer

fully, and careful consideration must be given in case a simplified version is used.

6.1.4.2 Deployment integration

Currently, the experimentation method for simulated scenarios is streamlined for most

scenarios. Calling the master_cli is simple, and the interface is robust enough to support

scripting around (as I did for the experiments in chapter 4). For device deployments, one

can choose to manually deploy the worker_cli client into each device and configure them,

or rely on the Cluster tool. In an abstract level, both tasks are quite similar, but are

currently disassociated with each other and use different tools, and specification files.

However, the Cluster tool could be extended to include simulations. It could register

the simulation servers similarly to how it does for the testbed nodes, but using a different

pool. Running a simulation would follow the same process as that of a device deployment,

but using the appropriate server and tools.
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6.1.4.3 Automated verification

One of the benefits of working with MeshSim is that all events of the system are logged

as JSON-formatted lines in the corresponding files. This feature greatly simplifies the

data analysis done after each experiment, letting me capture different behaviours of the

system by aggregating relevant metrics. This granularity of the data could also be used to

automate to some degree the verification step of the experimentation cycle. For instance,

in chapter 3 I show how I manually processed such timings to calibrate how long should

a simulated radio broadcast operation should take. This process could be automated

after each experiment for several low-level operations of the system, and then compared

against their testbed counterparts. This would provide researchers a fidelity level after

each experiment, alerting them when any particular operation is outside of the expected

parameters. This feature could be made easier if the previous one (deployment integration)

has been implemented, as any given testbed experiment could be used as a point of

reference for a simulation.

6.1.4.4 Distributed-simulation support

The most significant blocker for new users wanting to use MeshSim for their own research

is having a suitable server to run the simulations on. As I demonstrated in chapter 3,

one of the main issues a real-time simulator like MeshSim can have, is that any of its

entities may be slowed down if it does not have enough processing time. By analysing

the run-queue of the server on which I run my experiments, I can guarantee that is not

the case. However, not all users will have access to such a computer. Thus, modifying

MeshSim to spread the processes corresponding to the simulated nodes across multiple

machines would be a huge boon to its adoption. This feature, alongside the two previous

ones, are highly related to each other.

6.1.4.5 Augmented mobility

In my experiments, I used the Random Waypoint mobility model, arguably the most

widely used model in the MANET literature, so that my work could be comparable to

that. However, that model is well known to be completely unrealistic in its patterns. In

order to better represent more simulation scenarios, it is necessary to update the simulator

to support a wider range of mobility models, such as Group or Manhattan. Further,

while it would be very desirable to support those well-known models, it would also be

very interesting if the system could support the use of mobility traces from any real-life

deployment to generate a mobility distribution based on it, and apply it to a simulation.
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6.1.4.6 Simulation replay

The current data model of MeshSim has the state of all nodes recorded at any given time

in the experiment’s database, and all events that occur in the system are logged in the

structured JSON format. As mentioned earlier, the formatted log entries facilitate data

analysis, but they also make debugging easier. Since MeshSim is a real-world simulator, it

is impossible to pause the execution of any process by attaching a debugger to it without

affecting the results. Thus, debugging of the system involves a careful analysis of the

detailed logging the system provides.

This logging is so thorough that in fact, in conjunction with the state of all entities

from the database, it should be possible to replay an entire simulation with it. It is unclear

what such replay would imply, whether just an animation of the events of the simulation,

or a full execution that can now be paused. This would likely be very useful for the

development and debugging process of any future protocols.
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