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Abstract—Data security plays an increasingly important role
in modern telecommunications. The advent of quantum compu-
tational processors presents a significant threat to today’s widely
employed public key encryption algorithms, necessitating the adop-
tion of new approaches to data encryption. Whilst quantum key
distribution guarantees unconditional security for cryptographic
key exchange in optical communication networks, the data rate is
slow (Mbit/s), especially when compared to conventional optical
communication. Here we present a highly secure encryption ap-
proach in which the encryption key, generated by quantum key
distribution at a rate of up to 2.9 Mbit/s, was used to seed physical
layer encryption performed using time domain spectral phase
encoding (TDSPE). This allowed us to demonstrate encrypted
40 Gbit/s quadrature phase shift keyed data communications over
52.3 km of installed optical fiber, which cannot be eavesdropped
using brute force computational attacks. Any attempt to eavesdrop
the encrypted signal in the physical layer is highly time-sensitive –
the phase states must be measured and decrypted prior to optical
signal attenuation, which means that the attack procedure typi-
cally needs to be completed within a few milliseconds. This work
represents the first example of quantum-enhanced physical layer
encryption at realistic optical data rates that is fully secure from
brute force computational attacks and the first demonstration of
TDSPE using continuous-wave laser source and quadrature phase
shift key modulation.
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system security, quantum cryptography.
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I. INTRODUCTION

ENSURING the security of information exchange in optical
communication systems has become one of the primary

challenges in telecommunication networks. In current commu-
nication systems the security measures are mainly implemented
in higher Open Systems Interconnection (OSI) network model
layers by digital data encryption methods (such as Advanced En-
cryption Standard (AES) or Lightweight Encryption Algorithm
(LEA) in the syntax layer). When data are encrypted using these
upper-layer encryption methods, the transmitted encrypted data
are composed of relatively high-intensity optical digital signals
that could be easily measured and perfectly copied by an eaves-
dropper. After measurement, the eavesdropper can then attempt
to break the encryption on the perfect copies, taking as long, or
using as many copies, as is necessary. Therefore, the strength
of the security is determined by the computational difficulty of
breaking the encryption algorithms [1], which is often referred
to as computational security. Quantum key distribution (QKD)
is a proven method of generating and sharing verifiably secure
keys between two users by using the properties of quantum me-
chanics [2]–[8]. The distributed secure keys can be then used in
classical (i.e., non-quantum) data encryption protocols (such as
the absolutely secure, but low key efficiency, one-time-pad) [2],
[7]. However, the key generation rates are very low compared to
the data transmission rates of classical communication systems
and therefore real-time use of the key with low key efficiency
encryption protocols is impractical. Consequently, there is a
need to consider a compromise between the verifiable security
of QKD or the enhanced data transmission rate with relatively
reduced security offered by classical encryption processes.

The time-domain spectral phase encoding (TDSPE) technique
was proposed as an effective and flexible method of imple-
menting network security in the optical physical layer by rapid
(bit-by-bit) encoding of the high-speed optical signal into a
noise-like encoded signal [9]–[13]. Using TDSPE, the security
is implemented optically in the physical layer, which could be
referred to as physical level security. Security investigations
of the spectral phase encoding (SPE) in OOK/DPSK (On-Off
Keying/Differential Phase Shift) systems have indicated that
the SPE could achieve mathematically variable security [14].
Consequently, no digital optical circuits (such as memory) exist
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which can fully detect and maintain the optical signal with
sufficient fidelity to permit an eavesdropping attack over a
long-duration, say, of greater than 1 ms. In order to decrypt
such encrypted data, an eavesdropper would either require full
knowledge of the symmetric encryption key in advance or be
able intercept the data and then attempt to randomly check the
scrambling code in real time. In practice, the latter approach is
very unlikely to be successful without the eavesdropper having
a priori knowledge of significant parts of the key. The TDSPE
scheme operates in the physical layer of the optical commu-
nication network, distinct from traditional symmetric-key en-
cryption such as AES, which operates at the syntax layer [15],
and is entirely transparent to upper-layer protocol/contents. The
TDSPE scheme can, therefore, be layered with symmetric-key
encryption to offer enhanced security.

In the bit-by-bit code scrambling TDSPE, the confidentiality
of the encryption key or scrambling code (SC) is the essential
aspect of the overall security of the communication system.
Therefore, we propose a new approach that employs QKD to
generate and share the secure keys which seed the coding oper-
ations used in the TDSPE to scramble the signal in the physical
layer. In the work reported here, the cooperative integration of
QKD and TDSPE implements system physical level security in
an optical communication system. The QKD system provides
verifiable security to the generation of secure keys between
two authorized parties. The quantum key then serves as a seed
to generate the SC for TDSPE. The code scrambling is able
to operate bit-by-bit at a high clock rate (demonstrated from
20 GHz to 40 GHz [9]–[13]) in the TDSPE system acts as an
interface between QKD and the classical optical transmission
system, and enables a further improvement to the security of
high-speed optical communication, compared with digital data
encrypted systems. The TDSPE stage could be regarded as a
modular “Plug and play” security system used to improve the
security of the traditional optical communication systems. The
full protocol will be discussed Section II.

Previously, TDSPE had been demonstrated using a single
phase modulator to perform both TDSPE encoding and differen-
tial phase shift keying (DPSK) data modulation [10]. Bit-by-bit
code scrambling has been further demonstrated at up to 40 Gbps
data rate for OOK and DPSK data formats with improved secu-
rity and flexibility of the SPE codes [10]–[13]. High order coher-
ent modulation techniques such as quadrature phase shift keying
(QPSK) and quadrature amplitude modulation (QAM) have
been widely adopted in optical communication systems [16],
and various types of algorithms could be applied in the digital
signal processing (DSP) stage [17]. However, the compatibility
of TDSPE with these coherent high order modulation techniques
has not been considered in the previous investigations.

Spectral encoding requires a broad spectral bandwidth
to facilitate the encoding. Although an intensity modulated
continuous-wave (CW) laser is commonly used in practical opti-
cal networks, previous TDSPE schemes employed a high-speed
bandwidth-limited optical pulse as the signal carrier due to its
broad spectral bandwidth [10]. However, the TDSPE scheme
with a high-speed short pulse source is not compatible with most
practical optical fiber transmission systems that use CW optical

sources, and this type of laser source is very expensive. It is
highly desirable to use a CW source for the TDSPE scheme to
get higher compatibility.

This paper proposes and demonstrates a novel integrated
QKD seeded TDSPE scheme. TDSPE operating with QPSK
modulation using CW laser source is also firstly demonstrated
to provide physical layer security with full compatibility with
the traditional symmetric-key encryption. A proof-of-principle
experiment was demonstrated physical layer security in a
40G-Gbps coherent QPSK transmission system using a CW
laser. The quantum key distribution element of this integrated
system was demonstrated using a deployed link in the Cam-
bridge Quantum Network [18]. The TDSPE system used the
seed keys generated by the QKD system. Investigations on
transmission and security performance were also carried out.
The classical 40 Gbps QPSK data transmission system, using
single wavelength and single polarization, transmitted data over
52.3 km of standard telecoms single-mode fiber (SMF).

II. OPERATING PRINCIPLES

A. Protocol

The operating principles of the proof-of-principle experiment
is shown in Fig. 1. Following the optical transmitter, the physical
layer encoding was applied to perform TDSPE. This was driven
by the SC patterns which were generated by the distributed quan-
tum keys as shown in Fig. 2. This protocol provides enhanced
security performance in the physical layer via a QKD seeded
TDSPE scheme and is fully compatible with security protocols
operating in other OSI layers. It is important to emphasize that
any security scheme in the syntax layer, e.g. AES, is available to
be introduced into this protocol for further security performance.

The quantum key distribution and data transmission proce-
dure is shown in Fig. 2. At the beginning of the transmission
process, the quantum key was first generated, distributed, and
stored by the two authorized parties, Alice and Bob (Fig. 1).
The SC pattern was derived by pseudo random number gen-
eration algorithms seeded by the quantum key, which could
only be successfully recovered by the complementary code
pattern generated from the same key by the same pseudo random
number generation algorithm. The signal frame was divided into
synchronization header, guard header gap, data frame, and guard
tail gap. The synchronization header was used to synchronize the
beginning of the signal frame and the physical layer encoding.
The guard header and tail gaps in the data frame were filled with
random symbols to provide sufficient scrambling for the first
and last symbols.

The generated SC pattern with length Ld (shown in Fig. 2)
was used to fully mask the data frame at the code rate of Rc

via TDSPE. The duration of the QKD phase (TKey) and data
transmission phase (TData) are given by

TKey = Nk /Rk (1)

TData = Ld /Rc (2)

where Nk and Rk are the block size of quantum keys and bit rate
of the QKD system, respectively. In Fig. 2, TQ and TD are the
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Fig. 1. Operational principles of the QKD seeded physical layer encoding security scheme.

Fig. 2. The procedure of the SC generation from the distributed quantum key under the operation protocol of the QKD seeded TDSPE security scheme, which
also depicts the frame structure of the classical signal. ‘Syn.’ is the synchronization header for a data frame. The setup and post processing (TQ and TD) are
located at the beginning and end of each phases.

time for setup and post processing for the quantum and classical
systems respectively. The calculated ratio between quantum bits
and classical bits is given by

RKB = Nk/ (LdRs/Rc −Ns − 2Ng) /log2 (M) (3)

where M is the number of levels for a M-ary modulation, i.e.
M= 2 for DPSK and M= 4 for QPSK, and the code is then used
for the physical layer encoding. Ns, Ng, are the number of sym-
bols in the synchronization header and guard gaps, respectively.
Rs is the symbol rate in the data transmission. The scrambling
code rate (Rc) is adjustable by using different encoding rate for
the TDSPE, so it could reach tens of gigahertz. The RKB in
the experiment (shown in Fig. 4) was around 0.42. However,
as will be presented in the following sections, the quantum key

(or scrambling code) is working on the dispersively stretched
optical pulses instead of classical bits in the TDSPE scheme.
And the ratio between quantum keys and optical pulses was
approximately 0.83.

An eavesdropper, Eve, who knows the code generation al-
gorithms but does not have knowledge of the key for physical
layer encoding, could only access a noise-like signal which is
scrambled by the TDSPE. An analysis of the security of the
system will be presented in Section V.

B. Symbol-by-Symbol TDSPE With CW Optical Source

As the QKD process offers verifiable security for the seed key,
the security of the data transmission in the classical channel
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Fig. 3. The operating principles of TDSPE scrambling in both time domain and spectral domain. (a) Waveform of the continuous-wave carrier and its spectrum
(with the linewidth of several hundred kilohertz). (b) The stretched optical signal in each bit being modulated by the transmission data and its spectrum (the
spectral bandwidth is significantly broadened to Δλb). (c) Phase encoded optical signal by the scrambling code pattern generated from the QKD and its spectrum
(bandwidth is further broadened to Δλs).

is determined by the security of the TDSPE. Since receiver
Bob possessed the key, he was able to access the correctly
decoded optical signal (CDOS) while eavesdropper Eve lacked
the knowledge of the SC to perform the correct decoding and
detected a wrongly decoded optical signal (WDOS).

Fig. 3 illustrates the operating principles of the proposed
TDSPE scheme using a CW laser source. The QPSK data was
loaded on to the CW optical carrier by in-phase/quadrature
(IQ) modulation. The optical spectrum of the QPSK signal
was broadened to Δλb after TDSPE. For each symbol, the
dispersive element stretched the signal in the time domain and
different wavelength components were located at different time
slots. Therefore, each symbol was stretched and overlapped with
adjacent bits as shown in Fig. 3(b).

The stretched signal had duration (Ts) which can be calcu-
lated from knowledge of the dispersion (Ds) and the signal’s
bandwidth (Δλb) thus:

Ts = Ds ·Δλb (4)

The SPE was executed by the phase modulator driven by the
SC pattern with frequency of Rc = 1/Tc. Through the TDSPE
process, the SC pattern became a sequence of phase shifting for
the stretched optical symbols. The number of codes encoded

onto a stretched optical symbol (Nc) can be calculated by:

Nc = Ts/Tc (5)

A larger Nc results in the longer duration of the WDOS sym-
bol, which means lower optical signal-to-noise ratio (OSNR),
which is beneficial for protecting the signal from unauthorized
detection [13].

Each optical symbol experienced different SC patterns, result-
ing in symbol-by-symbol code scrambling, and the bandwidth of
the scrambled signal spectrum (Δλs) was also broadened, com-
pared with the bandwidth of the original QPSK signal (Δλb). We
will further discuss this effect in the symbol-by-symbol TDSPE
by simulation and experimental results in section IV.

In a TDSPE masked data frame, a target symbol was affected
by the overlapping scrambling from adjacent symbols while it is
being encoded by the SC. However, adjacent symbols undergo
the same experience with the target symbol, so the whole data
frame experiences this ‘domino-effect’ scrambling, and, for a
successful eavesdropping, it is required to correctly decode the
whole data frame to remove the overlapping scrambling, as will
be discussed in Section V. The QPSK symbols, which were only
affected by the code scrambling, were separately simulated and
discussed in Section IV.

In the proposed system, the header and tail guard gaps are
essential to enhance the security for the first and last symbols
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Fig. 4. Schematic plot for the classical communication channel and QKD channel. An overbar denotes logical (binary) inverse.

in the data frame, which have the least code scrambling and
overlapping scrambling. In the case of correct decoding, the gaps
can be easily removed. Otherwise, symbols in the gap would
spread out over and impact the recovery for the first and last
symbols. To maximize the security performance, the number of
gap symbols (Ng) should be equal to or larger than the ratio
Ts/Rs.

III. SYSTEM SETUP

A. Classical Channel

A schematic of the experiment and simulation system is
shown in Fig. 4. An optical carrier was generated by a 1551.2
nm wavelength CW laser diode (CW-LD) of linewidth less than
100 kHz. The CW light was pulsed by an intensity modulator
(IM) driven by the pattern generator (PG) and its driver (sur-
rounded by the thin dark dashed line in the left-hand block),
which was only enabled for the pulsed-laser cases. The electrical
output generated by the PG was a pulse train with a FWHM of 25
ps and repetition rate of 20 GHz. The QPSK data was modulated
onto the carrier by an IQ modulator (IQ MOD) at the symbol rate
of 20 Gbaud. The modulated signal was stretched by a dispersion
compensated fiber (Ds =−1498 ps/nm) to 374 ps. The stretched
QPSK symbols was encoded by the 16.67 GHz TDSPE, which
used Alice’s key to derive the SC. The SC pattern was generated
by the arbitrary waveform generator (AWG). In this configu-
ration, Nc in (5) was approximately 6. After the TDSPE, the
signal was launched into a 52.3 km standard telecommunications
single mode optical fiber (SMF) which served as the classical

channel in the experiment, where the total launch power of
the classical transmitter is around 0 dBm. A subsequent span
of DCF at the receiver’s side was used to compensate for the
dispersion introduced by the SMF. The electrical and optical
delay lines (EDL and ODL respectively) were used to manually
synchronize the relative delay of the decoding (electrical) and
received (optical) signal. The synchronized optical signal was
decoded by the complementary SC pattern, which was derived
from Bob’s key. After decoding some dispersion remained in
the signal, introduced by the DCF in the encoding system, and
this could be compensated by the DSP in coherent detection
[19]. Therefore, dispersion compensation before the coherent
receiver was not necessary in the experiment. By this approach,
the detected signal power could be improved relative to the
alternative of using SMF to physically compensate the remaining
dispersion. Finally, the optical signal was coherently detected
by a coherent receiver (Co. Rx.). The distributed secure key and
SC were in one-to-one correspondence. Due to the experimental
conditions, the proposed scheme was demonstrated by a labora-
tory transmission experiment with the loopback quantum keys,
which were generated by the QKD system operating over an
installed fiber loopback terminating at the CAPE Node of the
Cambridge Quantum Network. The distributed keys were than
used for the Alice’s encoding and Bob’s decoding.

In the experimental configuration, the length of synchroniza-
tion header was 2048 symbols duration. The two guard gaps in
the data frame were filled by a set of random QPSK symbols and
their length was 8 symbols duration. Each data frame contained
32768 QPSK symbols.
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Fig. 5. The simulated amplitude and phase distribution carried by correctly decoded optical signal (CDOS) and wrongly decoded optical signal (WDOS) with
different transmitted QPSK symbols.

B. The QKD System

Generation of the secure key was conducted using a Toshiba
phase-encoded QKD system, which has been reported in [7],
[20]–[22]. In Fig. 4(a), binary data is encoded onto weak-
coherent states by Alice using phase shifts of 0/π or +0.5π/-
0.5π. These are subsequently transmitted to receiver Bob. Bob
applied a modulation of 0 or +0.5π to the received signal and
detected the result using single photon detectors D0 and D1.
Asymmetric Mach-Zehnder interferometers were employed to
perform the phase encoding/decoding. The quantum signal is
detected by the single photon avalanche photodiodes operating
in self-differencing mode used in the QKD receiver. The pertur-
bation of the signal caused by an eavesdropper would result in an
increase in the quantum bit error rate (QBER), which could be
quantified by Alice and Bob. The system was operating under the
BB84 protocol with two decoy states to achieve the maximized
secure key rate. The intensity of the signal states was 0.4 photons
per pulse while the intensities for strong decoy states and weak
decoy states were 0.1 and∼10−4 photons per pulse, respectively.
A multithreaded version of the Cascade protocol [23] was used
to perform the error correction. As there is a trade-off between
efficiency and speed of the privacy amplification algorithm, the
size of the large sifted block was 100 Mbit to minimize the
finite key size effects. The implementation of privacy amplifi-
cation used a number theoretic transform method. The security
parameter for privacy amplification was 10−10 which suggests
that the key failure probability was 1 key failure every 30,000
years when the secure key rate is 1 Mbps with a block size of
100 Mbits [18]. The synchronisation and reconciliation channels
were wavelength multiplexed onto the same fiber as the quantum
channel. The total launch power of these classical channels was
around −12 dBm.

In the experimental setup the quantum channel was operated
over a loopback in the installed fiber Cambridge Quantum
Network. The employed quantum link length was around 21.2
km with an attenuation of about 7.8 dB. The secure bit rates
were above 2 Mbps and the QBER was less than 2.5% during
the transmission. Key distribution was carried out prior to the
data transmission experiment and the key buffered since the key
generation rate was low in comparison to the SC rate required
for TDSPE. The key refresh rate for the TDSPE was determined
by the length of secure key and generated SC, and this can be
changed by applying different SC generation algorithms.

C. Simulation

The symbols’ amplitude and phase distribution results (Fig. 5)
was simulated using a combination software from VPIphotonics
and custom analysis routines written using MatLab. The system
model was built in the VPIphotonics and the signal processing
was performed in the Matlab. The modelled system followed the
same configuration as the experimental system (Fig. 4), includ-
ing the device loss and the response bandwidth. The sampling
rate and data rate of the simulation model were 1.28 TSa/s and
1024 bits respectively, where the sampling rate was necessary
to be sufficiently high to calculate the amplitude and phase
information of the signal carrier. To ensure that the detail of
the scrambling effect was rendered accurately, the simulation
model was done by using the single QPSK symbol.

D. Digital Signal Processing

The digital signal processing employed in this work was the
standard algorithm for the optical coherent QPSK signal [17],
which consists of the signal calibration, dispersion compensa-
tion, constant modulus algorithm, frame synchronization, and
carrier phase estimation.

IV. SIMULATION AND EXPERIMENTAL INVESTIGATION

A. Simulation Result

The scrambling effect on different QPSK symbols were sim-
ulated and are presented in Fig. 5. In the optical coherent QPSK
system, the data recovery performance is determined by the
quality of detected amplitude and phase of the optical signal.
Fig. 5 shows both the amplitude and phase of different decoded
QPSK symbols. The CDOS and WDOS are plotted using green
and blue outlines, respectively. The colours of the shading under
the lines show the phase differences (|Δϕ|) of the signal with
respect to the transmitted phase state (ϕ) using the colour scale
below Fig. 5. The simulation results clearly show that the CDOS
has a well-defined waveform with correct phase information
carried by the optical signal (no phase error), while the WDOS
exhibits a noise-like low intensity waveform with random phase
distribution over an extended period for both amplitude and
phase (phase error randomly distributed between -π and π in a
symbol duration). In an optical QPSK symbol, overlaps between
adjacent symbols can result in inter-symbol interference, which
further increases the scrambling effect for the optical signal.
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Fig. 6. (a)&(b) The EVM and BEREst curves for B2B system with different Rc and Ds. (c) signal constellations for CDOS (�) and WDOS (×) in the
transmission through the classical channel (TCC). (d) The optical spectra and bandwidths for the QPSK modulated optical signal (QMOS), WDOS, and CDOS.

B. Transmission Property

Fig. 6 shows the transmission results in the experiment. The
systems performance using both CW and an externally pulsed
laser source are plotted in this figure. The error vector magnitude
(EVM) and bit error rate (BER) were used to measure the
quality of the recovered QPSK signal, where the EVM is a
figure of merit normally used to quantify the performance of
M-ary PSK or QAM signals [24]–[26]. Fig. 6(a)&(b) are the
transmission performance of the back-to-back (B2B) system
with the variables of Rc and Ds. The BER (BEREst) was
estimated from the EVM by [26]:

BEREst =
2k

(
1− 1/

√
M

)
log2M

erfc

[√
3/2

(M− 1)EVM2

]
(6)

where k = 2.9 is a correction factor for the QPSK system and
erfc[·] is the complementary error function.

From the experimental results for the system’s transmission
in Fig. 6(a), the EVM for the B2B systems with different
Rc were lower than 15%. When the TDSPE components and
transmission fiber were removed as a comparison, the EVM
and BEREst for a classical QPSK system were 9.75% and
−23.7 respectively. The fluctuation in the Rc curves might be
caused by a timing mismatch in the system’s synchronization
which was shorter than the minimal adjustment resolution of
the delay lines (∼5 ps). The requirement for synchronization
accuracy became increasingly significant with the growth of

Rc, which accounts for the slight increase of the EVM curves.
The logarithmic BEREst curves exhibited the same trend as the
EVM curves. Both logarithmic BEREst curves were lower than
−10 and this indicated that the growth of Rc had less effect on the
system transmission performance and the operation of TDSPE
is independent of the data transmission. The gap between the
CW laser curve and pulsed laser curve were caused by the signal
attenuation in the intensity modulation. However, the attenuation
effect in the DCF was critical for the transmission property.
For example, the EVMs for both cases were lower than 12% at
Ds = −706 ps/nm while the EVM would raise to 19.65% and
15.54% for the pulsed and CW carrier respectively when Ds

reaches −2178 ps/nm. The corresponding logarithmic BEREst

curve were increasing from −23 to −9. This phenomenon was
also obvious in the security investigation shown in Fig. 7. As
a solution, using a highly dispersive element with lower loss
and a nonlinear effect, such as a linear chirped fiber Bragg
grating, could effectively eliminate this phenomenon. When
transmitting through the SMF, the signal’s attenuation and the
noise introduced by the amplifier would increase the EVM as
well. By comparing the curves in Fig. 6(a)&(b), it can be seen
that applying the TDSPE has less influence on the transmission
performance, except a certain power loss is introduced, which
depends on the devices serving for TDSPE.

Fig. 6(c) depicts signal constellation diagrams for CDOS (�)
/ WDOS (x) in the system with the transmission through the
classical channel (TCC). As a compromise for the overall sys-
tem performance, the transmitted frame length was 65536 bits.
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Fig. 7. The performance of the QKD seeded TDSPE QPSK system, with the
signal constellation diagrams shown below, for different SC rates (Rc), total
stretching dispersions (Ds), SC lengths (Lc), and timing synchronization errors
(Tse) investigation.

Therefore, the lowest measurable BER (BERMea) was ∼ 1.5
× 10−5 (logarithmic BERMea ≈ −4.5). From the experimental
results, no error was detected in both B2B and TCC systems
(Fig. 6 (a)-(c)), which meant that the measured logarithmic BER
(BERMea) was less than -4.5. From Fig. 6(c), the measured
EVM for the CDOS / WDOS were 20.31% and 115.87% respec-
tively, which correspond to the logarithmic BEREst of -5.90
and −0.25. The information entropy was around 2.43×10−5

and 0.47. This indicates that integrated security scheme was
sufficient to scramble the transmitted data in the TCC system.

Fig. 6(d) shows the optical spectra for the QPSK signal,
WDOS, and CDOS. The inset shows the measured 20-dB band-
width of the three signals, which were 0.25, 0.26, and 0.29 nm,
respectively. An obvious spectral extension could be found in
the encoded optical signal compared with the QPSK signal
and CDOS. This is mainly caused by the code scrambling and
overlapping effect of the TDSPE. The spectral extension for the
CDOS was mainly caused by the unbalanced phase modulation
depth and the timing mismatch.

C. Scrambling Effect

Theoretically, there is less effect on the encoding perfor-
mance if Ld is filled by repeating a short code. But, from the
discussion in Section V, Nk is a critical parameter in deter-
mining the probability of successful eavesdropping. Although
the synchronization header is public for detection in the data
frame, it is still likely to exist the synchronization timing error
[11] (Tse) between the transmitter (Alice) and receivers (Bob,
and Eve). When the synchronization timing error exists in the
decoded optical signal, the process of spectral phase encoding
generates ultra-short mismatch chips, which contains ultra-high
frequency components, in the optical signal. Therefore, the Nk

and Tse were also considered in the system security performance
together with Ds and Rc.

The EVM curves and signal diagrams with different SC rate
Rc, stretching dispersion Ds, SC length Lc, and synchronization
timing error Tse are shown in Fig. 7 to investigate the security
performance of the system. For comparison purposes, the system
performance for the externally pulsed laser source is also shown
in this figure together with the results for CW source. 20 dB
bandwidth of the signal spectra (Δλ) was used to evaluate the
scrambling effect in the spectral domain. Higher EVM value and
larger bandwidth indicate greater TDSPE scrambling effect, and
therefore higher security performance.

The experimental results shown in Fig. 7 verified that the
growth of Rc and Ds would result in an obvious increase of the
EVM and bandwidth. It can be seen from the signal constellation
diagrams that, the recovered WDOS was scrambled to some
extent when the low Rc and Ds were applied, but it could
also be observed that the recovered signal converged to the
four referenced QPSK states. When the Rc and Ds increased
to a high value (e.g. 30 GHz and 2178 ps/nm respectively),
the scrambled signals would randomly locate at an annulus.
The transmitted QPSK states were well hidden in the noise-like
signal distribution.
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It is important to notice that the higher Ds would intro-
duce more signal loss, because the increase of the stretch-
ing dispersion was performed by using a longer DCF. In
the curve for Ds, the slight raise of the EVMs in the CDOS
implied the deterioration of the OSNR caused by the DCF.
However, in the experiment, both Erbium-doped fiber amplifiers
(EDFAs) were operating in the ‘power control’ mode. Their
output signal power was constant, so the growth of the EVM
caused by the DCF was small enough to be neglected for the
scrambling effect study.

In the investigation for the Lc, it was varied from 23 to 214

in the experiment to evaluate the scrambling effect, where a
short SC (Lc) was repeated to fill Ld to mask the whole data
frame. From Fig. 7, there was no difference observed in the
scrambling effect with different vales of Lc, which indicated
that the Lc and key refresh rate has less effect on the scrambling
effect of TDSPE. As a result, they could be a variable to
improve the flexibility of the system and effectively increase
the time required for the SC testing (which will be introduced
in Section V). The results in the security analysis also suggest
that Lc was negatively correlated with the probability of the
successful attack. Consequently, longer sequences can be used
in the scrambling process without negative impact on the system
transmission performance figures of merit.

When analysing the results of Tse, a further scrambling effect
could be observed based on the wrongly decoded case with
the Ds of 1498 ps/nm. An offset, growing with the increase
of Tse, existed in both EVM and bandwidth curves. This was
caused by the loss of the optical delay line that was used for
synchronization. The higher delay would suffer more power loss.
As there was no power compensation after the optical delay line,
this part of loss directly impacted the detection performance.
Ignoring this offset, the scrambling effect in both time and
spectral domain reached their peak at 30 ps, because 30 ps
equalled to Tc/2, and the signal spectrum had the most effective
scrambling caused by Tse at this point. As the experimental
system had the overall response bandwidth of 20 GHz, the
ultra-high frequency component of WDOS was filtered. From
Fig. 6 and Fig. 7(d), it can be concluded that the system’s
tolerance for the synchronisation error was between 5 ps to 10 ps.
The Tse is a common problem for the receivers (Bob and Eve)
in the proposed security scheme. But Eve must deal with the
code scrambling, overlapping scrambling, and synchronization
timing error simultaneously.

As a comparison, the scrambling effect of the externally
pulsed laser, with different scrambling factors, is also illustrated
in Fig. 7. The EVM and bandwidth for the CDOS pulsed
laser were 17.96% and 0.38 nm, respectively. For the security
investigation, the pulsed laser had a similar trend to the CW laser
case in both time and spectral domains. But, in the low Rc and
Ds cases (e.g. 5 GHz and 862 ps/nm), the externally pulsed laser
could partly enhance the system’s security, because of its larger
bandwidth. At the high value for Rc and Ds, the scrambling
effect caused by the higher frequency was less functional. Thus,
the two EVM curves became closer to each other with the
increase of Rc and Ds.

V. SECURITY ANALYSIS FOR CLASSICAL CHANNEL

In this work, eavesdroppers are assumed to have full knowl-
edge of the entire system configuration except for SC (generated
by the QKD system and therefore inheriting all of the security
guarantees provided by that system). The brute-force attack is
studied in this paper only.

Eavesdropping of the classical channel (where the transmitted
signal is scrambled by the TDSPE scheme) through a brute-force
attack would require Eve to be capable of generating sufficient
copies of the optical signal, so that she can test all possible
SC patterns by using them to decode the optical signal copies,
and convert the decoded optical signal to electrical signals by
photodetectors, where this process is called ‘SC testing’. Suc-
cessful eavesdropping would require performing the SC testing
in real time to convert the correctly decoded optical signal into
the electrical domain for further signal processing before the
optical signal dissipates in the medium (as the optical signal
could not be stored in the same manner as the detected electrical
signal). If Eve could not perform the real-time SC testing, the
optical signal would be incorrectly decoded, and the converted
electrical signal would have a noise-like performance which was
discussed in Section IV. Since the optical signal is no longer
available after optical-to-electrical converters, Eve will not be
able to recover the original data and has lost the information
forever.

As the SC is protected by the QKD system, Eve lacks the
knowledge of SC and requires enough optical signal copies to
complete the SC testing. As the length of the SC for encoding a
data frame is Ld, there are 2Ld possible SC patterns in the data
frame. Eve would need to generate 2Ld copies of the optical
signal in real time for the SC testing. Fig. 8 shows a schematic
diagram of an idealized brute-force eavesdropping attack model
(real-time SC testing). To briefly describe the theoretical ability
of copying the optical signal, two simplified signal copying mod-
els are considered here: optical-signal splitting (green region
of Fig. 8) and time-domain copying (orange region of Fig. 8),
where they are assumed to copy the signal launched from the
demo system (shown in Fig. 4).

The optical-signal splitting model, shown in the green region
of Fig. 8 consists of a serial of cascaded optical power splitting
layers. Each splitter layer is followed by optical signal amplifiers
to maintain the optical power level above the minimum level for
further signal splitting/amplification/detection in the next layer.
However, this process will result in deterioration of the SNR as
the amplification will introduce extra noise. Assuming that the
optical signal is equally split at each layer, and all amplifiers
have the same gain G and noise figure FG. Thus, the total noise
figure (F) [27] in this model can be expressed as:

F = FG +

N∑
n = 1

FG∏n
m = 1 LmGn+1

(7)

where N is the total number of splitting layers.
Under this model, the production of new optical signal copies

will not be available for the further recovery when the SNR of
the split signal is reduced to the minimum level (SNRmin). For
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Fig. 8. Schematic diagram of Brute-force Eavesdropping attack model. The green and orange ‘cloud’ regions respectively indicate separate possible simplified
signal copying models that could reside within the red ‘Signal Copier’ box.

TABLE I
SECURITY ANALYSIS RESULTS FOR THE MODELS

QPSK modulation, SNRmin is around 2 dB [28]. Therefore,
the maximum number of the signal copies (C) that could be
generated in this theoretical model is limited by the total noise
figure (F). In Table I, it can be seen that C≈ 2.7×10828 when F≈
24.75 dB. Comparing to the total number of possible SC patterns
(227326), the possibility for a successful attack is infinitely small
(3.1×10-7398). Therefore, the use of a brute-force approach to
successfully decode the signal is impossible in practical terms,
assuming no a priori knowledge of the encryption key.

Another idealized model is the time-domain copying model,
shown in the orange region of Fig. 8 Assuming that standard 9
µm core diameter telecommunications optical fiber is used as
the optical delay medium, optical signal amplifiers are needed
to compensate for the fiber losses. These amplifiers introduce
extra noise to the signal copies, and the optical signal can be
ideally duplicated in the time domain within the duration of the
optical delay. Similar to that in the splitting model, the maximum
number of signal copies C is limited by the deterioration of
the SNR and is around 1.1×105 when fiber conforming to the
G.652 standard is used to generate the optical delay. This is much

less than the splitting model. The possibility of a successful
brute-force attack is practically impossible (P ≈ 1.2 × 10-8221)
in this model. Even if the SNR deterioration was further ignored,
in order to generate 227326 optical signal copies for the SC testing,
there would be a requirement to retain the optical signal for more
than 4.9×108212 years. This is practically impossible with known
current technology.

It is worth noting that if the generated SC is too short, the
number of the possible SC patterns would decrease exponen-
tially, and the data becomes vulnerable to the brute-force attack.
In general, the longer the length of SC the stronger the security
of the system against brute-force attacks.

From the above discussion, we can conclude that, in the
proposed system, the eavesdropper would need to perform real-
time SC testing to attack the security of the system. Such an
eavesdropping attack would require enormous resources and the
success probability is negligible. Once the real-time brute-force
attack has failed, the optical signal will be attenuated in the
medium and the eavesdropper will not be able to record and
recover the information in the electrical domain. The system
security performance for the case that the scrambled optical
signal is converted into an electrical signal without the correct
decoding was investigated by numerical simulation and experi-
mental results in Section IV.

VI. CONCLUSION

We have demonstrated an encrypted 40 Gbps communication
scheme over 52.3 km using TDSPE with the encryption and
decryption keys being securely shared between transmitter and
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receiver using quantum key distribution. The TDSPE operates
with coherent QPSK modulation using CW laser source. We
experimentally investigated the transmission and security per-
formance of the system and verified that the transmitted QPSK
data could only be successfully recovered for an authorized
user with the correct quantum key. Meanwhile, the security
performance with different security factors were also investi-
gated. And it suggested that the larger stretching dispersion
value, higher encoding rate, longer scrambling code, or higher
symbol rate could improve the security performance. Since the
key distribution was carried out prior to the TDSPE and data
transmission, the integration of QKD and TDSPE is potential to
be further designed for real-time operation. The proposed inte-
grated “Plug and play” security module could be further applied
to practical high-speed optical transmission systems with higher
data rates, higher order modulations (such as 16QAM/64QAM),
and polarization-division multiplexing.
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